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ABSTRACT
Modern high-performance OLTP systems are increasingly bottle-
necked by kernel network stack and the high cost of dispatching
requests to database worker threads. While kernel-bypass TCP
stacks improve performance, they often sacri!ce compatibility and
robustness, in addition to leaving performance opportunities on
the table due to TCP’s byte-stream interface. We present Tux, a
kernel-bypass networking stack designed for database systems that
achieves high performance without giving up compatibility and
robustness. T!" addresses these challenges by (1) introducing a
message-based transport protocol that decouples reliability from
in-order delivery and natively preserves message boundaries with-
out framing or copy overhead inherent in byte-stream interface;
(2) providing a "exible pushdown abstraction that lets database
engines execute DBMS-speci!c logic closer to the NIC to avoid
context-switch overhead and to exploit message-based interface;
and (3) leveraging eBPF/XDP to reuse well-maintained kernel NIC
drivers for compatibility and operational ease. We implement T!"
in a library called L#$%!", o#ering both zero-change “compatibility”
mode and minimal-change “pushdown” mode. Our implementa-
tion, L#$%!", evaluated on VoltDB, Redis, ScyllaDB, Memcached,
and LeanStore, improves throughput up to 2.3x, reduces median
and 99th percentile latencies by up to 2.6x and 4.7x, compared to
existing kernel-bypass systems with minimal modi!cations to the
evaluated DBMSes.
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1 INTRODUCTION
Database systems have traditionally relied on the standard TCP pro-
tocol and OS-kernel stacks for both client-server and inter-DBMS
communication. However, recent research [39, 66] has shown that
the OS network stack and kernel context switch overhead for dis-
patching tasks are now the primary bottlenecks in a high-performance
production-grade OLTP system, contributing to up to 68% of the
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total CPU overhead. On the other hand, the rapid improvements
in network hardware over the last decade sharply contrast with
the well-known stagnant CPU performance. For example, AWS
EC2 instances have experienced a 20→ increase in network band-
width over the past decade [3], with Terabit Ethernet [24] on the
horizon. The median round-trip latency between two servers in a
rack with a commodity network switch and network interface card
(NIC) can be as low as single-digit microseconds when excluding
OS stacks [6, 43]. The shifting bottlenecks in database systems and
the growing imbalance between network hardware performance
and CPU performance motivate a rethinking of communication
protocols and OS stacks, particularly as the industry moves toward
disaggregated architectures in the cloud where components are
connected over networks.

A well-known method for overcoming ine$ciencies in the OS
network stack is kernel bypass. This method typically uses user-
space NIC drivers, such as Data Plane Development Kit [5] (DPDK),
together with user-space TCP stacks [9, 40, 44, 64, 68]. Some user-
space stacks [9, 26, 64, 68] further reduce kernel context-switch
overhead by running application logic directly on the network
core responsible for packet processing, entirely bypassing the OS
scheduler. By eliminating the kernel stack, these solutions can de-
liver substantial performance gains. However, there are still several
unaddressed challenges:

Messaging over Byte-Stream. TCP tightly couples in-order
delivery with reliability to expose a byte-stream interface. While
most database systems need reliable transport, in-order delivery
is not always necessary. Many database operations—especially
inter-node communications in disaggregated or replicated systems,
such as networked storage reads or consensus-based replication—
communicate in a request-response messaging style where in-
order delivery is not needed. To operate over a byte-stream in-
terface, a DBMS must encode explicit message boundaries (e.g. via
length-pre!xing or delimiters) and then parse the incoming byte
stream to locate each message boundary. This typically entails
bu#ering partial messages, scanning for headers, and copying pay-
load bytes from TCP bu#ers, which adds non-trivial CPU overhead.

Integration and Compatibility Challenges. User-space net-
work stacks [9, 26, 64, 68] often require signi!cant changes to
application architecture, which limits their adoption in complex
database systems. These stacks typically adopt a restricted run-to-
completion execution model, where application logic is executed
directly on the networking cores to eliminate scheduler and inter-
thread communication overheads. This model works well for simple
key-value caches like Memcached where responses are generated
immediately for each request, but does not generalize to DBMS
workloads, where requests may involve complex query execution,
interaction with storage engines, or coordination with other nodes
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for distributed transactions and replication. Moreover, many pro-
duction DBMSes [60, 61, 63] employ dedicated I/O threads that
dispatch requests for worker pools for better pipelining. Adapting
these architectures to run entirely on the network core would re-
quire major rewrites. Deployment challenges further compound
these issues. User-space drivers like DPDK require exclusive control
of a dedicated NIC, preventing coexistence with standard kernel
networking tools. This incompatibility hinders operations such as
debugging, monitoring, and cluster management. Together, these
restrictions on both execution and deployment signi!cantly raise
the barrier to adoption in real-world DBMS deployments. To the
best of our knowledge, only ScyllaDB [18, 62] and Yellowbrick [30]
support kernel bypass networking, and ScyllaDB do not deploy
them in production due to deployment challenges [19].

Robustness Concerns. While running DBMS code on the net-
work core reduces scheduling overhead, this approach becomes
fragile when the code is non-cooperative. In OLTP systems, trans-
actions may stall due to long-running queries, I/O delays, or lock
contention. A networking core might also become overloaded with
request processing. Such unbounded stalls can prevent the network
stack from timely processing packets, replenishing NIC bu#ers in
time, resulting in packet drops, starvation, and increased tail latency
for short transactions.

In this paper, we show that it is possible to remove the OS-kernel
stack bottlenecks while addressing these challenges. We present a
new high-performance programmable networking stack designed
speci!cally for database systems, called T!", which moves the
network stack to user space, provides "exible interfaces to co-design
network stacks with database systems to exploit message-based
reliable communication and avoid kernel context-switch overhead
for dispatching tasks, and judiciously leverages modern Linux I/O
interfaces for compatibility.

At its core, T!" utilizes a kernel-bypass data path with a reli-
able transport protocol designed for "exibility and performance.
It decouples reliability from strict ordering, o#ering both a TCP-
compatible byte-stream interface for zero-change integration and
a native message-based interface to eliminate framing and copy
overheads. To tackle context switching overheads, T!" introduces a
pushdown abstraction that extends the eBPF paradigm into userspace,
allowing DBMS logic (e.g., storage look-ups, transaction processing,
command processing) to run directly on networking cores inside
T!" stack as a form of callback functions when transport-level data
units (stream or message) arrive. Pushdown abstraction can further
leverage the message interface for zero-copy data access within call-
back functions, avoiding overheads. This abstraction enables a wide
range of scheduling "exibility to avoid scheduling overhead and
data copying. For example, short transactions can be executed di-
rectly at the networking cores without incurring context-switching
overhead and data copying, while long transactions can be directed
to the DBMS’s internal pool of worker threads. Furthermore, T!"
runs callback functions in a preemptible user-space task runtime
that prevents callback functions from monopolizing CPU resources.

For compatibility, T!" leverages well-maintained kernel-space
drivers to communicate with NIC hardware. This is accomplished
via a recent kernel-based bypass path using eBPF/XDP, which
avoids the NIC exclusivity requirement. Although using kernel-
space drivers inevitably introduces system call (kernel-crossing)

and interrupt overhead, we !nd that the CPU cycles spent in kernel
NIC drivers contribute only a small portion of overall DBMS request
processing latency. Therefore, using a kernel-based approach for
better compatibility represents a worthwhile trade-o#. Addition-
ally, T!" aggressively exploits batching and kernel-side polling to
amortize kernel-crossing overhead and avoid interrupt overhead,
allowing it to match the performance of using user-space drivers.

We implement our design in a library called L#$%!" that provides
two operating modes: compatibility mode and pushdown mode. In
compatibility mode, L#$%!" operates as a shim layer with POSIX
interfaces for existing DBMSes that rely on TCP, providing binary
compatibility and no DBMS code change. In pushdown mode, L#$&
%!" provides an event-driven programming model to minimize
porting e#orts and facilitate zero-copy messaging.

Our evaluation across VoltDB, ScyllaDB, Redis, Memcached, and
LeanStore demonstrates T!"’s substantial performance advantages
while requiring minimal code modi!cations. VoltDB on T!" (with
zero code changes) achieves 2.3→ higher throughput than Linux
while reducing end-to-end median and p99 latencies by over 2.2→
and 2.8→ respectively. Compared to state-of-the-art kernel-bypass
stacks, Memcached with T!"’s pushdown mode delivers 2.18→
higher throughput, 4.19→ lower p99 latency, and 72% CPU core
savings with just 59 lines of code changes.

To summarize, this paper presents T!", a high-performance,
robust, and DBMS-friendly networking stack that delivers the ben-
e!ts of user-space I/O without sacri!cing compatibility. Our key
contributions are:

• A hybrid kernel-bypass stack for DBMS. We design and im-
plement T!", the !rst database networking stack that leverages
eBPF/XDP to retain compatibility with kernel-space NIC drivers
while o%oading performance-critical paths to user space.

• A reliable, message-oriented data-path protocol. T!" pro-
vides a reliable data path protocol that supports both: (1) a TCP-
compatible byte-stream interface for compatibility of existing
DBMSes, and (2) a native message-based interface that eliminates
framing/copying overheads for performance.

• A pushdown abstraction for co-designed execution.We pro-
pose a "exible interface that allows DBMS logic to run directly
on networking cores, reducing inter-thread communication and
kernel scheduling overhead while enabling new co-design op-
portunities for cache e$ciency and tail latency control.

• A full implementation and extensive evaluation. We im-
plement T!" as a userspace library and evaluate it across !ve
DBMSes. T!" improves throughput by up to 2.3→, reduces tail
latency by up to 4.2→, and lowers CPU usage by over 70%, with
minimal changes to the DBMS engine.

2 BACKGROUND AND MOTIVATION
This section covers the necessary background and motivation, in-
cluding DBMS networking requirements, modern data path I/O in-
terfaces (DPDK, io_uring, eBPF/XDP/AF_XDP), and kernel-bypass
designs. We explain why existing solutions are insu$cient and
motivate the need for a better DB-OS co-designed stack.

2.1 DBMS Expectations for Networking
We begin by surveying the transport protocols used in major data-
base systems to understand their core requirements, which are
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DBMS Client↑DBMS Node↑Node
Dedicated
I/O Threads

MySQL/PostgreSQL/Aurora TCP TCP No
VoltDB/Cassandra/ScyllaDB/
CockroachDB/MongoDB TCP TCP Yes

Redis TCP TCP Optional
Memcached TCP/UDP N/A No
Aerospike TCP TCP/UDP Yes

Table 1: Transport protocols used in DBMSes and whether dedicated
I/O threads are employed.

summarized in Table 1. Our !ndings show that communication
largely falls into two categories—client-to-server and internal inter-
node tra$c—each with distinct needs.

Client-DBMS Communication. For client-server tra$c, main-
stream database systems rely on TCP. This is a direct consequence
of their wire protocols, which are typically connection-oriented
for tasks like authentication and expect the strict ordering of a
byte-stream to correctly pipeline requests and responses [2, 13, 16].
TCP’s wide support and its reliable, ordered byte-stream interface
make it a natural and ubiquitous !t for this role.

Inter-Node Communication. Inter-node communication re-
quirements vary signi!cantly, falling into distinct categories based
on the protocols in use. Consensus-based replication protocols like
Paxos and Raft are designed to operate over unreliable networks,
handling message loss and reordering at the protocol level, thereby
imposing minimal requirements on the transport itself. In contrast,
many other foundational database protocols depend critically on
reliable delivery from the transport to prevent catastrophic failures,
such as the permanent deadlock from a lost lock-release message in
2PL or the infamous blocking problem from a lost commit message
in 2PC. Crucially, for this second group, the need for reliability does
not imply a need for transport-level ordering, as logical sequencing
is handled at the protocol level using identi!ers like transaction IDs
or message arrival order (e.g., Lock Manager) or message types (e.g.,
Prepare happens before Commit in 2PC). This is distinct from a
third pattern: operations that require a strictly ordered byte-stream.
One example is log-!le-based primary/backup replication in sys-
tems like MySQL and PostgreSQL, where a sequence of database
changes must be streamed and replayed in original order to ensure
replica consistency. This requirement also exist in other tasks like
transferring intermediate results in distributed query processing.

This analysis highlights that modern database systems simul-
taneously require both an ordered byte-stream interface, and an
e$cient, reliable message-passing interface. This dual need poses
a challenge for existing transport protocols, which are often too
general-purpose or require specialized hardware. Homa [51, 54],
for example, is a recent message-based transport protocol designed
for datacenter RPC workloads but lacks a byte-stream interface.
Scalable Reliable Datagram (SRD) [59, 69] and RDMA [17] also em-
ploy message-based protocols but are tied to proprietary hardware
or speci!c network fabrics. Hence, one of the design goals of T!"
is to provide e$cient messaging over Ethernet that supports both
reliable unordered messaging and ordered byte-stream for easy
integration into database systems.
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Figure 1: Latency of IPC Mechanisms: The benchmark measures
the average one-way latency of ping-ponging 106 1-byte messages
between two threads on a security-hardened [11] EC2 instance.

2.2 The Cost of Task Dispatching and Kernel
Bypass Approaches

Task dispatching—notifyingworker threads of packet arrivals—creates
signi!cant overhead in high-performance DBMSes. Packets need to
traverse hardware interrupts, kernel TCP stack, and OS scheduler
wakeups; dedicated I/O threads (Table 1) add further IPC costs.
Our microbenchmark (Figure 1) shows kernel-mediated IPC incurs
multi-microsecond latency, while busy-polling is too CPU-intensive
for multi-threaded OLTP systems. Existing kernel bypass systems
use two strategies: co-located [9, 26, 64, 68] (networking and appli-
cation on same core, eliminating IPC but vulnerable to head-of-line
blocking) or separated [31, 40, 44, 50, 53] ("exible scheduling but
higher communication overhead).

This trade-o# between dispatch overhead and compatibility/"ex-
ibility/robustness motivates T!", which reduces context-switching
and scheduling overheads without sacri!cing these properties.

Existing kernel bypass solutions thus present a trade-o# between
minimizing dispatch overhead and maintaining compatibility, "exi-
bility, and robustness. Addressing this challenge motivates the de-
sign of T!", which aims to signi!cantly reduce context-switching
and scheduling overheads for network tasks without sacri!cing
these crucial properties for database systems.

2.3 Modern Data-Path Interfaces
We next describe several modern data-path interfaces available on
Linux: DPDK, io_uring, eBPF, and XDP.

User-Space Driver (DPDK). DPDK [5] lets an application take
complete control of a NIC and process packets in user space, by-
passing the kernel TCP stack. The application runs a loop that
busy-polls a receive queue, process the packets (e.g., hands the
packet to a user-space TCP stack such as F-stack), and then trans-
mits packets—eliminating interrupts and scheduler wakeups. This
yields very low per-packet overhead and predictable latency, at the
cost of CPU spent on polling and exclusive NIC ownership.

io_uring. io_uring is a recent asynchronous Linux I/O interface
that enables submitting batches of storage or network system calls,
thereby amortizing the kernel-crossing overhead. However, it is
important to note that each socket operation still traverses the
kernel TCP stack, where most of the overhead occurs.

eBPF. The extended Berkeley Packet Filter (eBPF) is a modern
Linux technology enabling safe and e$cient kernel extensions with-
out modifying the kernel or loading kernel modules. By running
sandboxed programs at various kernel hook points—including the
networking stack—eBPF allows integration of data-intensive opera-
tions directly into the OS networking stack. Recent research has
demonstrated its potential for tasks such as database proxying [28],
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caching [33], and transaction processing [27, 67], e#ectively avoid-
ing costly data transfers between user and kernel space. However,
eBPF enforces strict safety guarantees: loops must be bounded, pro-
grams are limited to access a restricted set of kernel data structures,
and "oating-point operations are prohibited in the kernel, making
it challenging to o%oad a full-"edged DBMS into kernel space.

Kernel-Space Driver through AF_XDP sockets. Building on
eBPF, the eXpress Data Path (XDP) [35] provides a hook that runs
eBPF programs as soon as a packet arrives at the network card’s
driver. From here, an XDP program can decide the packet’s fate:
drop it, pass it to the normal kernel stack, or—most importantly
for T!" —redirect it to a user-space application through a high-
speed "express lane" called an AF_XDP socket. These sockets use
a shared memory region that both the application and the NIC can
access directly. This enables true zero-copy packet processing, as
data copying between kernel and user space can be elided. T!"
leverages this mechanism to bypass the kernel stack and quickly
get packets to its user-space data path.

2.4 The Cost of Using Kernel-space NIC Drivers.
While using kernel-space NIC drivers o#ers superior compatibility,
it does introduce kernel-crossing overhead for NIC operations. To
quantify this overhead, we perform a micro-benchmark by run-
ning Redis on F-Stack [9] atop DPDK—which employs a run-to-
completion execution model—providing an upper bound on achiev-
able performance. The following table breaks down the average
latency (excluding polling/queuing time) of Redis serving GET re-
quests at a throughput of 300K/s:

Component Time (𝐿s) Ratio (%)

NIC Driver Tx/Rx 0.27 7.2%
Socket Send/Recv + TCP 1.51 41.0%
Redis GET 1.91 51.8%

Total 3.69 100%

The raw NIC driver accounts for only 7.2% of the total time. A
kernel-space driver adds the cost of a system call. On a security-
hardened [11] c5n.xlarge AWS instance, a minimal system call
takes about 390ns. This would add roughly 390ns for receiving and
185ns for transmitting, potentially increasing the driver-related
portion of latency to around 20% of the total for this simple Redis
workload. However, this analysis is conservative. For a more com-
plex database operation taking 20s, this same system call overhead
would drop to just 2.6% of the total time. This reasonable perfor-
mance trade-o# motivates T!" to use kernel-space NIC drivers,
gaining compatibility and ease of deployment for a modest cost.

3 T!" DESIGN
Goals. T!" is designed to address the growing mismatch between
modern high-speed networks and traditional kernel-based network
stacks in high-performance database systems with two goals:

• G1: Preserve compatibility & high performance. T!" must
support unmodi!ed DBMSes while avoiding the need for kernel
modules or exclusive NIC access. At the same time, it must deliver
performance comparable to specialized DPDK-based solutions.
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Figure 2: How Request/Response Arrives/Leaves at/from DBMS
Worker Thread: (a) Kernel Stack. (b) T!" Compatibility Mode speeds
up the network stack with specialized messaging protocol and ef-
!cient compatible kernel-based bypass path. (c) T!" Pushdown
Mode speeds up network stack and avoids IPC overhead by pushing
performance-critical DBMS logic onto networking cores without
requiring an overhaul to DBMS’s architecture.
• G2: Enable even better performance via co-design and pro-

grammable network stack. T!" stack should expose light-
weight and "exible programming interfaces for DBMS to exploit
further performance gains at modest engineering e#ort.

Overview. These goals shape the overall design of T!", shown
in Figure 2 (b) and Figure 2 (c). To achieve G1, T!" runs as a
user-space library with POSIX interfaces under the DBMS. When a
kernel TCP connection is established, T!" transparently replaces
it with a user-space data path that bypasses the kernel TCP/IP
and socket layers, without requiring application changes or NIC
ownership. The data path uses the reliable message-oriented T!"
protocol (Section 3.1), which exposes a native message interface
and can emulate byte-stream delivery for compatibility. The T!"
protocol is implemented in T!" stack (Section 3.2) on top of recent
kernel-based bypass path using eBPF/XDP for accessing NIC driver.
T!" stack includes several optimizations (Section 4) to minimize
kernel crossing for using the kernel space NIC drivers.

Pushdown. To achieve G2, T!" introduces pushdown (Sec-
tion 3.3): a programming abstraction that lets DBMS logic run
directly on networking cores in the form of callbacks, avoiding
kernel scheduler and IPC overhead. Pushdown elevates the unit of
execution from raw packets to transport-level messages or byte-
streams, so DBMS developers can implement request handling at
the same granularity as DBMS engine. Conceptually, pushdown
extends the eBPF/XDP paradigm into user space: it provides pro-
grammable hooks on the data path, but with the full "exibility of
user space rather than kernel restrictions. Internally, pushdown
is realized via a two-stage pipeline: an in-kernel eBPF/XDP pro-
gram that quickly steers database tra$c through a zero-copy packet
bu#er to user space, and then T!" executes callbacks inside a pre-
emptible runtime that ensures robustness and fairness, even for
long-running logic. Furthermore, callback can tap into the native
message interface of T!" protocol to avoid copying and parsing.
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Figure 3: T!" Packet Header

3.1 T!" Data Path Protocol
The T!" data path uses a reliable specialized transport mechanism
designed speci!cally for database workloads within the T!" stack.
A key design principle is the decoupling of reliability from strict
in-order delivery, inspired by SCTP protocol [22]. Unlike stream-
based TCP, T!" inherently operates on discrete messages, aiming
to eliminate application-level framing and parsing overhead.

Protocol Mechanics: The structure of a T!" packet, shown
in Figure 3, serves the following purposes:

• Identi!cation and Acknowledgment: Each packet carries a
monotonically increasing sequence number for unique identi!-
cation, duplicate detection, and reordering, and an acknowledg-
ment number con!rming receipt of packets from the peer.

• OrderingControl:Three control bits—order, first, and last—
control message ordering and fragmentation. Setting the order
bit enforces in-order delivery on sequence numbers, suitable for
stream semantics. Clearing it permits out-of-order delivery.

• FragmentationHandling: Formessage spanningmultiple pack-
ets, the first and last bits act as delimiters. The sender en-
sures consecutive sequence numbers for packets of the same
fragmented message, simplifying reassembly at the receiver.

This small yet "exible header design enables native support for
message and optionally stream semantics, delegating the speci!cs
of data segmentation to upper layers.

Message Semantics. For communication patterns where mes-
sage boundaries are essential but strict ordering is not, T!" provides
native message semantics. The sender transmits packets with the
order bit cleared. The receiver bu#ers incoming packets, reassem-
bling a complete message (using first/last bits if fragmented)
before delivering it. Delivery can occur via POSIX recvmsg or, in
pushdown mode (Section 3.3), directly to a callback.

Stream Semantics. T!" can emulate an ordered byte stream
for compatibility with TCP. To achieve this, the sender divides the
continuous data stream into discrete T!" packets, setting the order
bit in each. The receiver reassembles ordered packets sequentially
using sequence numbers and delivers them through standard POSIX
interfaces (e.g., read/recv) for compatibility.

Delivery. The protocol enforces speci!c delivery rules based on
the ordering requirements. Ordered packets (order=1) are deliv-
ered to the application strictly in sequence, only after all preceding
packets have been consumed. Unordered packets (order=0) con-
taining a complete message can be delivered immediately upon
arrival. If a message spans multiple packets, delivery is deferred
until all constituent packets have arrived.

Reliability. T!" ensures reliable data transfer through sequence
numbers and acknowledgments. Sequence numbers allow detection
of duplicates and management of reordering. The sender retains
packets until the receiver acknowledges successful receipt up to a

speci!c sequence number (X), at which point packets with sequence
numbers ↓ X are discarded. A straightforward retransmissionmech-
anism, based on timers and duplicate acknowledgments (triggered
after three duplicate ACKs), handles packet loss.

Packet Bu"er Reclamation. E$cient memory management
requires careful reclamation of packet bu#ers. A bu#er holding a
packet is reclaimed only after the application has fully consumed
its contents. In in-order scenarios, reclamation occurs immediately
upon consumption. However, in mixed or out-of-order scenarios,
reclamation of a consumed out-of-order packet may be postponed
until all packets with lower sequence numbers have also been
consumed and reclaimed, ensuring reliable duplicate detection.

UDP Encapsulation. Each T!" packet is encapsulated in a UDP
packet which allows the reuse of checksum hardware o%oads for
UDP on modern NICs. Hence, the T!" header does not contain a
checksum. When a T!" connection replaces a kernel TCP connec-
tion, it inherits the TCP connection’s port assignments and next-hop
routing information, allowing reuse of kernel functionalities.

Comparison to SCTP. While both T!" and SCTP o#er reli-
able, message-oriented transport beyond TCP, T!" is not general-
purpose and is specialized for database systems for both com-
patibility and performance. SCTP is a general-purpose message
protocol mainly used in mobile networks with features [23] like
multi-homing, multi-streaming, and a complex, extensible chunk-
based packet format that are unnecessary in database workloads.
In contrast, T!" uses a simpler header structure tailored for its
dual stream/message interfaces and relies on UDP encapsulation
for common checksum hardware o%oads, which are less frequently
available for SCTP. Thus, T!" prioritizes performance and tighter
integration with database systems.

3.2 T!" Components

Figure 4 presents the internal of T!" stack which consists of a
compatibility layer, a shared-nothing architecture for managing
concurrency and memory, the T!" runtime for running pushed-
down callback functions, and kernel-space NIC drivers, as discussed
below.

Compatibility (Shim) Layer. Since most DBMSes run on top of
the POSIX interface, T!" implements a POSIX shim layer on top of
T!" stack to support running unmodi!ed DBMSes. T!" intercepts
glibc library (via LD_PRELOAD or linking) functions related to
networking (e.g., connect/send/recv/epoll) and replaces them
with T!" implementations to leverage the T!" data path. Each
T!" connection is uniquely identi!ed by the !le descriptor that
represents an established kernel TCP connection. The interposition
for a kernel TCP connection is done once it is established and the
T!" handshake con!rms that both ends are running the T!" stack.

Connection Establishment. Since a T!" connection is at-
tached to a TCP connection and running custom protocols, it needs
to perform a handshake to con!rm that both ends are running
the T!" stack. The handshake is initiated when a kernel TCP con-
nection is established. The handshake process involves sending a
special T!" packet to the remote end. Only when both ends receive
a handshake packet can the T!" connection be considered estab-
lished. If a handshake packet is not received within a timeout, T!"
stack falls back to using kernel-based TCP for compatibility.
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Figure 4: T!" Stack: Each T!" network thread manages a set of
NIC queues via a corresponding set of AF_XDP sockets. Due to NIC
receive-side scaling, packets of a T!" connection will also bemapped
to the same NIC queue and, hence, the same T!" network thread.

Concurrency Management. T!" adopts a shared-nothing ar-
chitecture to manage concurrency and scalability. T!" uses a set of
network threads to process network packets. Each network thread is
also responsible for executing callbacks when running in pushdown
mode. Each T!" connection is exclusively handled by a single net-
work thread after establishment. Modern NICs employ receive-side
scaling (RSS) to deterministically distribute load among multiple
NIC queues, each processed by di#erent CPU cores for scalability.
This is typically achieved by hashing transport-layer header values
(e.g., IP addresses and ports), ensuring that all packets for the same
connection are directed to the same NIC queue. Consequently, once
a T!" connection is established, its corresponding NIC queue is
!xed for the lifetime of the connection, eliminating the need for
inter-thread synchronization for connection state management.

Memory Management. To eliminate contention, T!" allo-
cates a user-space memory region per NIC-queue shared between
userspace and kernel via the AF_XDP socket APIs [21]. The region
is divided into 4KB pages. Each page may be used as a packet bu#er
for both receiving and transmitting by the NIC hardware. This en-
sures that all packets belonging to a T!" connection reside on the
same UMEM region, avoiding coordination between NIC queues.

3.3 Pushdown Abstraction and Runtime

The pushdown abstraction can be viewed as a user-space extension
of the eBPF paradigm, but operating at the transport layer rather
than on raw packets. Whereas kernel eBPF provides a safe but re-
stricted environment for !ltering and simple packet operations, Tux
pushdown exposes a programmable interface on DBMS-relevant
transport units: reliable messages and ordered byte streams. This
design elevates the programming model from low-level packets to
semantically meaningful objects—such as a SQL request, a log page,
or a key–value lookup—matching the abstractions DBMS develop-
ers actually care about. Unlike kernel eBPF, pushdown executes

1 struct tux_routine {
2 char* stack
3 bool uninterruptible
4 bool interrupted
5 }
6
7 def tux_preemption_signal_handler(signo):
8 r = active_routine

9 if r == null or r->uninterruptible or r->interrupted:
10 return
11 r->interrupted = true

12 switch back to tux network loop

Figure 5: T!" Preemption Signal Handler: Preemption is skipped
when a tux routine is in an uninterruptible state.

unrestricted user-space logic with access to the full runtime envi-
ronment, while the T!" stack manages transport-level complexity
such as reliability, fragmentation, and reassembly. This approach
combines the e$ciency of kernel-bypass with programmability, en-
abling DBMS developers to attach logic directly to transport events.
Currently, T!" supports two types of per-connection callback on
arrival of T!" messages:

• StreamCallback(TuxContext* ctx, void* user_state): The
stream callbacks are executed when the T!" connection has
available input data. The callback may use POSIX APIs (e.g.,
read/recv/write/send) to read the data that provides in-order
delivery and run arbitrary data-processing logic. Stream call-
backs are typically used to implement client-facing communica-
tion, such as wire protocol and SQL command processing, where
in-order delivery is necessary for compatibility.

• MessageCallback(TuxContext* ctx, void* user_state, TuxMes-
sage[] msgs): The message callbacks are executed when a group
of unordered T!"messages arrive. Message callbackmay directly
access the message content stored in the UMEM packet bu#er
without copying it to the application bu#er, as the lifetime of
messages is the same as the callback execution. Such a primitive
can be used to build messaging without the overhead of parsing
and copying. This is useful for inter-node communication, where
trading compatibility for performance is easier.

Each callback function is associated with a single T!" connection
identi!ed by the corresponding TCP connection’s !le descriptor(fd).
Developers may also associate the user state with the callback upon
registration. T!" stack provides a runtime for robustly running
callback functions for each connection which describe next.

T!" Lightweight Task. A T!" callback is executed inside a
lightweight user-space thread, called T!" routine, that runs on
the networking core, similar to a go-routine [10]. Each routine
maintains its own stack and a small region of memory for storing
register values during context switches on preemption. We avoid
stackless user-level threads [4] as a stack-based design provides
better compatibility with unmodi!ed user code, despite slightly
higher context switch overhead [34].

Grouped Execution. Running each T!" callback function in
its own routine is ine$cient, as it incurs one context switch per
invocation and requires a stack per routine. To reduce both over-
heads, T!" runs multiple callbacks into a single T!" routine. This
amortizes the cost of switching and reduces memory usage. When
a new group of callbacks is ready and there is no idle or preempted
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Figure 6: FIFO Scheduling with Timeout: E is preempted after the
time slice is exhausted. E is enqueued to give other tasks a chance to
run. Network processing is scheduled between callback executions.

routine available, T!" creates a new routine to run them. As a
result, the number of active routines is proportional to the number
of preempted executions, not the total number of T!" connections.

Scheduling. T!" time-shares between callback execution and
network processing. Callbacks are assigned a !xed time slice, while
network processing runs without time constraints. Within the time
slice, T!" schedules callbacks using FIFO with a timeout. As shown
in Figure 6, callbacks are invoked in arrival order from a task queue.
If the time slice expires while a callback is still executing, the rou-
tine is preempted and moved to the end of the queue, allowing other
callbacks to run in the next round. This prevents a long-running call-
back function from monopolizing CPU resources. To handle block-
ing I/O, T!" converts common glibc calls (e.g., pread/pwrite)
into asynchronous I/O via io_uring, voluntarily yielding control
back to the T!" scheduler.

Preemption. T!" uses Linux signals to perform preemption for
its wide availability in both cloud VM and bare-metal hardware. The
main scheduling thread (Figure 4) checks the run time of each active
tux routine and sees if it exceeds the allocated time slice. When
a violation happens, it sends a signal to the thread running the
routine which is processed by a signal handler, as shown in Figure 5.
The handler performs a context switch on the actively running
T!" routine and switches back to the network processing context.
Because the Linux signal has an overhead of a few microseconds, as
shown in Figure 1, we limit the time slice to be at least 100𝐿s tomake
sure the preemption overhead is not signi!cant. This approach
o#ers a practical balance between minimizing tail latency for short
tasks and maintaining high overall throughput [38].

Uninterruptible Region. There are cases where preemption
causes problems. For example, when T!" routine is manipulating
T!" runtime data structures, preemption might cause the runtime
data structures to be in a corrupted state, resulting in crashes. T!"
routine leverages a "ag (uninterruptible) in memory to denote
whether a callback is in an uninterruptible state. T!" runtime lever-
ages such a "ag to build critical sections that cannot be interrupted
or preempted. As shown in Figure 5, after receiving the preemption
signal, T!" checks the "ag and aborts the preemption attempt if the
uninterruptible "ag is set. T!" also makes sure that the preemption
handler itself is implemented in a re-entrant fashion.

3.4 DB-Network Stack Co-Design Patterns
Next, we describe several co-design patterns enabled by the pro-
posed push-down abstraction to avoid scheduler overhead. Our

1 def tux_auto_scale(U_useful: [0, 1]):
2 N = num_tux_net_thread

3 if N >= num_nic_queues:
4 return
5 if U_useful > T_scaleup:
6 Allocate thread T_N+1

7 Rebalance NIC queues among N+1 threads

8 else if U_useful < T_scaledown && N > 1:
9 Remove thread T_N

10 Rebalance NIC queues among N-1 threads

Figure 7: T!" Auto Scaling Algorithm.
key design principle is to optimize away the kernel scheduler over-
head for short-running DBMS operations as they are most severely
impacted by the cost of context switch and long-running requests.

Complete Pushdown: Forworkloads dominated by very simple,
fast operations, the entire request processing logic can be executed
within a callback on the T!" networking cores. Examples include
point lookups/updates in key-value stores or caches, and simple
storage reads, where request processing time is typically in the tens
of microseconds. This pattern minimizes scheduling overhead and
maximizes cache e$ciency for these latency-critical requests. This
pattern works for both callback types.

Selective Pushdown: Many database workloads involve a mix
of short-running and long-running requests [29]. For more complex
transactions (e.g., TPC-C Stock-Level), range queries, aggregations,
or joins, which might run for longer durations or require coordi-
nation/parallelism across multiple cores, it is often bene!cial to
dispatch them to the DBMS’s existing worker pool. Developers can
implement this by registering a callback that acts as a dispatcher.
The callback parses the incoming request, identi!es its type or
complexity, and decides whether to process it directly for better
e$ciency or forward it to a worker pool for better tail latency.

3.5 Auto-Scaling T!"
Executing callbacks on the network core consumes CPU cycles.
When a single core is overloaded, latency will increase dramatically.
T!" introduces an auto-scaling mechanism that reacts to CPU over-
load to spread the load over multiple network threads. T!" adopts
a per-core CPU utilization-based scaling strategy. Speci!cally, T!"
tracks the fraction of CPU cycles spent in user space doing useful
work, de!ned as𝑀useful , which is derived from 1 ↔𝑀polling where
𝑀polling is the fraction of CPU cycles spent in kernel drivers. T!"
periodically checks the𝑀useful of each network thread in the main
scheduling thread. The scaling steps are described in Figure 7.
When the 𝑀useful estimation exceeds a threshold 𝑁scaleup , T!" al-
locates a new network thread and redistributes the NIC queues
among the new set of network threads. Due to T!"’s share-nothing
design (i.e., a NIC queue and all the connections belonging to the
queue are exclusively managed by a single network thread), T!"
only supports scaling the number of network threads up to the num-
ber of supported NIC queues. Similarly, when T!" 𝑀useful drops
below a threshold 𝑁scaledown, T!" removes a network thread and
re-balances the NIC queues among the new set of network threads.

3.6 Discussion
Deployment. T!" has one limitation in that T!" requires both
ends to run the T!" stack and protocol. This might be !ne for inter-
node communication where DBAs typically have more control over.
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However, we believe this limitation to be less of a concern as eBPF,
on which T!" relies, is getting increasingly widespread [8] in the
cloud [7]. Compared to DPDK-based solutions, T!" does not require
kernel modules or full NIC control or huge-pages. Furthermore, the
T!" compatibility mode allows easy integration with applications
to connect to a T!"-enabled DBMS server.

Generality. While this work was motivated by the speci!c bot-
tlenecks we observed in high-performance OLTP database systems,
the design principles are broadly applicable. The core patterns em-
bodied in T!" are well-suited for a wide range of data-intensive,
latency-sensitive applications, particularly those that handle a mix
of request complexities and bene!t from a message-oriented com-
munication. Beyond caches we explored in the paper, microservices,
API gateways, and HTTP servers could leverage selective pushdown
to handle simple tasks on the network cores while dispatching
more complex requests to a worker pool. Even in analytical (OLAP)
workloads, where long-running queries are not ideal for pushdown,
the underlying high-performance data path can accelerate the data
shu%ing and transfer of intermediate results in distributed query
execution. We leave these extensions as future work.

Security. T!" is designed to be encryption-agnostic, operating
at the transport layer underneath userspace libraries (e.g., OpenSSL)
that handle TLS encryption. By preserving TCP-compatible stream
semantics, Tux supports standard protocols like TLS 1.2/1.3 without
modi!cation. The Tux stack neither inspects nor alters encrypted
payloads, and no sensitive material such as TLS keys or certi!cates
is exposed outside of the DBMS process. Consequently, Tux pro-
vides the same security guarantees as other kernel bypass stacks
that focus on accelerating the transport layer.

4 IMPLEMENTATION AND OPTIMIZATIONS
We next describe several key implementation details of the T!"
stack that enable robust and e$cient kernel-bypass execution.
These include concurrency management, safe handling of thread-
local storage in user-space task switching, and optimizations for
avoiding preemption overhead for short callbacks and optimizations
for batching to reduce the cost of using kernel-space drivers.

Managing Concurrency. DBMS worker threads interact with
T!" connections through standard POSIX interfaces (e.g., send/recv).

To safely support concurrent access, T!" use per-connection latch
for safety. This design is based on the observation that most connec-
tions are typically accessed by a single DBMS thread, making latch
contention rare. Additionally, T!" network threads are decoupled
from these latches during normal operation. Instead, each T!" con-
nection uses two lock-free ring bu#ers: one for queuing incoming
packets to be consumed by the DBMS, and another for outgoing
packets. This design minimizes contention between DBMS threads
and network threads.

Handling Thread-Local Storage. Modern DBMSes and mem-
ory allocators rely heavily on thread-local storage (TLS) for scalable
synchronization. However, when a T!" routine is preempted mid-
execution, it may leave TLS variables in an inconsistent state. Since
all routines share the same OS thread, switching to another routine
can potentially corrupt TLS variable state. On x86, TLS is accessed
via a segment register whose base address is stored in the fsbase
(or gsbase) register. To support arbitrary callback functions that
use TLS, each T!" routine maintains a dedicated region of memory
for TLS storage. During context switching, T!" saves and restores
the segment base register using rdfsbase/wrfsbase instructions,
ensuring TLS isolation between routines.

Avoiding Preemption Overhead. To avoid unnecessary pre-
emption, the T!" runtime tracks the execution time of each routine.
If a routine has consumed more than 90% of its time slice after
!nishing a callback, it voluntarily yields control to the scheduler.
This optimization allows routines running short callbacks to avoid
being preempted entirely, reducing preemption overhead while
maintaining fairness.

Optimizations for using Kernel Drivers. As explained in
Section 2.3, using kernel-space drivers introduces kernel-crossing
overhead. To mitigate this, T!"’s network processing loop, shown
in Figure 8, is designed to maximize batching and minimize sys-
tem calls. The loop begins with Read-path Batching. Instead of
making a system call per packet, T!" uses a single call to leverage
kernel-side polling, which disables interrupts and receives an entire
batch of packets into the shared UMEM bu#er. After protocol pro-
cessing, T!" noti!es any DBMS threads waiting on poll/epoll
and then proceeds to execute callbacks, allowing for better pipelin-
ing between the network stack and DBMSworkers. ForWrite-path
Batching, outbound packets generated by both DBMS threads and
callbacks during this process are queued. At the end of the loop, all
queued packets are sent in a single batch. This pipeline enables an
optimization where the system call to transmit the outbound batch
is combined with the call to poll for the next inbound batch.

With these optimizations, T!" e#ectively pays only one kernel-
crossing overhead on the critical path for an entire request-response
cycle, drastically amortizing the per-packet system call cost.

5 EVALUATION
In this section, we conduct extensive experiments to answer the
following questions:

• How does T!" perform on real-world high-performance
database systems? (Section 5.2)

• How much performance bene!t does the push-down ab-
straction provide for database systems? (Section 5.3)
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Kernel Bypass Stack Redis VoltDB Memcached

F-stack 678 1,300 –
Demikernel 1,958 – –
TAS 0 – 0

Tux (Compatibility) 0 0 0
Tux (Pushdown) 63 – 59

Table 2: Code changes for porting DBMSes to kernel bypass stacks.

• What are the performance bene!ts of using native un-
ordered message-based communication for database sys-
tems? (Sections 5.3 and 5.5)

• What are the bene!ts of tighter co-design between DBMS
work scheduling and T!" stack on transaction throughput
and tail-latency? (Section 5.4)

5.1 Baselines and Environment
We compareT!"mainly against four kernel-bypass systems: TAS [44]
at commit d3926b, F-stack [9] at commit bdd7bed, and Demiker-
nel [64] at commit db4b938, ScyllaDB v6.1.0 with userspace TCP
stack running on DPDK v23.07.0. TAS runs a user-space TCP stack
in a process as a microkernel service. DBMS connects to the TAS
process via shared memory. F-stack and Demikernel are single-
threaded user-space TCP stack that adopts a run-to-completion
execution model and runs directly in the same DBMS process. We
con!gure T!" runtime to use a preemption time slice of 100𝐿s.

All experiments are conducted on two c5n.4xlarge instances
on AWS. Each instance has 16 vCPUs virtualized from an Intel(R)
Xeon(R) Platinum 8124M CPU @ 3.00GHz and 42 GB of memory.
The instances are closely placed in a single availability zone and
via the cluster placement group policy [15]. The system uses an un-
modi!ed Linux kernel (v6.8.0) running Ubuntu 24.04. The instances
are equipped with Elastic Network Adapter running v2.13.2g driver
with 25Gb/s bandwidth. We use a Maximum Transmission Unit
(MTU) of 3498 bytes supported by ENA [12]. The measured median
round-trip time between two instances is about 34 𝐿s with DPDK.

5.2 Comparison on Real-World Systems
We start by evaluating T!" against kernel-bypass baselines on four
real-world database systems and a cache system. By default, we use
the TAS kernel-bypass stack on the client instance to communicate
with the server. This allows a fair comparison as both the server and
client sides are running kernel-bypass stacks. By default, we use
stream-based callback for T!" pushdown mode as the benchmark
focuses on client-DBMS communication, where TCP-style byte-
stream compatibility is required. We evaluate the message interface
in the next sections. We list code changes required for porting to
use various kernel bypass stacks in Table 2. F-stack and Demikernel
both require orders of magnitude more code changes compared to
T!" due to new APIs and architectural constraints.

5.2.1 Redis We use memtier_benchmark [14] to generate GET
requests with a uniform key access pattern to the Redis server
storing 1M 1KB-sized records. We increase the load by increasing
the number of connections to 128, each with a pipeline depth of 1.

The results are shown in Figure 9. T!"-Compat delivers the
highest achievable throughput, outperforming Linux/F-stack/TAS
by 2.47→/1.64→/1.27→. While T!"-Compat mode achieves higher

Linux
F-stack

TAS

Tux-Pushdown

Tux-Compat

Figure 9: Throughput-Latency on Redis: T!" variations deliver the
highest throughput and lowest latency. (Workload: 100% GET, Data-
base: 1M 1KB-sized records).
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Figure 10: Server-side Latency Breakdown of Redis GET Request on
Kernel Bypass Stacks. (Throughput = 50K ops/s on 1M 1KB-sized
records, excluding polling, queueing, and o"-CPU time).

throughput thanT!"-Pushdown, it requires two cores, which pipelines
Redis command processing and T!" protocol processing compared
to just one core in T!"-Pushdown. When operating at 90% of Linux
achievable throughput, T!"-pushdown improves P50 latency by
4.1→/2.63→/1.74→/1.23→ and P99 latency by 5.25→/2.45→/1.87→/1.3→,
compared to Linux/F-stack/TAS/T!"-Compat, with only 59 lines
of modi!cations to Redis. We omitted results for Demikernel as it
does not scale beyond 70K/s throughput due to bottleneck in its
co-routine scheduler.

Latency Breakdown. To understand each kernel bypass stack
in more detail, Figure 10 presents the server-side latency break-
down at a relatively low load (throughput=50K/s). First, all kernel-
bypass systems have lower latency compared to the Linux stack, as
expected. The reductions are from more e$cient network stacks
and reduction in kernel-boundary crossings. TAS has an slightly
better overall latency compared to Tux-Compat because it uses
busy-polling on shared memory which has lower latency than Tux-
Compat’s epoll-based communication. T!"-Pushdown o#ers the
lowest overall server-side latency for serving a request, despite us-
ing kernel drivers, outperforming F-stack by 18%. We attribute this
improvement to the optimizations T!" employs for using kernel
drivers, e$cient implementation, and protocol simplicity.

5.2.2 VoltDB We evaluate T!"’s compatibility mode on VoltDB
(con!gured with 8 worker threads) against Linux and F-stack. TAS
was excluded as it does not support the local loopback TCP con-
nections used internally by VoltDB. Integrating the single-threaded
F-stack was invasive, requiring 1300 lines of code change [25] and
limiting its evaluation to a single I/O thread. In contrast, T!"works
with zero modi!cations.

As shown in Figure 11, T!"’s CPU-e$cient protocol and stack
deliver signi!cant gains. With a single I/O thread, T!" improves
throughput by up to 1.87→ and reduces p99 latency by up to 4.72→
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Figure 11: Throughput-Latency of YCSB-C Transactions on VoltDB.
Marker=p50; whisker=p99. T!" scales to 2.3→ higher transaction
throughput and signi!cantly improves median and p99 latency. (F-
stack results are excluded for 4 I/O threads as it does not support
multiple I/O threads for VoltDB.)
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Figure 12: Throughput-Latency on ScyllaDB : T!"-Compat provides
end-to-end substantially lower P99 latency and comparable P50 la-
tency compared to ScyllDB’s DPDK+TCP stack and POSIX stack
(Workload: YCSB-C, Database: 106 1KB records, # Tux Net Thread=1).

compared to the baselines. When scaling to 4 I/O threads—a con!g-
uration F-stack cannot support—T!" achieves 2.3→ higher through-
put than Linux, while also reducing median and p99 latency by
2.17→ and 2.82→ respectively. These results demonstrate that T!"
provides substantial throughput and latency improvements on a
full-"edged relational OLTP system without any code modi!cation.

5.2.3 ScyllaDB We evaluate T!" on ScyllaDB—a system engi-
neered from the outset for maximum performance with an optional
user-space TCP/IP stack on DPDK. Its shared-nothing, shard-per-
core design [20] intentionally co-locates TCP/IP processing with
query execution to minimize kernel involvement and synchroniza-
tion. Because this design executes each query on a single core
without latches, T!" ’s pushdown mode (which would run DBMS
logic on networking cores) is incompatible: it would require safe
cross-core access to database objects. We therefore run L#$%!"
in compatibility mode to transparently replace the POSIX stack.
We use cassandra-stress [1] to generate a YCSB-C workload,
con!guring ScyllaDB with 8 CPU cores under both the POSIX and
native TCP+DPDK stacks. For T!"-Compat, we dedicate 7 cores to
request processing and 1 core to the T!" network thread.

As shown in Figure 12, T!"-Compat achieves a similar peak
throughput to ScyllaDB’s TCP+DPDK stack; both outperform the
POSIX stack by 36%. At low to moderate load (<120K ops/s), T!"-
Compat delivers 13–23% lower median latency and 20–31% lower
P99 latency than the native TCP+DPDK stack. At higher loads, how-
ever, the native TCP+DPDK con!guration pulls ahead—consistent
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Figure 13: Throughput-Latency on Memcached: T!" delivers highest
throughput. Pushdown mode consumes the least CPU resources at a
given throughput point. (Workload: YCSB-C with 1KB payload; T!"-
Pushdown-Autoscale Con!guration:𝐿𝐿𝑀𝑁𝑂𝑃𝑄𝑅𝑆𝑇 = 0.2,𝐿𝐿𝑀𝑁𝑂𝑃𝑈𝑉 = 0.9).

with ScyllaDB’s design intent—because packet processing and re-
quest handling run on the same cores, avoiding IPC, and scaling
more smoothly. In contrast, T!" ’s single network thread becomes
a bottleneck as load increases, which is re"ected in the steeper la-
tency growth for T!"-Compat. The small gap overall is attributable
to T!" ’s simple protocol and batching optimizations.

5.2.4 Memcached We evaluate T!" on Memcached, con!gured
with 8 worker threads, comparing it against TAS and Linux, as
Demikernel and F-stack are incompatible with its multi-threaded
architecture. We test T!" in three con!gurations: compatibility
mode (T!"-Compat), pushdown mode on a single network core
(T!"-Pushdown-Net1), and pushdownwith autoscaling. Integrating
the pushdown mode required only 59 lines of code, a minimal
change attributed to the natural !t between T!"’s interface and
Memcached’s event-driven processing model.

The results in Figure 13 show that T!"’s latency bene!ts be-
come more prominent as load increases. While the performance
gap between compatibility and pushdown modes is within 25%
at low loads, the trade-o#s become clear at scale. T!"-Compat
can achieve higher peak throughput than T!"-Pushdown-Net1
because it pipelines command processing in worker threads with
network processing in the T!" thread. However, with auto-scaling
enabled, the pushdown mode outperforms all other con!gurations,
achieving 2.18→/ 2.28→/1.28→ achievable throughput compared to
Linux/TAS/T!"-Compat, respectively. At 90% of Linux’s maximum
throughput, this con!guration reduces p99 latency by 4.19→.

These latency reductions are accompanied by substantial CPU
savings.While Linux requires↗4.45 cores near its peak,T!"-Pushdown-
Autoscale uses only 1.22 cores (a 72.66% reduction). This e$ciency
stems from utilizing CPU cycles that would be spent polling to
instead execute Memcached commands. In contrast, TAS exhibits
very high CPU usage (13.04 cores) for a modest latency reduction,
a result of its busy-polling IPC mechanism. The T!" auto-scaling
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Figure 14: End-to-end Latency of YCSB Transactions on Networked
LeanStore: Push-down results in up to 31/25% reduction on p50/p99
latency. Message interface further reduces the p50/p99 latency by
up to 22%/25%. (We use a database of 106 1 KB-sized records running
at 180K txns/second)
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Figure 15: Server-side Per-Request Overhead Breakdown for Vari-
ous Packet Delivery Approaches: we categorize CPU time spent in
T!"-Runtime (T!"-Runtime), network packet processing (Packet-
processing), and executing DBMS logic (Callback-Exec.).

mechanism dynamically allocate cores as the o#ered load increases
to maintain low latency while maximizing resource e$ciency.

5.3 Bene!ts of Push-down Execution and
Message Interface

To quantify the bene!ts of pushdown execution and the message
interface, we built a transactional server using LeanStore [45] to
execute YCSB-C and YCSB-F stored procedures. The baseline server
architecture uses a dedicated I/O thread to read from T!" and dis-
patch requests to a worker thread. In our controlled experiment, we
use one of each thread type. The results are shown in Figure 14. The
T!"-Compat baseline uses three threads (I/O, worker, and network),
enabling pipelining, whereas pushdown mode uses only a single
thread for all tasks. Despite losing this pipelining, pushdown with
a stream callback still reduces median latency on YCSB-C/YCSB-F
by 11% and 31% respectively, due to lower scheduler overhead and
cache coherence tra$c. Switching to the message-based callback
provides a further median latency reduction of 22% and 16% by elim-
inating byte-stream parsing and data copying. Overall, message-
based pushdown improves p99 tail latency by up to 70% compared
to the pipelined T!"-Compat baseline.

5.4 Bene!ts of DB-Network Stack Co-designs
This section demonstrates how co-designing DB transaction sched-
uling with T!" optimizes the TPC-C workload on LeanStore, which
features amix of 92% short (Order-Status, New-Order, Payment) and
8% long (Stock-Level and Delivery) transactions. We compare three
approaches: (1) No-Pushdown, a baseline using T!"’s compati-
bility mode to feed two LeanStore worker threads; (2) Complete-
Pushdown, which executes all transactions in callbacks on a single

Figure 16: Cumulative One-way Latency Distribution for Transfer-
ring 1024-byte Messages under Varying Packet Loss Rate: Unordered
transfer allows for lowest latency under loss.
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Figure 17: End-to-end Latency of TPC-C on Networked LeanStore:
Selective pushdown with 32-message group results in lowest medi-
an/p99 latency for short/long transactions. (We use a database of 10
warehouses with an 8GB bu"er pool running at ↗ 31,000 transaction-
s/second; We use message-based callback for pushdown mode).

T!" network thread; and (3) Selective-Pushdown, where a call-
back acts as a dispatcher, executing short transactions directly but
forwarding long ones to the worker threads. For the latter, we eval-
uate two variants using message groups of size 1 and 32, as larger
groups can improve resource utilization via better pipelining.

The results are summarized in Figure 17 at a throughput of 31,000
transactions/s. The selective pushdown approach with group size of
32 messages provides the best performance for short transactions,
reducing median latency by 30% versus No-Pushdown and 57% ver-
sus Complete-Pushdown. The p99 latency improvements are even
more pronounced, with reductions of 52% and 69%, respectively.
Even long transactions bene!t, with an 8% latency reduction com-
pared to No-Pushdown, primarily because the callback bypasses
the LeanStore I/O thread, reducing communication overhead.

In terms of resource e$ciency, selective pushdown with Group-
Size=32 achieves 54% higher throughput per core thanNo-Pushdown,
while sacri!cing only 15.3% e$ciency compared to Complete-Pushdown.
This trade-o# is justi!ed by the substantial latency improvements
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for the dominant, performance-critical short transactions in the
TPC-C workload.

5.5 Cost of Ordering and Byte-Stream Interface
In this section, we quantify the costs of a streaming interface and of
enforcing delivery order. Figure 15 shows a breakdown of server-
side CPU time when transferring tuples of varying sizes between
two machines over a T!" connection. We compare unordered mes-
sage delivery, ordered message delivery, and a stream-based inter-
face. To eliminate IPC overhead, we ran T!" in pushdownmode; the
callback simply copies data into an application bu#er. Stream-based
delivery is up to 1.96→ slower than the message-based interface
because the callback must parse tuples from a byte stream and
copy data. Ordered and unordered message delivery have nearly
identical costs in our runs: on AWS , packets arrive almost entirely
in order for a "ow (TCP/UDP), and our implementation detects this
case and bypasses the reorder bu#er (implemented with std::map
in C++). Finally, the T!"-runtime cost increases with tuple size
because larger tuples span more packets. Since T!" processes !xed-
size packet batches per routine invocation, larger tuples trigger
more invocations and context switches. We leave further runtime
optimizations to future work.

To quantify the cost of ordering when packet reordering is
needed, we simulate packet loss by dropping packets randomly
on the sender side. The results (Figure 16) show signi!cant latency
advantages of unordered messaging over ordered delivery under
packet loss conditions. At 1% packet loss rate, unordered messag-
ing achieves 42.5%/39.2%/34.1% lower median/P90/P99 latency. At
moderate 0.1% loss rates, unordered messaging reduces median/P99
latency by 11.1%/23.7%. This performance improvement stems from
unordered messaging’s ability to bypass head-of-line blocking and
sorting that plague ordered protocols during packet loss events.

5.6 Impact of Preemption Frequency
We next study the impact of preemption on throughput and tail
latency. We use a workload that consists of 99% Get and 1% scan
operations on the Networked LeanStore server. The scan operation
scans 5,000 records. We con!gure LeanStore to run request pro-
cessing in message callback executing in the pushdown mode. The
results are shown in Figure 18. We vary the preemption timeslice
from 5𝐿s to 1ms. Generally, small preemption timeslice results in
lower throughput due to signal and context switch overhead. With
a 5𝐿s preemption timeslice, throughput is 40% lower compared to
that of 500𝐿s. After 100 𝐿s timeslice, the throughput improvement
plateaus as the preemption does not add signi!cant overhead. On
the other hand, with a 65𝐿s timeslice, the p99 latency for Get opera-
tion is 2.5→ lower compared to a 1ms timeslice. Smaller preemption
timeslice also results in longer tail latency for scan, as short oper-
ations are prioritized. However, we !nd timeslice near 100𝐿s is a
sweet spot that balances throughput, tail latency for short-running
callback function, and timely network processing.

6 RELATEDWORK
In this section, we cover related work not mentioned in Section 2.

DB-OS Co-design A signi!cant body of research focuses on
co-designing database systems to work more e$ciently with the
underlying OS. libdbos [65] and CumulusDB [46] explore running
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Figure 18: Impact of Preemption Timeslice on Throughput and Tail
Latency: Small preemption timeslice generally results in better tail
latency for short operations at the cost of impacting throughput
and long operations. (We use a workload of 99% GET and 1% Scan
operations with scan length of 5000. )

DBMS in privileged kernel space for designing more powerful ab-
stractions. Another line of research focuses on optimizing schedul-
ing within DBMS engine, including cooperative scheduling using
coroutines to hide latency for memory and I/O [34, 36, 41, 49, 57]
and task-based parallelism [52], as well as preemptive techniques
like userspace interrupts to prioritize short transactions [37]. While
these improve internal e$ciency, T!" tackles the complementary
bottleneck at the DB-OS network stack/scheduler boundary [66].

More Kernel Bypass Systems. IX [26], Arrakis [56] and Pe-
gasus [55] redesign the OS dataplane by removing most kernel-
mediated I/O or IPC via user-space data paths, runtimes, and spe-
cialized APIs. In contrast, T!" focus on stock Linux kernels and
virtualized NIC hardware in the cloud rather than requiring new OS
or kernel modules. MICA [48] holistically co-designs an in-memory
KV store and its I/O path to maximize single-node throughput. In
contrast, T!" is not an application redesign; it is a transport/run-
time substrate that lets DBMSes gain similar bene!ts via message
semantics and selective pushdown. Systems like eRPC [43] pro-
vide a high-level RPC interface, whereas T!" operates closer to the
transport layer, o#ering both a compatible byte-stream interface
and direct programmability via pushdown. Similarly, while Mach-
net [58] o#ers high-performance messaging, its sidecar architecture
introduces IPC overhead that T!"’s pushdown eliminates, and its
in-order messaging can su#er from head-of-line blocking that T!"’s
unordered messaging avoids. Recent systems like Shinjuku [42],
LibPreemptible [47], and Caladan [32] introduce microsecond-scale
preemptive scheduling to improve tail latency and resource e$-
ciency with the help of a specialized kernel module or user-space in-
terrupt hardware. T!" can integrate or complement its preemptible
runtime with these techniques to reduce preemption overhead.

7 CONCLUSION
We presented T!", a high-performance drop-in networking stack
for database systems. T!" achieves high performance without sac-
ri!cing compatibility by building on eBPF/XDP, enabling it to work
with unmodi!ed DBMSs while avoiding the complexity of kernel
modules or exclusive NIC access. Through a message-based trans-
port protocol and a pushdown abstraction for programmability,
T!" eliminates key bottlenecks in the kernel network stack and
OS scheduler. Our experiments show substantial improvements in
throughput, latency, and CPU e$ciency across real-world database
systems, with minimal porting e#orts. We believe T!" provides a
practical and robust path forward for deploying high-performance,
co-designed database networking in modern cloud.
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