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ABSTRACT

DAG-based BFT consensus has attracted growing interest in dis-
tributed data management systems for consistent replication in
untrusted settings due to its high throughput and resilience to
asynchrony. However, existing protocols still suffer from high com-
munication overhead and long commit latency. In parallel, intro-
ducing minimal hardware trust has proven effective in reducing
the complexity of BFT consensus.

Inspired by these works, we present FIDEs, an asynchronous
DAG-based BFT consensus protocol that, to our knowledge, is
among the first to leverage TEEs to enhance both scalability and effi-
ciency. FIDEs tolerates a minority of Byzantine replicas and achieves
O(xn? + n3) metadata communication complexity through a cus-
tomized TEE-assisted Reliable Broadcast (T-RBC) primitive with
linear communication complexity in one-step broadcast. Building
on T-RBC, FIDEs redefines the DAG construction rules by reducing
the reference requirement from 2f+1 to f+1 between consecutive
vertices. This new structure weakens DAG connectivity and invali-
dates traditional commit rules, so we formally abstract the problem
and derive new theoretical bounds on liveness. We further propose
a four-round commit rule that achieves the theoretically minimal
commit latency. In addition, we design two primitives, T-RoundCert
and T-Coin, to efficiently certify DAG references and replace the
costly cryptographic common coin used in prior protocols. Compre-
hensive evaluations on geo-distributed and local testbeds show that
FIDEs substantially outperforms state-of-the-art protocols, includ-
ing Tusk, Bullshark, Mysticeti, Shoal++, RCC, Damysus, Achilles
and HybridSet, achieving lower latency and higher throughput
while preserving strong safety and liveness guarantees.
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1 INTRODUCTION

Modern distributed data management systems rely on replication to
keep data consistent and available despite failures. As deployments
scale to unreliable, geo-distributed, and even untrusted environ-
ments, Byzantine fault tolerance (BFT) consensus has gained signif-
icant interest as a backbone for fault-tolerant replicated databases.
Notable examples include the rapid rise of blockchains [7, 17, 76]
and Web3 applications [44, 64], which require BFT to order trans-
actions in decentralized and Byzantine networks. However, geo-
distributed deployments with fluctuating network conditions [10,
20, 23, 49] pose new challenges for classic BFT protocols, such as
PBFT [19], which are typically designed for partially synchronous
networks [31]. Prior studies have shown that these protocols may
fail to guarantee liveness (i.e., the sequence of agreed transactions
is ever-growing) in fully asynchronous environments [1, 19, 31, 59].

To remove the reliance on network synchrony, a series of fully
asynchronous protocols [1, 26, 27, 32, 43, 47, 50, 59, 73] have been
proposed to ensure consensus under arbitrary message delays.
Among them, asynchronous Directed Acyclic Graph (DAG)-based
protocols [26, 27, 43, 47, 73] have gained particular prominence
due to their efficiency, robustness, and conceptual simplicity. They
form a DAG of proposals from all replicas, avoid single-leader bot-
tlenecks, commit transactions directly from the DAG without extra
communication, and preserve asynchronous liveness with optimal
amortized communication complexity. Representative examples
include Tusk [27] and Bullshark [73].

Asynchronous DAG-based protocols require n=3f+1 replicas to
tolerate up to f Byzantine ones (i.e., behaving arbitrarily). They
proceed in waves, each comprising multiple rounds. In each round,
all replicas use reliable broadcast (RBC) to disseminate proposals
(i.e., vertices), each carrying pending transactions and references to
at least 2f+1 proposals from the previous round, thereby forming
a DAG. At the end of each wave, replicas invoke a cryptographic
common coin to collectively select a leader vertex from the first
round of that wave, and decide to commit the leader vertex and its
referencing proposals according to the commit rules. This enables
replicas to produce a consistently ordered sequence of transactions.

Despite their promising features, DAG-based BFT protocols still
struggle to scale in large-scale decentralized applications. First,
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the large system size requirement of n=3f+1 replicas causes per-
formance (e.g., throughput) to degrade sharply once the number
of replicas reaches several tens (see Section 9). Second, these pro-
tocols incur high communication complexity: each round runs n
instances of reliable broadcast (RBC), each with ®(n?) communica-
tion cost, and requires validating O (n?) references per round (up to
n vertices) [14, 27, 47]. Third, they experience long commit latency,
especially under adversarial asynchronous networks. Table 1 shows
that asynchronous DAG protocols guarantee commitment but still
require either many message steps or larger committees, while
partially synchronous DAG protocols such as Shoal++, Sailfish, and
Mysticeti fail to ensure progress under asynchrony.

In this paper, we introduce FIDEs, an asynchronous DAG-based
BFT consensus protocol that, to our knowledge, is among the first to
leverage Trusted Execution Environments (TEEs) to enhance both
scalability and efficiency. However, using TEEs in DAG protocols
is not plug-and-play. The key challenge is to identify the specific
bottlenecks in DAG-based consensus and address them with trusted
components built atop TEEs by following the minimized Trusted
Computing Base (TCB) principle [13, 28, 29, 37, 48, 62]. To this
end, we employ Monotonic Counter (MC), a trusted component
to prevent message equivocation by binding each message to a
unique counter value. With it, we design a TEE-assisted Reliable
Broadcast (T-RBC) primitive with linear communication complexity
in one-step broadcast. By incorporating T-RBC, FIDES can tolerate
a minority of Byzantine replicas and achieve O (xn? + n®) commu-
nication complexity.

T-RBC also enables us to relax the DAG construction rule: each
vertex now needs only f+1 references to the previous round, instead
of 2f+1. However, this relaxation creates a new liveness pitfall that
is specific to TEE-assisted DAG protocols and is absent from prior
TEE-assisted (non-DAG) BFT designs [9, 13, 29, 37, 48, 62, 79, 86]. In
Tusk’s wave-based commitment [27], progress implicitly relies on
sufficient overlap between the reference sets of consecutive rounds.
With only f+1 references, the overlap between two such sets can
drop to one honest replica in the worst case (rather than at least
f+1 under the original 2f+1 rule). An adversary that controls mes-
sage scheduling can then indefinitely delay that replica’s messages,
suppressing the only bridging references and causing the protocol
to lose liveness under adversarial asynchrony.

To resolve this pitfall, we abstract the wave-level commit condi-
tions as a k-iteration common core problem (Section 7.1), building
on insights from prior DAG protocols [27, 47, 73]. The parameter k
is the number of rounds per wave. Using this abstraction, we derive
that the minimum k = 3 suffices for liveness, while setting k = 4
is necessary to achieve constant-round commit latency. The gap
stems from the fact that, with k = 3, commits can require O(f)
additional rounds in the worst case; in contrast, increasing to k = 4
yields constant-round commits and achieves the optimal expected
commit latency within our model.

We propose the Round Advancement Certifier (RAC), a trusted
component that validates a vertex’s collected references to the
previous round and issues a compact cryptographic certificate when
the references are valid. Building on RAC, we design TEE-assisted
Round Certifier (T-RoundCert) so that replicas can quickly verify
references and advance to the next round. Besides, we propose
TEE-assisted Common Coin (T-Coin) that utilizes TEEs’ confidential
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Figure 1: The Scalability and Latency Breakdown for Tusk.
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property to provide a lightweight Common Coin, replacing costly
threshold-cryptographic constructions.

We built end-to-end prototypes of FIDEs atop the open-source
Apache ResilientDB platform [6, 36] and used the Open Enclave
SDK [63] to develop trusted components on Intel SGX [24]. We
conducted extensive experiments in the public cloud to evaluate
and compare FIDES with several representative protocols, including
Tusk [27], Bullshark [73], Mysticeti [11], Shoal++ [8], RCC [34],
Damysus [28], Achilles [62], and HybridSet [86]. Evaluation results
in geo-distributed and local environments show that FIDEs achieves
peak throughput of 400k tps and 810k tps, respectively, the highest
among all compared protocols. We also examine its runtime over-
head through fault-injection tests and a detailed stage-by-stage and
component-based performance breakdown.

Contributions. We propose FIDES, to our knowledge, one of the
first asynchronous TEE-assisted DAG-based consensus protocols:

o TEE-assisted DAG with n=2f+1 replicas and O(xn + n?) bits
per proposal. We reduce the replica requirement of asynchro-
nous DAG protocols from n=3f+1 to n=2f+1 while tolerating f
Byzantine faults, enabled by T-RBC. Additionally, T-RBC allows
FIDES to reduce dissemination and referencing overhead, improv-
ing message complexity to O(xn + n?) bits per proposal.

e Reduced-quorum liveness and commitment. We identify a
liveness pitfall introduced by relaxing cross-round references and
develop a four-round commit rule, achieving constant (expected)
commiit latency under adversarial asynchrony.

e Lower computation overhead. FIDEs avoids crypto-heavy
components (notably threshold-cryptographic common coins)
via T-RoundCert (powered by RAC) and a lightweight TEE-backed
common coin (T-Coin with RNG).

e Implementation and evaluation. We implement FIDES and
evaluate it against state-of-the-art protocols, attributing costs and
quantifying the performance gains of each trusted component.

2 BACKGROUND AND MOTIVATION
2.1 Trusted Execution Environment

Trusted Execution Environments (TEEs) are hardware-enforced,
isolated execution environments that protect code and data even
from a malicious OS or hypervisor. For example, in Intel SGX, the
isolated environments are known as enclaves, whose memory is
transparently encrypted and isolated. Besides, there are two key
mechanisms of TEEs: attestation, which enables TEEs to prove
remotely that a particular enclave with a known code identity is



running securely, and sealing, which encrypts enclave state for
persistent storage tied to enclave identity [38, 39, 41].

2.2 Asynchronous DAG-Based Consensus

Asynchronous DAG-based consensus protocols [27, 47, 73] operate
round-by-round. In each round, every replica proposes a block
containing a batch of transactions, and each block references at
least 2f +1 blocks (i.e., ©(n)) from the previous round. These blocks
act as vertices, and the reference links between them serve as edges,
collectively forming a DAG. As a result, a replica has to verify @(n?)
references given at most n proposals in a round during the DAG
construction of one round. Each reference is a k-bit hash [14, 27, 47].
After vertex validation, the proposed blocks then go through reliable
broadcast (RBC) to be delivered by replicas. The agreement property
of RBC ensures at most one vertex from a replica is produced for
each round (Appendix A.1 [83]). The above process is also referred
to as the dissemination phase.

Rounds are grouped into consecutive waves, each wave compris-
ing a specific number of rounds. The rounds in a wave collectively
form a common core problem, determining how many vertices from
the first round can be safely committed [27, 47, 73]. At the end of
each wave, a vertex is randomly elected as the leader vertex using a
global common coin (Appendix A.2 [83]), which produces the same
random value across all replicas. If the leader vertex is in the com-
mon core, replicas can commit the vertex and its referenced vertices
(i.e., transactions) in a consistent order. The commitment requires
no additional communication overhead to achieve transaction or-
dering.

2.3 Dissecting DAG Consensus

We dissect the performance of Tusk, a representative asynchronous

DAG protocol that is extended by many later DAG protocols [27,

72, 73]. We evaluate throughput and latency of Tusk under varying

numbers of nodes in a LAN setting, as shown in Figure 1. The

experimental results reveal the following findings.

e Large system size leads to poor scalability. Throughput de-
creases and latency increases as the system scales, reflecting the
potential inherent cost of a large quorum.

o RBC dominates latency. RBC accounts for one of the largest
parts of end-to-end latency (15% in LAN and more than 50% in
WAN), making it a primary scalability bottleneck.

e Referencing overhead at scale. Encoding ©(n) references to
previous-round vertices inflates per-vertex metadata by ©(n),
slowing propagation and validation at large n.

e Common coin primitives are costly and fragile. Tusk’s
threshold-signature-based coin adds about 5-10% to end-to-end
latency. Worse, recent work on cross-block front-running attacks
reveals the coin’s potential vulnerabilities [70].

These insights generalize across DAG protocols. Building on
them, FIDEs employs TEE-assisted services to efficiently address
the first four bottlenecks (Section 5):

o We enhance fault tolerance to n=2f+1 via T-RBC to improve scal-
ability, while systematically analyzing and resolving the liveness
challenges arising from the quorum reduction.

e T-RBC further optimizes dissemination complexity and latency.
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e T-RoundCert cuts crypto referencing complexity and overhead.

e T-Coin accelerates secure randomness generation.

By utilizing the above four ideas in FIDEs, Table 1 further sum-
marizes how FIDES performs compared to representative DAG pro-
tocols in different aspects.

3 SYSTEM MODEL AND GOALS
3.1 System Model

Replicas with TEEs. We consider a network II consisting of
n=2f+1 replicas, denoted by IT = {p;}_,. Each replica p; has a
unique identity known to all others within the network. Each replica
runs on an SGX-enabled machine that provides a Trusted Execu-
tion Environment (TEE), whose integrity and confidentiality are
guaranteed by the underlying hardware. Up to f replicas may be
Byzantine and behave arbitrarily. The remaining replicas are honest
and strictly follow the protocol. In addition to replicas, there is an
unbounded set of clients that create transactions.

Threat Model. We adopt the threat model used in prior TEE-
assisted BFT protocols [9, 13, 28, 62, 79, 85]. We assume an adversary
that controls up to f Byzantine replicas and any number of clients.
The adversary has root-level access to corrupted replicas except for
TEEs, enabling control over the network. In other words, all compo-
nents outside the TEEs are considered vulnerable to compromise. In
contrast, the TEE itself is assumed to remain secure and untampered
with, maintaining its core trusted functionalities. We also assume
that TEEs support secure remote attestation, providing unforgeable
cryptographic evidence that a specific program is running inside en-
claves [30, 41]. Following prior TEE-assisted BFT work [9, 13, 28, 79,
80, 85], we do not consider most TEE-specific attacks (e.g., transient
execution [18, 21], micro-architectural side channels [15, 66, 77, 78],
fault injection [60], and rollback [4, 57, 61, 65]), as these can be
mitigated by microcode patches [42], hardened cryptographic li-
braries [84], and state-continuity mechanisms [4, 57, 61, 65, 80], re-
spectively. Moreover, FIDEs’s minimal TCB (only tiny components
in the enclave) further reduces exposure to residual side channels
compared to designs that place full protocol logic in enclaves.
Each replica possesses a public/private key pair established
through a Public-Key Infrastructure (PKI) and uses it to sign con-
sensus messages (e.g., votes). The private keys are securely sealed
and managed within TEEs, while the corresponding public keys are
known to all replicas. The adversary is computationally bounded
and cannot compromise standard cryptographic primitives such as
digital signatures or collision-resistant hash functions. All outputs
generated by the enclave are cryptographically signed by the TEE,
ensuring that they cannot be forged, modified, or tampered with
by any replica, even if the host system is Byzantine.
Asynchronous Network. We assume an asynchronous network
model [22], where messages between replicas may experience arbi-

trary but finite delays, i.e., messages are eventually delivered and
never lost, but there are no guarantees on delivery time or order.

3.2 DAG-Based Consensus Goals

DAG-based BFT consensus protocols should allow replicas to agree
on a sequence of client transactions in the presence of Byzantine



Table 1: Comparison of DAG-based BFT Protocols (Normalized to Message Delays 6).

Tof;’;’;:lce A:ifx;;];n LV Commit(" Asyne LV Commit NLV Commit® gﬁ;ﬂff)
DAG-Rider [47] 3f+1 Async 186 (6 RBCs) 186 (6 RBCs) +7.58 O(xn*)
Tusk [27] 3f+1 Async 13.56 (4.5 RBCs) 216 (7 RBCs) +4.58 O(xn®)
Bullshark [73] 3f+1 Async & Partial Sync 66 (2 RBCs) 186 (6 RBCs) +4.5-7.58 O(xn®)
GradedDAG [26] 3f+1 Async 56 (1 RBC & 1 CBC) 7.56 (1.5 RBC & 1.5 CBC) +58 O(xn®)
Mahi-Mahi [43] 3f+1 Async 58 (5 broadcasts) 58/p*% +00 O(xn®)
Shoal++ [8] 3f+1 Partial Sync 46 (1 RBC & 1 broadcast) o0 +2-36 O(xn®)
Sailfish [71] 3f+1 Partial Sync 46 (1 RBC & 1 broadcast) o0 +38 O(xn®)
Mysticeti [11] 3f+1 Partial Sync 30 (3 broadcasts) o0 +36 O(xn®)
FIDES 2f+1 Async 45 (4 T-RBCs) 85 (8 T-RBCs) +2.56 O(kn* +n%)

() LV = leader vertex. In leader-anchored commit rules (e.g., Bullshark [73], Shoal++ [8], Sailfish [71]), blocks are decided with respect to the wave leader of that wave (Section 2).
() NLV = non-leader vertex. In those leader-based commit rules, non-leader vertices are indirectly committed and typically need a few extra DAG rounds beyond leaders.

©) We count metadata only (parents/certificates/signatures), not payload. In recent DAG designs, each node emits one vertex to ®(n) replicas per round with n certified parents
(©(x) for Fipes, while ©(xn) for others). For DAG-Rider, the dissemination (RBC) complexity is ©(n?), while ©(n) for all others. In total ©(n) nodes yield O (xn®) bits per

round (constants depend on the signature scheme).

¥ Under an async adversary, Mahi-Mahi commits probabilistically with p*=¢/(3f+1) per wave (£ = leader slots/round). The expected async commit latency grows with 7.

behaviors (see the above threat model). Each replica continuously
proposes blocks containing batches of transactions, with each block
b assigned a consecutive round number r. A block is also a vertex in
a DAG, and we use them interchangeably in this paper. The round
number r is used to distinguish between blocks proposed by the
same replica. Each block references at least f+1 vertices from the
previous round number, thus creating a DAG.

Replicas then use common coins to select the leader vertex in
a wave and further commit all blocks referenced by the leader
vertex according to certain deterministic algorithms. Once a block
is committed by a correct replica, it is assigned a unique sequence
number sn, and replicas send the corresponding replies to clients.
The consensus protocol should satisfy the following properties:
e Safety: If two correct replicas commit two blocks b and b” with

the same sequence number sn, then b = b’.

e Liveness: A transaction tx created by a correct client will even-
tually be committed to a block b by correct replicas.

4 FIDES OVERVIEW

Figure 2 overviews FIDEs, which tolerates f Byzantine faults with
n=2f+1 replicas. Figure 3 illustrates an ordering-layer execution.
Specifically, FIDEs operates in two distinct layers:

e Dissemination layer: In this layer (Section 6), replicas con-
struct their local views of DAG by a prescribed construction pro-
cedure. With the support of TEEs, replicas utilize the T-RBC ser-
vice (Section 5.1) to reliably disseminate vertices. To ensure that
replicas have consistent local views of the DAG, the T-RoundCert
service (Section 5.2) is employed to validate references between
vertices.

e Ordering layer: In this layer (Section 7), each replica indepen-
dently interprets its local DAG to deterministically establish an
order of vertices. To ensure that all honest replicas derive a con-
sistent order, they follow a four-round commit rule (Section 7.2).
With the support of TEEs, we introduce the T-Coin mechanism
(Section 5.3) to generate shared randomness that determines the
vertex order consistently across replicas, which could eliminate
the additional coordination required in prior DAG protocols.
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Figure 2: Architecture Overview of FIDEs.

Consensus Flow. We now present a high-level processing flow.

O Client Transaction Submission. Clients submit transactions
to replicas, which verify and mark the transactions as pending for
inclusion into vertices.

® Vertex Construction. FIDEs progresses in a round-by-round
manner, where each replica proposes one vertex per round. Upon
entering a new round and collecting at least f+1 vertices from the
previous round, a replica constructs a new vertex that includes a
batch of pending transactions, a validity proof, and relevant meta-
data. The validity proof is generated by the T-RoundCert service
based on f+1 references to vertices from the preceding round.

® Vertex Dissemination. Once the vertex is constructed, it is
disseminated to all replicas through the efficient T-RBC service.

® DAG Construction. Upon receiving a vertex through the T-
RBC service, a replica first verifies the validity of the vertex. If any



Wave w Wave w+1

Coin elects the leader in the last round of every wave ~Coin revealed
(i.e, r = x + 7 reveals the leader of wave w + 1)

Coin revealed
Figure 3: Example of Commit Rule in FIDEs. If a leader has
less than f+1 references from its fourth round (red in the
figure), it is ignored; otherwise (blue in the figure), the al-
gorithm searches the causal DAG to commit all preceding
leaders (dark yellow and red in the figure) and then orders

the remaining DAG by the predefined rule afterward.

referenced vertices in the validity proof are missing, the replica
waits until they are received and validated. Once all dependencies
are resolved, the vertex is appended to the local DAG.

® Wave Leader Election. Each replica interprets its local DAG to
determine the order of vertices in a wave-by-wave manner. In the
fourth round of each wave, replicas leverage the shared randomness
provided by the T-Coin service to collaboratively elect a leader
vertex (i.e., a vertex from the first round) for that wave.

® Vertex Ordering and Commitment. Once a leader vertex is
elected and satisfies the commit rule—specifically, when at least
f+1 vertices from the fourth round of the same wave have a path to
it—the leader vertex, together with all vertices in its causal history,
is committed in a predetermined order.

Specifically, we observed that reducing the system size to n=2f+1
using the T-RBC service introduces a potential liveness issue such
that the leader vertex can never satisfy a traditional two-round
commit rule, which drives us to develop the four-round wave and
commit rule. This four-round design and the corresponding commit
rule preserve both safety and liveness while maintaining low com-
mit latency, especially under adversarial asynchronous network
conditions (see Sec. 8 for details).

@ Transaction execution. Replicas execute the transactions con-
tained in committed vertices and return the results to the client.

Steps @-@ form the Dissemination Layer (Section 6). Steps @-®
form the Ordering Layer (Section 7).

5 TRUSTED COMPONENTS WITHIN TEES

5.1 TEE-Assisted Reliable Broadcast

Trusted Component - MC. The Monotonic Counter (MC) is a
trusted component designed to prevent message equivocation in
RBC design. In each round, the MC gives its vertex a unique, verifi-
able identifier implemented by a monotonically increasing counter
in TEE, ensuring that each replica can generate at most one valid
vertex per round. Its interface is as follows:

o (counter) < GETCOUNTER(round-cert, v): Given a vertex v and
a round certificate round-cert which certifies that the replica
has received at least f+1 valid vertices from the previous round
(see Section 5.2), this function returns a fresh counter value, at-
taches it to v along with a cryptographic proof, and atomically
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increments the counter by one. The counter value is set as 0 at

initialization.
Reliable Broadcast with MC. Traditional RBC protocols (e.g.,
Bracha’s RBC [16]) require three rounds of all-to-all communica-
tion and n=3f+1 replicas to tolerate f Byzantine faults, resulting in
quadratic message complexity and significant communication over-
head (Section 2.3). In contrast, FIDEs integrates MC to construct a
TEE-assisted RBC (T-RBC) where non-equivocation can be guaran-
teed with the cryptographically signed MC value in each vertex.
Thus, without the need to collect support from most honest replicas,
T-RBC has linear communication complexity and a lower system
size of n=2f+1.

Since FIDEs ’s RBC operates on top of a DAG, we further leverage
the causality of the DAG to resolve potential issues in which a
vertex is received only by part of the honest replicas. In the DAG,
vertices reference vertices from earlier rounds. When vertices are
missing from the causal history of a newly received vertex v, a
replica proactively requests them by sending a catch-up request
message to the sender of v, with linear message complexity. The
complete workflow of T-RBC is detailed in Appendix A.1.1 [83].

We formally prove T-RBC’s correctness in Appendix B.1 [83].
Overall, T-RBC achieves linear communication complexity, one-
step communication latency in the good case, and operates with a
reduced system size of n=2f+1 replicas.

5.2 TEE-Assisted Round Certifier

Trusted Component - RAC. The Round Advancement Certifier
(RAC) accelerates round certification and vertex validation in the
Dissemination Layer. When a replica generates a vertex, it must
reference a quorum of at least f+1 vertices from the previous round
(Section 6). To validate the references, RAC checks whether each
is delivered through T-RBC by verifying the MC value within the
vertex. Upon successful validation of f+1 references to vertices

from the previous round, RAC issues and cryptographically signs a

round-cert that is encoded as an n-bit bitmask, justifying its eligibil-

ity to propose a vertex in the current round.

Upon receiving a vertex, a replica can verify its validity by veri-
fying the attached round certificate, ensuring that the vertex refers
to f+1 vertices of the previous round.

This allows the replica to replace the n— f hash references of size
0(xn) with a compact certificate of size 6 (x+n) and reduce the num-
ber of cryptographic verifications from 6(n) to 6(1), substantially
reducing CPU overhead. RAC provides the following interface:

e (round-certy « VALIDATEVERTICES(vertexList): Given a list of
referenced vertices, this function verifies whether the vertices
have been delivered through T-RBC, ensures that there are at least
f+1 vertices, and validates their metadata correctness. If verified,
it returns a round certificate (round-cert). The certificate is an
n-bit mask indicating which vertices from the previous round are
referenced (bit i = 1 iff the i-th vertex is included).

5.3 TEE-Assisted Common Coin

Trusted Component - RNG. In the Ordering Layer, the random
number generator (RNG) replaces the cryptographic common coin
with a lightweight, TEE-assisted alternative for leader vertex se-
lection. Previous DAG protocols implement the common coin via



Data Structures (for replica p;)
Vertex v:
v.round — the round index of v in the DAG
v.source — the replica that broadcasts v
v.txns — the batch of transactions
v.strongEdges — a bitmask (round-cert) indexed by vertices
in round v.round — 1 representing strong edges
v.weakEdges — a list of hashes of vertices in rounds <
v.round — 1 representing weak edges
v.counter — the signed MC value
In-Memory Variables:
DAG; — the local view of DAG of p;, a map from round
number r to the set of vertices known to replica p; in round r
txnsToPropose — a queue of client transactions that p;
received and has not proposed

1: function PaTH(v, u) do
2:  return true if there exists a path of v to u in DAG;.

3: function STRONGPATH(v, u) do
4:  return true if there exists a path of v to u in DAG; such that
all edges on the path are strong edges.

Figure 4: Data Structures and Basic Utilities for Replica p;.

threshold cryptography, which is costly [82]. RNG instead uses a
shared seed inside each TEE to produce identical, verifiable leader
vertices across correct replicas. At startup, a DKG protocol [69]
seeds RNG consistently across all TEEs.

The leader vertices are generated wave by wave, where each
wave consists of four rounds, and the leader vertex is in the first
round. To request the random leader vertex value of a wave, a valid
round certificate (round-cert) for the fourth round, issued by the
RAC, is required. This design ensures that the random leader vertex
becomes available only after a quorum of at least f+1 replicas have
proposed vertices in the fourth round.

The four-round commit rule determines commitment by check-
ing whether a sufficient number of fourth-round vertices have
paths to the leader vertex (Section 7.2). If Byzantine nodes were
able to know the leader vertex in advance, the adversary could un-
dermine liveness by deliberately excluding the leader vertex from
their causal histories and manipulating message delivery times to
reduce the likelihood of its commitment. RNG thus preserves the
security and unpredictability of the traditional common coin while
reducing computation to a single trusted call. Its correctness is
formally proved in Appendix B.2 [83]. The RNG has the following
interfaces:

e (p,) < RanD(round-cert): Given a valid round-cert for round r +
3, returns the corresponding leader vertex p, of round r if the
round-cert is verified.

6 DISSEMINATION LAYER

We first introduce the basic structure of the DAG, and then describe
its construction, which forms the dissemination layer of FIDEs.

DAG Construction (running at each replica;) :

Local variables: r :=0; buffer := {}
Suppose each replica has a genesis vertex v

> Receive v from T-RBC
> Verify the vertex

5: event Deliver;(v, round, p;) do
6:  if VERIFYVERTEX(v) then

7: if Yo' € ou.strongEdges U v.weakEdges : o €
Uks1 DAG; k] then

8: DAG;[v.round] := DAG;[v.round] U {v}

9: else

10: DEFER v until any new vertex committed

—_

1: event |DAG;[r]| = f+1 do
> The quorum is adjusted to f+1 out of 2f+1
12 if r > 1A (r—1) mod 4 =0 then

r .
13: WAVEREADY ( ) > Each wave contains 4 rounds

14:  round-cert := RAC.VALIDATEVERTICES(DAG;[r])
15:  r:=r+1; o := CREATENEWVERTEX(r, round-cert)
16:  TBcast;(v,7)

17: function CREATENEWVERTEX(r, round-cert) do
18:  wv.txns := txnsToPropose

19:  wv.strongEdge := DAG;[r — 1]

20:  SETWEAKEDGES(v,r)

21: return o

22: function SETWEAKEDGES(v,r) do
23:  Add every prior vertex not reachable in DAG as weak edges

Figure 5: Pseudocode for DAG Construction.

6.1 DAG Vertex Structure

Figure 4 shows the pseudocode for the DAG data structure and

its basic utilities. Each vertex in the DAG contains: (i) associated

metadata (e.g., round number, source), (ii) a batch of transactions,

(iii) references to vertices in previous rounds!. The references are

divided into two types:

o Strong Edges: a bitmask (round-cert) indexed by vertices show-
ing references to at least f+1 vertices from the immediately pre-
ceding round v.round — 1.

e Weak Edges: a list of hashes showing references to vertices from
rounds lower than v.round — 1.

6.2 DAG Construction

FIDEs proceeds in a round-by-round manner. Once a replica p;
receives f+1 valid vertices from round r, it advances to round r+1,
forming a new vertex v referencing these vertices using strong
edges and including a round-cert of round r, and then broadcasts v,
incrementally constructing the DAG.

Figure 5 illustrates the DAG construction in FIDES, including
vertex creation, verification, and integration into the DAG. Replicas
begin with the genesis vertices and progress round by round. A
replica advances to the next round once it has received at least f+1
vertices in the current round (line 11).

'We ignore the MC value here as it is calculated during T-RBC.



FIDES (running at each replica p;) :

Local variables:
decidedW ave := 0; deliveredVertices, leadersStack = {}

: event On receiving a block b from clients do
txnsToPropose. ENQUEUE(D)

26: function WAVEREADY(w) do

27: v := GETWAVEVERTEXLEADER(W)

2. if o = 1L Vv |{o € DAG;[round(w,4)]
STRONGPATH(v",0)}| < f+1 then

29: return

30:  leadersStack .PusH(v)

31:  for wave w’ from w - 1 down to decidedWave + 1 do

32: v" := GETWAVEVERTEXLEADER(w’)

33: if o" # L A STRONGPATH(v,0’) then

34: v:=0"; leadersStack.PusH(v’)

35 decidedWave :=w

36:  ORDERVERTICES(leadersStack)

37: function GETWAVEVERTEXLEADER(w) do

38:  j := RNG.RAND;(v.round-cert)

39:  if Jv € DAG;[round(w, 1)] s.t. v.source = p; then
40: return o

41: return L

42: function ORDERVERTICES(leadersStack) do

43:  while —leadersStack IsEmprTY() do
44: v := leadersStack .Pop()
45: ToDeliver := {v" € U~ DAG;[r] |

PaTH(0v,0") A0’ ¢ deliveredVertices}
46: for every v’ € ToDeliver in predefined order do
47: output CommITBLOCK;(v”)
48: deliveredVertices := deliveredVertices | {0’}

Figure 6: Pseudocode of FIDES’s Byzantine Consensus.

To ensure correctness, FIDEs employs the T-RoundCert mecha-
nism. Before moving to the next round, a replica p; invokes RAC
to validate quorum criteria (line 14), specifically that f+1 vertices
from distinct replicas have been delivered. Upon successful vali-
dation, RAC issues a round certificate (round-cert), authorizing p;
to advance. Then, p; generates a new vertex (line 15) and dissemi-
nates it to all replicas via T-RBC (line 16). The TEE-assisted services
ensure that all vertices meet the vertex structure requirements and
are delivered reliably, preserving the causal structure of the DAG.

Each replica maintains its own local view of the DAG. Upon
receiving a vertex, the replica fetches all missing referenced ver-
tices before adding the new vertex (line 7). Although temporary
divergences may occur due to network asynchrony, T-RBC guaran-
tees that all non-faulty replicas eventually receive the same set of
vertices (Lemma 2 in Appendix C [83]). The differences in delivery
order do not affect correctness because the DAG’s topological order
is determined by vertex references, as shown in the example below.

7 ORDERING LAYER

FIDES requires no additional communication for transaction com-
mitment, consistent with existing DAG-based protocols [27, 47, 73].
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Vertices are organized into waves, each consisting of k rounds of
vertex generation. Within each wave, the rounds collectively form
a common core problem—determining how many vertices from the
first round can be safely committed. To ensure liveness, at least
one vertex must satisfy the commitment condition. Moreover, the
number of such vertices determines the probability that a randomly
chosen leader vertex can be successfully committed, which directly
impacts the expected latency. The optimal number of rounds per
wave, k, is derived analytically in Section 7.1.

At the final round of each wave, FIDEs invokes a lightweight
T-Coin to randomly select a leader vertex among those generated
in the first round. Each replica independently verifies whether the
leader vertex belongs to the common core. If the condition holds, all
replicas deterministically order the vertices within the wave and
commit the corresponding transactions. The complete commit rule,
including how replicas apply the coin outcome to resolve ties and
maintain consistent views, is detailed in Section 7.2.

7.1 Dissecting Liveness with f+1 Quorums

We now derive the optimal number of rounds k that minimizes
the expected commit latency. First, as said above, the rounds in a
wave are abstracted as a k-iteration common core problem, which
generalizes the original common core formulation used in prior
DAG consensus protocols (e.g., Tusk [27], where k = 2). Notably, the
original common core was designed for standard Byzantine settings,
where the threshold is 2f+1 among 3 f+1 replicas. In contrast, FIDES
leverages TEE-assisted trust to reduce the threshold to f+1 among
2f+1 replicas. This change invalidates a direct reuse of existing
results from the original common core formulation.

7.1.1  k-Ilteration Common Core Abstraction. We first use x; to de-
note the input of replica p;, i.e., the vertex it generates in the first
round of a wave in FIDEs. Let N denote the total number of partici-
pants in the common core instance, equal to the number of replicas
in FIDpEs. Throughout, we fix N=2f+1 as in Section 3. The protocol
proceeds in k conceptual rounds, where each round builds upon
the aggregation results of the previous one.

1. Initial Broadcast (r = 1). Each party broadcasts its input x;
using the Reliable Broadcast protocol (RBC).
2. Recursive Aggregation (for r = 2,3,..., k). Each party i main-
tains a set A} representing its aggregation result at round 7.
(1) For r = 2: define Al? ={(j,x;)}. Once |A?| > f+1, send A?
to all parties.
(2) For r > 2: upon receiving A;‘l from party j, accept it
after receiving all broadcasts xi for every (k,xx) € A;’l.
After accepting f+1 such sets, compute and broadcast A}
U; A7
3. Output. After completing k aggregations, output U; = Ai?.

The k-iteration common core protocol satisfies three properties:
e Common Core. There exists a core set S* (|S*| > 0) such that
every non-faulty party includes S* in its output set.
e Validity. If a non-faulty party includes a pair (j, x;) in its output
and party j is non-faulty, then x; must be j’s original input.



e Agreement. All parties that include a pair for some sender j
must agree on its value. Formally, if two non-faulty parties include
(j,x) and (j, x") in their outputs, then x = x’.

The agreement and validity properties can be satisfied by the
RBC protocol (Appendix A [83]). The number of rounds k deter-
mines the size of §*, and the maximum size of S* is bounded by f+1,
since the f adversaries can maliciously avoid generating vertices
in certain rounds.

Bounds of |S*|. To ensure system liveness, we must guarantee that
[S*| = 1. Since only the leader vertex is selected from S*, a wave
can be committed only if this condition holds. If |S*| = 0 under
some adversarial scenario, the expected latency diverges to infinity,
indicating that no wave can ever be committed.

Expected Latency. The size of S* determines the probability of
successful commitment, further influencing the expected commit
latency. We now derive the expected commit latency of FIDEs.

Lemma 1 (Expected Latency). The expected latency of commit-

ting a wave is IT;‘AII where % denotes the expected probability of

committing a single wave.

ProoF. In the k-iteration common core abstraction, each round
involves communication and aggregation among replicas. The ran-
domly elected leader (Section 5.3) in a wave can be committed only
if it belongs to S*. Hence, the probability of successfully committing
15|

awaveisp = . Given that each wave proceeds sequentially
through k rounds, the total expected latency (measured in the num-
ber of communication rounds) is:

kxN

¥

1
Expected Latency =k X — =

P

]

7.1.2  Theoretical Analysis. We now determine the number of
rounds k in FIDES that guarantees the common-core property (i.e.,
liveness) and yields low commit latency. Before that, we first in-
troduce some notations for analysis. We use Ry, ..., R to denote
the vertices in the rounds of a wave. Besides, for a vertex x € Ry,
we use suppi(x) to denote the number of round-k vertices that
are (causally) carried from x. As shown in Appendix D.2.2 [83],
any lower bound on the number of first-round vertices satisfying
suppr(x) = f+1 in the DAG directly implies the same lower bound
on |S*(k)|, so we can equivalently reason in the DAG domain.

We next analyze feasibility by incrementally trying k=2—the
wave shape adopted by early DAG protocols—to larger k.

Liveness Violation for k=2. The appendix [83] demonstrates that
an asynchronous adversary can schedule a two-round wave so
that no first-round vertex reaches supp,(x) > f+1, i.e., |S*(2)]=0.
Hence, the per-wave success probability p,=0, and liveness cannot
be guaranteed in adversarial networks.

Liveness Exists, but Not Enough for k=3. The appendix [83]
shows that exactly two first-round vertices reach the threshold in
the worst case, so |S*(3)|=2. We have

2

T 2f+1
Liveness holds, but the expected commit time grows linearly with f,
so there is no constant-round guarantee. We thus have the theorem:

3

R

2f+1
p = E[rounds]zS-f—+:3f+
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THEOREM 1 (MINIMUM RoUNDSs (k)). The k-iteration common core
property holds when k > 3.

SkETCH. By the appendix proof [83] and the DAG=Common-
Core bridge, an adversary can realize S*(2) = @; thus k=2 fails live-
ness. For k=3, exactly two first-round vertices achieve supp,(-) >
f+1, hence |S*(3)|=2 > 0 via the bridge. Therefore, a non-empty
common core exists if and only if k > 3. O

Optimal Constant-Time Threshold for k=4. With four rounds,
our worst-case construction shows that |S*(4)| > f+1 always holds.
Combined with the upper bound in the appendix [83], this yields
tightness: |S*(4)| = f+1 in the worst case. Then
_fH 2f+1
T 2f+1 f+1

establishing a constant worst-case expected commit latency.

<8,

= E[rounds] =4-

No Benefit in the Worst Case for k>4. An adversary can always
suppress f proposers in round 1, forcing |R;| = f+1. Lemma 15 in
Appendix D.2 [83] caps the worst-case common core at |[S* (k)| <
f+1, independent of k. Hence, increasing the wave length beyond
four cannot enlarge the worst-case core and only increases the
expected commit latency (Lemma 16 in Appendix D.2 [83]), which
yields the following theorem:

THEOREM 2 (OPTIMAL NUMBER OF ROUNDS). In FIDES, the optimal
number of rounds per wave is k = 4.

SkeTCcH. With a global common coin, p = 2]%11
2f+1

4- T S 8 (Lemma 14 in Appendix D.2 [83]), i.e., constant-round
commitment. Further for any k > 4, the same upper bound |S* (k)| <
f+1 holds while k increases, thus the worst-case expected latency
strictly worsens (Lemma 16 in Appendix D.2 [83]). Therefore, k = 4
is optimal among constant-k designs. O

so E[rounds]

Conclusion: We summarize the choice of round number k as:

e k =2:|5§*| =0 — no liveness guarantee.

e k =3:|S*| = 2 — ensures liveness, but commit may require O(f)
rounds.

o k =4:|S*| = f+1 — ensures liveness and constant-round commit.

e k > 4:|S*| = f+1 — additional rounds only increase latency
without improving commit.

Therefore, we choose k = 4 as the optimal rounds in a wave, achiev-
ing the best worst-case commit latency.

7.2 Commit Rule under k = 4 Regime

Having fixed k = 4 under this quorum, we now instantiate the
ordering layer. FIDES operates in four-round waves, and commit-
ment is derived wave by wave directly from the DAG with no extra
consensus messages—consistent with prior DAG-BFT designs. The
commit rule process in FIDES, as outlined in Figure 6, begins with
a DKG protocol [69] at startup to set up the initial state of the
TEE. A key improvement of FIDEs is the utilization of the light-
weight T-Coin to generate globally consistent random values for
leader election. This coin introduces negligible computational and
communication overhead, ensuring efficient leader election.
Specifically by Theorem 2, we adopt a wave with four consec-
utive rounds to preserve liveness and optimal commit latency (as



proven in Appendix D.2 [83]). During the first round, replicas pro-
pose vertices that encapsulate their entire causal history. The second
and third rounds involve replicas voting on these proposals by refer-
encing them in subsequent vertices to enhance the connectivity of
the DAG. The fourth round uses the T-Coin to retrospectively elect
a leader vertex from the first round of the wave (line 38). A leader
vertex is committed if it is referenced by at least f+1 vertices in
the fourth round (line 28). Once a leader vertex is committed, all its
preceding causal history is transitively committed in a predefined
order (line 46, e.g., depth-first search).

Since replicas may have divergent DAG views, not all commit a
leader each wave. FIDEs employs a recursive mechanism (line 31):

1. Once a leader is committed in wave w, it becomes the candidate

for transaction ordering.

. The system recursively checks the preceding waves to identify
the most recent wave w’ with a committed leader.

. For waves between w’ and w, paths between the current can-
didate leader and the leaders of earlier waves are transitively
committed in ascending order (w" + 1, w’ +2,...,w).

Figure 3 illustrates a recursive committing process in FIDEs. Conse-
quently, an elected wave leader vertex [ of wave w is committed by a
non-faulty replica p through either of the following mechanisms:

1. Direct Commit: The leader [ is directly committed when, in
the replica’s local view, it is referenced by at least f+1 vertices

from the fourth round of wave w.

. Indirect Commit: The leader [ is indirectly committed if there
exists a path from I to I, where I is the directly committed
leader vertex of a wave wg > w.

FIDES achieves better fault tolerance (i.e., tolerating f faults in an
n=2f+1 setting) and enhanced scalability, with safety and liveness
formally proven in Appendix D [83]. The appendix [83] establishes
that FIDES can expect to commit a leader vertex approximately
every four rounds under random message delays, and every eight
rounds under an asynchronous adversary.

8 CORRECTNESS ANALYSIS

We here provide a sketch of FIDES’s correctness, while deferring
full proofs to Appendix D [83]. Before that, we first prove the
correctness of two building blocks, i.e., T-RBC and T-Coin.

Correctness Analysis of Building Blocks. FIDEs utilizes two
standard primitives: Reliable Broadcast and Global Common Coin.
We further instantiate them as TEE-assisted Reliable Broadcast
(T-RBC) and TEE-assisted Common Coin (T-Coin).

1. For T-RBC, we prove the RBC guarantees, i.e., Validity, Integrity,
and Agreement, even under Byzantine faults [16].

For T-Coin, we also prove the Global Common Coin properties,
i.e., Agreement, Termination, and Unpredictability [47].

Full proofs appear in Appendices B.1 and B.2 [83].

Safety Sketch Analysis of FIDES. Safety follows from two con-
sistency ingredients (Appendix D.1 [83]). The proof proceeds as
follows:

1. Unique leader per wave. Any two correct replicas select the same
leader for the same wave. This holds because, after converging to
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an identical DAG view (Reliable Dissemination), correct replicas
feed identical inputs and seeds into RNG, thereby deterministi-
cally electing the same leader (Lemma 3 in Appendix D.1 [83]).

. Canonical commit order. All correct replicas commit leader ver-
tices in the same ascending order of waves. This is guaranteed
because the algorithm commits leaders via a LIFO stack and pops
them in increasing wave order (Lemma 6 in Appendix D.1 [83]).

Together, FIDEs guarantees safety: replicas always agree on the
elected leaders and commit them in a consistent order. Hence, the
causal history of each leader is committed in the same order across
all replicas, ensuring that the complete sequence of committed
transactions is identical (Theorem 3 in Appendix D.1 [83]).

Liveness Analysis of FIDESs. Liveness in FIDES follows from two
key properties (with full arguments in Appendix D.2 [83]), bolstered
by our earlier analysis in Sec. 7.1. The outline is as follows:

1. Non-zero per-wave commit probability via k = 4. Any wave al-
ways contains at least f+1 first-round vertices that meet the
support threshold (Sec. 7.1). Thus, each wave has a strictly posi-
tive probability of committing in both adversarial and random

networks, which ensures progress in expectation.

. Eventual inclusion of all vertices. When a wave leader is commit-
ted, the protocol delivers its entire causal history in a determin-
istic order. By utilizing weak edges and repeated commitment
across waves, every vertex will be included in some committed
leader’s causal history. Hence, every correct replica eventually
commits every vertex (Lemma 18 in Appendix D.2.3 [83]).

Together, these properties establish liveness: every wave progresses
with a non-zero constant probability, and all vertices are eventu-
ally incorporated into the causal histories of committed leaders to
ensure their final commitment (Theorem 4 in Appendix D.2.3 [83]).

9 EVALUATION

We compare the performance of FIDEs with several state-of-the-
art BFT consensus protocols: Tusk [27] (an async DAG protocol),
Bullshark [73] (an async DAG protocol with a partial sync fast
path), Mysticeti [11] (a partial sync DAG BFT protocol), Shoal++ [8]
(a partial sync DAG protocol with pipelined anchors), RCC [34]
(a multi-leader BFT protocol), Damysus [28] (a TEE-assisted BFT
protocol), Achilles [62] (a TEE-assisted rollback-resilient protocol)
and HybridSet [86] (a TEE-assisted leaderless BFT protocol). We
measure throughput and latency under varying conditions (e.g.,
faulty nodes, network latency, batching). Our experiments aim to
answer the following questions:

e Q1:How does FIDEs scale with larger f, batch sizes, and workload

compared to prior DAG protocols? (Section 9.2)

e Q2: How well does FIDEs sustain performance under injected
delays and leader failures? (Section 9.3)

e Q3: How does FIDEs behave under adversarial conditions, includ-
ing crash faults, Byzantine attacks, and asynchrony? (Section 9.3)

e Q4: What is the breakdown of FIDES’s end-to-end latency, and
how do individual and combined TEE components contribute to
the overall performance? (Section 9.4)
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Figure 7: Results for Scalability

9.1 Implementation and Evaluation Setup

Implementation. We built FIDEs atop the open-source Apache
ResilientDB platform [6, 36, 67], a scalable and global blockchain in-
frastructure. Our implementation is developed in C++ [5] and lever-
ages Apache ResilientDB for durable data storage. We use TCP to
implement reliable point-to-point communication. The core trusted
components (i.e., MC, RAC, and RNG) run within Intel SGX en-
claves [24] in each replica, integrated via the Open Enclave SDK [63].
All protocols share ResilientDB’s networking, storage, and cryp-
tographic stack, differing only in the consensus layer. Reported
measurements include all TEE-related overheads if applicable.

Evaluation Setup. We ran experiments on Alibaba Cloud Elas-

tic Compute Service [2]. SGX-enabled runs used ecs.g7t.xlarge

in Hong Kong; others used ecs.g7.xlarge. Each VM provided 4

vCPUs and 16 GB of memory and ran Ubuntu 22.04. In the LAN

environment, all machines were deployed within Hong Kong. For

WAN experiments, due to the limited availability of SGX-enabled

instances, we adopt two complementary settings:

e Wide Area (Geo-Distributed) Network (WAN): We deploy
replicas across four data centers located in the United States, UAE,
Singapore, and Germany, with inter-datacenter latencies ranging
from 80 ms to 270 ms. Each replica runs trusted components in
simulated SGX mode (SGX-SIM) [40], as SGX-enabled instances are
unavailable in some regions; we justify this in Appendix E.4 [83].

e Delay-Injected Network (DIN): We enable SGX Hardware en-
cryption (SGX-HW) but emulate WAN conditions within a region
by injecting specific end-to-end delays between machines. A de-
fault delay of 100 ms is used to represent a typical WAN RTT.

The WAN deployment enables us to evaluate the impact of real

network delays in wide-area settings. Meanwhile, the DIN environ-

ment allows for the measurement of the actual performance of SGX
under WAN-like latency conditions.
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and Resiliency Evaluation.

We performed experiments in three network environments: LAN,
WAN, and DIN. In each setup, each node exclusively ran one in-
stance of FIDEs, with the number of clients matching the number
of consensus processes to ensure that replicas were fully saturated.
Clients generated a saturating request load for replicas. The bench-
mark was a key-value service, where each request involved a ran-
domly generated key-value insertion with a fixed size of 50 B. We
performed three runs per condition and plotted the median value.

9.2 Scalability Evaluation

9.2.1 Varying Fault Tolerance. We evaluate performance across
varying fault-tolerance levels.

Performance under WAN. In WAN environments, where network
latencies are higher, scalability is a critical challenge for consensus
protocols. Figure 7(a) and (b) depict throughput and latency as the
system’s fault tolerance f increases from 2 to 20 in the WAN setting.
Across the entire range, FIDEs demonstrates superior scalability:
Its throughput remains highest across all f, exceeding Tusk by
over 4x and doubling RCC at higher f. In contrast, other protocols
either saturate early or suffer sharply rising latency as faults in-
crease. Shoal++ and Mysticeti are the closest DAG competitors, yet
at f=20 FIDEs still outperforms both by ~35%, owing to its reduced
quorum size (f+1 out of 2f+1 vs. 2f+1 out of 3f+1) and lower
message complexity. Damysus and Achilles exhibit significantly
lower throughput because their leader-centric communication pat-
terns suffer especially in cross-region scenarios. HybridSet performs
slightly better than the other two but still lags behind FIDEs, as it
relies on a hybrid binary agreement to decide on each proposal.

Performance under DIN. To evaluate the overhead introduced by
TEE, particularly in SGX-HW mode, we conducted tests in DIN envi-
ronments. Figure 7(c) and (d) illustrate the scalability results in this
scenario. In DIN environments, FIDEs-HW and FIpes-SIM perform



almost identically. The negligible performance gap between the
HW and SIM modes demonstrates that the real hardware-based en-
cryption in SGX-HW mode introduces minimal computational over-
head. Both of them significantly outperform all other protocols—
consistent with results shown under WAN.

Performance under LAN. Figure 7(e) and (f) illustrate the results
in LAN, where network latencies are negligible. Even at f=20,
FIDEs maintains ~746k txn/s throughput with ~1.80 s latency, while
competing protocols fall to 80k-681k txn/s and 1.9-3.2 s latency.
Although Fipes’s RBC optimization yields less dramatic gains in
LAN, it still scales much more gracefully than alternatives.

9.2.2  Varying Batch Size. Figure 7(g) illustrates the impact of batch
size on performance with a fault tolerance of f=5. All protocols
improve with larger batches before saturating, but FIDES consis-
tently leads: at batch size = 4,000, FIDES achieves ~985k txn/s, while
others lie in the range 328k-758k txn/s. As batch size grows further,
throughput growth slows, yet FIDES retains its lead consistently.

9.2.3 Varying Workload. Figure 7(h) varies workload at f=10. All
protocols improve until saturation, with FIDEs consistently leading.
For instance, near saturation, FIDES reaches ~300k txn/s at ~0.9 s
latency, while the next-best competitors (Shoal++ and Mysticeti)
achieve ~267k and ~258k txn/s but with latency above 1.0 s, and
others drop below 150k txn/s.

9.3 Resiliency Evaluation

We evaluate FIDES’s resiliency by examining the impact of network
latencies, leader failures, and adversarial network conditions.

9.3.1 Injecting Network Delay. We evaluate the performance of
all protocols under network delays injected from 0 to 150 ms.
Figure 7(i,j) shows Fipes (HW and SIM) maintains higher through-
put and lower latency than all baselines across every delay setting.

9.3.2  Varying Leader Failures. We evaluated five DAG-based pro-
tocols (FIDES, Tusk, Bullshark, Mysticeti, Shoal++) under =5 in the
DIN environment. We focus on these five protocols because they
share a comparable DAG architecture, enabling a consistent and
fair failure definition across systems. Here, a failed leader is defined
as a replica whose first-round vertex never gathers enough support
(i.e, never reaches the commit quorum), and is never committed.

Figure 7(k) shows that FIDEs delivers the best performance, with
gradual declines for all as the number of failures increases from 0
to 5, whereas Tusk, Bullshark, Shoal++, and especially Mysticeti
drop off more sharply. In terms of latency (Figure 7(1)), although
Mysticeti performs well in the good case, it degrades quickly once
failures occur. Meanwhile, FIDES maintains the lowest latency and
exhibits more moderate growth compared to others, showcasing
its robustness and resiliency in handling node failures.

9.3.3 Dynamic Crash Faults. Since FIDES’s TEE-assisted design
rules out equivocation and forgery, we focus on omission, crash
faults, and network asynchrony. In this setting, we crash f repli-
cas after 10s. As shown in Figure 7(m), all protocols experience
performance degradation after the crashes, but FIDEs remains the
best, sustaining the highest post-crash throughput of ~97k txn/s.
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FIDEs benefits from its lightweight design: TEE-assisted dissem-
ination and a four-round commit path reduce coordination and
communication overhead under failures.

9.3.4 Byzantine Delivery Attack. We further add a DAG-specific
Byzantine attack: up to f Byzantine replicas send each vertex to only
f+1replicas and try to suppress leader-supporting references. This
creates worst-case local DAG views without equivocation or forgery.
Figure 7(n) shows FIDES remains the best protocol, sustaining 138.0k
txn/s with 0.72 s latency under the attack. FIDES’s advantage comes
from its TEE-assisted dissemination and four-round commit rule,
which improve DAG connectivity and reduce message overhead
even when Byzantine replicas suppress references.

9.3.5 Adversarial Delay. We fix the mean network delay at 500 ms
and increase the jitter ratio from 10% to 90% to emulate adversar-
ially induced network instability. Figure 7(o) shows that timeout-
sensitive baselines such as Mysticeti, Shoal++, and Bullshark de-
grade sharply, falling to around 2k txn/s at 90% jitter, whereas
FipEs’s fully asynchronous design maintains the highest through-
put (~10k txn/s).

9.4 System Breakdown

9.4.1 Latency Breakdown. We provide a breakdown of the five

DAG-based protocols in a DIN environment with f=5. For fair

comparison, transaction queuing latency is excluded to mitigate

the impact of clients. The latency is divided into four stages:

e Vertex Dissemination. FIDES disseminates a vertex in 0.07 s,
outperforming Tusk (0.23 s) and Bullshark (0.23 s) while remaining
comparable to Mysticeti (0.1 s), enabled by its optimized T-RBC.

e DAG Construction. From confirmation to local DAG insertion,
FIDESs takes 0.05 s. Streamlined vertex validation reduces this stage
by 75% versus Tusk and Bullshark.

e Commitment. FIDEs achieves a commit time of 0.36 s, approxi-
mately 50% faster than other protocols.

e Execution. All protocols have similar execution times of about
0.03 s, as no optimizations on execution are applied.

Figure 8(a) shows the average time spent in each stage. The
breakdown results indicate that FIDEs achieves a minimum end-
to-end latency of 0.5 s, driven primarily by its accelerated T-RBC-
assisted dissemination, DAG construction, and commitment. No-
tably, FIDEs achieves comparable latency to Mysticeti and Shoal++
despite using a certified DAG. These approaches converge to sim-
ilar end-to-end latency through different mechanisms: Mysticeti
and Shoal++ remove per-vertex certification (but require partial
synchrony for liveness), while FIDES makes certification cheap by
replacing multi-round RBC with T-RBC’s single broadcast and using
RAC to reduce certificate validation overhead.

9.4.2  Trusted Component Breakdown. To analyze the performance
improvement brought by each trusted component, we ran four
configurations: three cases with exactly one component enabled
(MC, RNG, RAC), and an All configuration with all components
active under the f=10 setting in DIN. We measured throughput and
latency for each configuration and then calculated the relative im-
provement compared to the baseline (i.e., FIDEs but with no trusted
component active). In all configurations, FIDEs preserves safety and
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Figure 8: System Breakdown by Protocol Time and Trusted Components.

liveness. Disabling a trusted component only affects performance asynchronous design that separates communication from ordering,
because the protocol falls back to corresponding untrusted com- while DAG-Rider [47] combines reliable broadcast with a round-by-
pensations (e.g., extra communication or heavier cryptographic round DAG to optimize resilience and amortized communication.
operations to tolerate Byzantine behavior). Narwhal and Tusk [27] decouple data availability from ordering,

Figure 8(b) and (c) summarize these changes. Enabling the MC and Bullshark [73] adapts this architecture to partial synchrony. Par-
component delivers the largest improvement, increasing through- tially synchronous designs prioritize low latency in well-behaved
put by 167.3% while reducing latency by 54.3%. RAC and RNG de- networks but do not fully handle asynchrony [8, 11, 55, 71, 72],
liver additional throughput improvements of 84.9% and 26.3%, and while recent variants explore pipelined anchors, graded reliable
latency reductions of 17.8% and 7.1%, respectively. When all three broadcast, and uncertified DAGs with asynchronous coins [8, 26,
components are enabled simultaneously, their effects combine syn- 43, 71]. FIDEs combines asynchronous DAG consensus with TEEs
ergistically: throughput increases by 244.0% and latency decreases to improve scalability under adversarial or unpredictable networks.

by 61.6%. This All configuration demonstrates the substantial per-
formance gains achievable through our trusted-component archi-
tecture, while still preserving transaction confidentiality.

Hardware-assisted BFT protocols. Hardware-assisted BFT pro-
tocols [13, 28, 29, 37, 48, 81, 86] leverage trusted hardware to im-
prove performance and security. TrInc [48] uses a non-decreasing
counter to prevent equivocation, reducing the replication thresh-
old from n=3f+1 to n=2f+1 and consensus from three phases to

10 DISCUSSION

Hybrid fault model and TEE availability. FIDEs can support two. Hybster [13] uses a trusted crash-only subsystem and reports
¢ honest replicas with crashed TEEs using n=2f+2c+1 replicas over 1 million operations per second in an SGX prototype, while
and quorum f+c+1. Under systemic TEE compromise, it falls back Damysus [28] uses Checker and Accumulator components to reduce
to n=3f+1 and quorum 2f+1, as in FlexiTrust [37]. Beyond fault communication phases.

counts, MC and RAC require only TEE integrity [13, 48, 79], while FlexiTrust [37] adapts the replication threshold between 2f+1
RNG-seed leakage breaches confidentiality, weakening liveness but and 3f+1 when TEE trust is uncertain. OneShot [29] uses TEEs for
not safety. view-adapting consensus, Achilles [62] combines rollback-resilient
Deployment considerations. While TEEs introduce operational recovery with chained commits for linear message complexity and
complexity and vendor dependence, these costs are manageable low latency, and Trusted Hardware-Assisted Leaderless BFT [86]
in consortium systems, where participants can agree on hardware (HybridSet in the experiments) removes the leader and its associated
requirements and enforce remote attestation, mandatory microcode vulnerabilities. In contrast, FIDEs uses TEE guarantees to streamline
updates, and timely patching. TEE availability is also increasingly reliable dissemination, DAG-reference certification, and common-
practical, with major cloud providers offering TEE-enabled in- coin generation while keeping consensus-level DAG state outside
stances [2, 3, 58]. the enclave.

11 RELATED WORK 12 CONCLUSION

We survey prior work on concurrent protocols, DAG-based BFT We presented FIDEs, among the first asynchronous DAG-based BFT
consensus and TEE-assisted BFT protocols. The extended version consensus protocols that integrate TEEs to tolerate a minority of
provides a more comprehensive discussion of related work [83]. Byzantine replicas. FIDEs adopts a customized TEE-assisted T-RBC

and reconstructs the DAG by relaxing the vertex references from
2f+1 to f+1. More importantly, this reduced quorum introduces a
liveness pitfall for standard two-round DAG commit rules under
adversarial asynchrony; FIDEs resolves it with a four-round commit
rule that restores liveness and achieves optimal constant expected
commit latency. Together, the three trusted components in FIDES
minimize network communication complexity and reduce reliance
on cryptography. Comprehensive evaluations demonstrate that
FIDES consistently outperforms state-of-the-art protocols in both
throughput and latency, validating its practicality for real systems.

Concurrent / multi-leader BFT protocols. Leader-driven BFT
remains bottlenecked by a single proposer and vote collector as the
replica set grows, despite recent advances [35, 45, 54]. Concurrent
designs instead use parallel leaders, as in Mir-BFT [74], or multiple
instances [9, 34, 46, 52, 75], which typically require global output
reconciliation. Orthrus [51] and Hydra [53] reduce confirmation
latency through transaction-level concurrency, partial ordering,
or avoiding global ordering. DAG-based BFT lets many replicas
disseminate and reference batches concurrently; FIDES adopts this
approach to alleviate the single-leader bottleneck.

DAG-based BFT protocols. DAG-based BFT protocols [8, 11, 12, ACKNOWLEDGMENTS

25-27, 33, 43, 47, 55, 56, 71-73] organize transactions in a DAG to This work is partially funded by NSF Award Number 2245373.
improve scalability and throughput. HashGraph [12] is an early
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