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ABSTRACT

The Internet of Things (IoT) demands real-time, low-latency pro-
cessing of data generated by thousands of heterogeneous, resource-
constrained devices. In such dynamic environments, ensuring fault
tolerance becomes critical, especially for safety-sensitive applica-
tions like disaster management or patient monitoring. However,
existing centralized fault tolerance solutions face serious scalability
challenges across large, hierarchically connected IoT topologies.
Inthis paper, we present Meerkat, a network-aware fault-tolerance
protocol explicitly designed for IoT environments. Meerkat achieves
zero-downtime recovery via redundant operator execution on dis-
joint paths and efficient duplicate detection. It also includes dynamic
load balancing that adapts operator placement to device volatility,
ensuring fair resource use. Compared to state-of-the-art techniques,
Meerkat sustains up to 70X higher throughput with only 28% net-
work overhead. These results highlight Meerkat’s ability to deliver
efficient fault tolerance with minimal overhead at IoT scale.
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1 INTRODUCTION

Large-scale sensor network deployments, such as the Internet of
Things (I0T), enable low-latency, real-time data processing across
heterogeneous devices operating often in constrained and volatile
environments [59, 65, 78]. These systems follow a hierarchical archi-
tecture in which resource-limited devices (e.g., sensors or gateways)
process data locally and forward results to cloud data centers [14, 78].
As deployments might scale to thousands or even millions of nodes,
maintaining fault tolerance becomes essential for availability and
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Figure 1: Scalability in wide and deep topologies.

correctness in such volatile environments [7, 25, 26]. This is partic-
ularly critical in domains such as intensive care monitoring [40, 60],
disaster response [30], and autonomous vehicles [66], where failures
can have serious consequences.

Ensuring reliable stream processing in edge-cloud environments
poses unique challenges [14, 47, 59]. Unlike cloud-based systems
that rely on replayable logs (e.g., Kafka [64]), high-speed intercon-
nects, and persistent storage (e.g., HDFS [67]), edge deployments
operate under stricter constraints. Devices are often mobile, battery-
powered, sparsely connected, and lack shared infrastructure [29,
58, 78]. These constraints break the assumptions needed to apply
conventional fault tolerance techniques in edge infrastructures.

To illustrate these limitations, we revisit three common fault
tolerance techniques: Upstream Backup (UB) [42], Active Standby
(AS) [38], and Checkpointing (CH) [19]. Figure 1 presents through-
put on a Raspberry Pi cluster under increasing width (depth 1) and
depth (at width 1 or 2 for protocols requiring parallel paths) of the
infrastructure, comparing UB mm, AS mm, and CH == to a no-fault-
tolerance baseline (NONE) ==. If the system stalls, we mark it with
X and report the failure time. All three rely on re-playable sources
and shared storage, which edge systems often lack.

UB requires each device to buffer output until the sink acknowl-
edgesit, since disconnected devices cannot reliably retransmit. While
this prevents data loss, it creates scalability bottlenecks: deeper
topologies delay acknowledgments and increase buffer pressure,
and wider topologies force the coordinator to track more paths [47].
As Figure 1 shows, UB throughput drops by 48% at width 128 and
stalls by depth 6. AS shares the same design, failing by depth 4 with
a similar 50% drop at width 128. CH encounters comparable issues.

Systems like Flink rely on shared storage and upstream logs for
recovery, but these assumptions break in edge-cloud environments.
Devices must retain in-flight data until sink confirmation, and local
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storage is unsafe without replication. Consequently, CH combines
UB-style buffering with centralized snapshots, further increasing
memory and communication overhead. As shown in Figure 1, CH
throughput falls from 110k at depth 2 to 26k at depth 8, and reaches
only 1.4M at width 128.

In general, while centralized designs simplify recovery, they in-
troduce bottlenecks, reduce fault isolation, and limit autonomy. As
shown in Figure 1, a single coordinator becomes a scalability barrier
in resource-constrained environments. In contrast, fully decentral-
ized systems, such as peer-to-peer engines [12, 13] or WSN proto-
cols [51, 75], offer autonomy but lack strong guarantees. Neither
extreme is well-suited to modern edge-cloud deployments.

In this paper, we explore a hybrid design that combines local
decision-making with global coordination. We introduce Meerkat,
the first hybrid fault tolerance protocol for IoT stream processing that
provides an exactly-once” guarantee (assuming non-failing sources).
Meerkat overcomes scalability bottlenecks by decentralizing run-
time decisions and avoiding trimming-based coordination, allowing
the system to remain responsive even if the coordinator becomes un-
available. As shown in Figure 1, Meerkat == sustains near—baseline
throughput even atlarge scale and across diverse topologies. Meerkat
achieves this through redundant execution along parallel paths with
duplicate suppression and a lightweight recovery process that en-
sures continuous operation.

Meerkat addresses three key challenges in IoT stream processing.
First, it supports hierarchical topologies that break assumptions of
traditional all-to-all fault tolerance, preserving neighborhood-level
routing and enabling local recovery via dynamic device discovery.
Second, it adapts to mobility and volatility by redistributing load
among neighbors based on runtime conditions. Third, it handles
heterogeneous device capabilities using a unified load metric re-
flecting memory, CPU, and network usage for fair task placement.
By offloading part of the fault tolerance logic to workers, Meerkat
reduces coordinator pressure and improves responsiveness, combin-
ing centralized replication for initial placement with decentralized
load redistribution during execution.

We evaluate Meerkat in NebulaStream (NES), an IoT SPE lever-
aging hardware-tailored code compilation and a highly dynamic
execution model [78]. NES with Meerkat achieves up to 70x higher
throughput than existing solutions with only 28% added network us-
age. It enables seamless task migration under failures and load spikes
and preserves availability in constrained, volatile environments.

In summary, this paper makes the following contributions:

e We introduce Meerkat, a hybrid fault tolerance protocol for
massively distributed IoT stream processing that addresses
heterogeneity, volatility, and hierarchical topologies (Section 3).

e We present Meerkat’s hybrid architecture, which combines
centralized operator replication with decentralized load balancing

based on local resource conditions (Sections 4 and 5).

e We demonstrate that Meerkat achieves zero-downtime recovery
with minimal overhead across a wide set of workloads (Section 6).

2 BACKGROUND

In the following section, we introduce concepts of an IoT-based SPE
(Sec. 2.1), existing load balancing strategies (Sec. 2.3), and recovery
types (Sec. 2.2).
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2.1 IoT-based Stream Processing Engines

A SPE handles finite sequences of data streams (s € S), where each
stream consists of infinite relational tuples (¢ € T). Each tuple ¢t = (o, 7)
includes a timestamp (o € N*) and a payload (). Depending on the
system and its sources, these timestamps may be assigned either by
an external physical clock or by an internal logical clock. Tuples can
arrive out of order relative to their timestamps (i.e., 0; < oj is not
guaranteed for i < j), for instance when network latency or device
clocks skew their arrival times.

Most SPEs, including those tailored for IoT scenarios, represent
computations as a directed acyclic graph (DAG) G = (V,E), where
vertices V are operators (e.g., map, filter, join), and edges E denote
data dependencies among these operators. A vertex with no incom-
ing edges is a source, while a vertex with no outgoing edges is a
sink. Data flows from sources to sinks in a tree-like (or sometimes
multi-level) topology [14, 78].

IoT SPEs typically follow a coordinator-worker model [9, 19, 78],
where the central coordinator handles query compilation, optimiza-
tion, and operator placement [59, 78]. It parses queries into DAGs,
decomposes them into subplans, and assigns them to workers. Work-
ers either compile subplans locally (e.g., using hardware-specific
methods [39]) or deploy them directly, establishing communication
channels to forward results toward the sinks. This architecture en-
ables centralized planning and fault tolerance, while distributing
computation to the edge to minimize latency and bandwidth.

2.2 Recovery Types

Distributed systems, including IoT deployments, may experience
disruptions caused by component crashes, message omissions, tran-
sient software bugs, security breaches, malicious behavior, timing
violations, or environmental conditions [37]. In stream processing,
three broad recovery paradigms often appear:

Precise Recovery [42] ensures that output under failure is identical
to a system with no failures. While this is the strongest guarantee,
it can be costly in terms of time and memory.

Gap Recovery permits partial information loss to accelerate recov-
ery time. By accepting a data “gap”, the system can return to normal
operations more quickly but at the cost of incomplete results.

Rollback Recovery does not lose data but may allow duplicates
in the output. Rather than requiring perfectly consistent states, the
system “rolls back” operators to a recent checkpoint or stored state
and then replays any missing input. This approach balances correct-
ness and resource overhead, making it well-suited to distributed,
resource-limited IoT scenarios.

In this paper, we concentrate on rollback recovery because it
avoids data loss while requiring less global synchronization than
precise recovery, an important advantage in large-scale, hierarchical
edge-cloud environments.

2.3 LoadBalancing

Task delegation, also known as load balancing, distributes work
across nodes to avoid overload, improve performance, and ensure
efficient use of resources. This is especially important in large or het-
erogeneous IoT deployments. We briefly outline several established
strategies:
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Figure 2: Query deployment with Meerkat.

Randomized. Tasks are assigned to randomly selected neigh-
bors [6, 17, 57]. This method is simple and requires no global state,
but it may lead to uneven distribution.

Round-Robin. Tasks are forwarded cyclically among peers [8,
46, 56, 73]. This guarantees fairness in count but ignores variations
in resource availability.

Resource-Based. Offloading decisions depend on current re-
source levels, such as CPU, memory, or bandwidth [18, 44], allowing
better matching of tasks to node capacity.

Demand-Based. Here, task movement is guided by workload:
nodes with lower load may pull tasks from overloaded peers [15, 16].

Location-Aware. These strategies prefer geographically or topo-
logically closer nodes [11, 76], reducing communication delays and
improving throughput.

Hybrid. Many systems combine multiple strategies, using, for
instance, resource-based load balancing in normal conditions but
switching to a demand-based method during hotspots [31, 43, 44, 63].

3 MEERKAT

In this section, we introduce Meerkat, a hybrid fault tolerance pro-
tocol designed for the unique challenges of IoT-based stream pro-
cessing. Meerkat combines centralized deployment via a Global
Replication Manager (GRM) with decentralized runtime adaptation
through a Local Load Balancing (LLB) protocol. It extends the stan-
dard coordinator-worker model used in cloud-based SPEs with local
mechanisms that let workers optimize execution based on their own
resource constraints. We begin by motivating the need for Meerkat
(Sec. 3.1), then present its layered architecture (Sec. 3.2), and finally
describe its operational phases for scalable recovery and load reg-
ulation (Sec. 3.3).

3.1 Motivation

IoT-based stream processing engines (SPEs) operate under funda-
mentally different constraints than traditional cloud systems. Edge
devices are resource-limited and volatile, topologies are tree-shaped
and heterogeneous [14, 77], and shared infrastructure like durable
brokers or distributed file systems is absent. These conditions make
fault tolerance protocols such as UB, CH, and AS ineffective without
major adaptation. We identify four core limitations.
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P1. Lack of replayable sources. In contrast to cloud systems,
which rely on Kafka-like brokers to replay data and discard local
buffers, IoT settings offer no such guarantees. Once emitted, data
cannot be recovered unless explicitly retained. To preserve correct-
ness, protocols must buffer in-flight data along the full path to the
sink, which alone can confirm safe delivery. This forces centralized
trimming based on global progress, burdening the coordinator with
continuous tracking and inflating the number of trimming confir-
mations as topologies grow.

P2. Higher storage requirements. Fault tolerance protocols
depend on persistent storage for intermediate state. Cloud systems
provide this via high-throughput, reliable shared storage such as
HDFS [67]. In IoT settings, this model fails: devices are bandwidth-
constrained, intermittently connected [59, 77], and lack shared in-
frastructure [14]. Remote writes are impractical, while local storage
is unreliable unless explicitly replicated. Since most protocols lack
built-in replication [19, 42], failures can result in data loss. Both re-
mote and local storage thus require costly adaptations in cloud-edge
environments.

P3. Unsupported topology assumptions. Many cloud pro-
tocols [19, 41, 52] assume hot-standby nodes can be launched on
demand, typically by spawning virtual machines. InIoT deployments,
however, device failures require physical replacement [14, 59], and
idle capacity is rare [34, 53]. As a result, re-routing or replication
must operate within a fixed hardware set, without assuming elastic
capacity.

P4.Heterogeneity and resource constraints. IoT deployments
span from low-power sensors to high-end servers [59, 78], with vary-
ing CPU, memory, and network bandwidth. However, existing proto-
cols assume homogeneous clusters [19, 35, 41] and lack fine-grained
modeling of per-device constraints. Furthermore, intermittent con-
nectivity and resource heterogeneity [14, 59] complicate the use of
heavyweight mechanisms like checkpointing or replication, which
rely on reliable links and stable capacity.

These limitations show that assumptions of state-of-the-art ap-
proaches, such as all-to-all connectivity, homogeneous resources,
and shared infrastructure do not hold in edge-cloud environments.

To overcome these challenges and enable fault-tolerance in cloud-
edge environments, we propose Meerkat. It modifies the query plan
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Figure 3: Architecture of the Meerkat protocol.

to introduce redundant paths and parallel operators without requir-
ing data retention (P2). Figure 2(a) shows how Meerkat augments
alogical DAG G with additional operators. For example, instead of
deploying operators only on N1, N2, and N5, Meerkat inserts oper-
ators on N4 and routes data along a second path from N1 to N4. This
approach eliminates the need to buffer tuples for retransmission,
reducing memory usage and removing trimming coordination. As a
result, workers can make progress independently, even if the coordi-
nator is temporarily unavailable. Duplicate tuples are removed at the
sink using lightweight deduplication (Sec. 4.3), ensuring correctness
without extra storage overhead.

Once deployed, Meerkat’s decentralized load balancing (DLB)
enables each node to monitor its own and neighbors’ load. In Fig-
ure 2(b-d), N4 detects overload (P4), notifies the CRM, and offloads
part of its work to N3 by rerouting data from N 1. This adaptive model
avoids reliance on hot-standby nodes or overprovisioned resources
(P3). The coordinator is informed of any updates to maintain global
consistency.

These mechanisms form the foundation of Meerkat’s hybrid de-
sign. We now describe the architecture that enables them, separating
global and local responsibilities.

3.2 Architecture

We now present the architecture of Meerkat and describe its main
components, which integrate global topology knowledge with local
resource awareness (Fig. 3). To support this, each device is structured
into a Processing Layer, responsible for ingesting and forwarding
data, and a Decision Layer, which manages monitoring, adaptation,
and coordination tasks. This separation supports scalable execution
and enables local control while maintaining global consistency.

Global. The global Processing Layer contains the Final Sink, where
query results are collected, and the Consistency Manager €) , which
suppresses duplicate outputs and propagates per-origin sequence
numbers to ensure recovery safety. Both components operate at
the global level because they require a consistent view of system-
wide execution to coordinate correctness across replicas and ensure
deterministic output.

In the global Decision Layer, the Replication Manager @ is respon-
sible for (i) placing replicas during initial query deployment and (ii)
verifying node candidates during runtime offload requests. It main-
tains a consistent view of the system state and enforces placement
validity checks before migrations proceed.
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Local. On each worker, the Processing Layer ingests data through
Network Sources, routes it to the Execution Manager, and forwards
outputs via Network Sinks. Each task is encapsulated in a platform-
independent Slot ), alogical unit sized proportionally to the device’s
capacity. This abstraction allows Meerkat to match task granularity
to device resources, improving placement flexibility on heteroge-
neous hardware (P4). On systems that lack native task isolation,
Meerkat emulates execution boundaries at the level of decomposed
subqueries rather than individual slots, using buffered state and
metadata to preserve processing consistency.

The Decision Layer includes the Monitoring Unit ) , which col-
lects local and neighbor metrics to detect imbalance and trigger
adaptation. This unit includes the Status Monitor (Swarm neighbors),
the Slot Monitor (per-slot usage), and the Self Monitor (device-wide
capacity). These feed into the Decision Manager &) , which reacts
to imbalance by throttling input or initiating migration. To execute
such actions, it interacts with the node’s Swarm (i) , a dynamically
discovered set of nearby peers used for routing and offload. Together,
these local components enable each worker to autonomously detect
overloads and take corrective action, thus avoiding a centralized bot-
tleneck (P1,P3). Thislayered design supports both scalable execution
and adaptive runtime behavior.

3.3 Meerkat Phases

Building on the layered architecture, Meerkat’s runtime behavior
is structured into five coordinated phases. Each phase contributes to
system stability by supporting decentralized adaptation, topology-
aware offloading, and safe recovery.

1) Swarm Formation and Device Registration. When a device
joins the system, it first registers with the central coordinator to re-
trieve its immediate neighborhood and configuration metadata. This
includes the current slot size and a BFS-based list of nearby peers.
The device then performs a handshake with these neighbors, an-
nouncing its presence and declaring its slot capacity—derived from
its resource profile relative to the weakest node. This lightweight
peer discovery process, inspired by P2P overlays [62], ensures accu-
rate slot accounting and allows newly joined devices to contribute
to load balancing. The discovered peers are added to the device’s
Swarm () . Once devices are registered and their neighborhood
is formed, each node begins local monitoring to detect emerging
hotspots and load imbalances.



2) Local Monitoring and Overload Detection. Each device
partitions its compute into logical slots, each hosting a single task. De-
vices with more resources provide more slots. Internally, three mon-
itors collect metrics: one for the device’s own limits (Self Monitor),
one per slot (Slot Monitor), one from the neighbors (Status Monitor),
all part of the Monitoring Unit € . This monitoring pipeline enables
decentralized overload detection. When the usage exceeds threshold
levels, either per slot or device-wide, a candidate offload target is se-
lected from the Swarm. By structuring monitoring at multiple levels,
Meerkat enables early detection of both localized and global imbal-
ance. This allows rapid response before system-wide bottlenecks
emerge. Detected overloads then trigger reconfiguration.

3) Offload Proposal and Candidate Selection. The local device
submits the candidate offload target to the global controller. The
decision logic is handled by the local Decision Manager () , which
checksload thresholds and generates the request. At the coordinator,
the Replication Manager @ validates whether this reassignment
preserves global constraints such as connectivity, past placement
state, and redundancy. If necessary, the Replication Manager may
augment connectivity (e.g., by link spawning). If the candidate is
infeasible, an alternative is requested. This phase preserves system
safety while enabling devices to propose adaptations autonomously.
It eliminates the need for fine-grained, centralized control while
retaining correctness.

4) Global Plan Update and State Migration. Once approved,
the coordinator updates the global placement metadata and notifies
the involved devices. The source worker packages the operator’s
state and buffered tuples, and transfers it to the target slot, a unit of
execution defined in the local Processing Layer (Slot € ). The new de-
vice then resumes execution, allowing recovery to complete without
input replay or checkpoint restoration, and supporting failure-free
migration under overload.

5) Continuous Decentralized Regulation. Even after a success-
ful offload, the Monitoring Unit @) continues collecting metrics. The
Decision Manager (5) uses this input to trigger further adaptations if
needed. This control loop enables ongoing tuning as workloads shift
or new hotspots arise. Coordinator involvement is kept minimal, as
validation is only required when global constraints are impacted.

As aresult, each node self-regulates itself with minimal coordi-
nation overhead (as shown in Sec. 6.2.2) < 0.8% CPU and < 2KB/s
control traffic per node, using localized metrics and neighborhood
insight to maintain system balance. This decentralized scheme com-
plements the global controller and enables Meerkat to scale across
large, volatile environments.

4 GLOBAL REPLICATION

Meerkat’s global controller is responsible for ensuring system-wide
fault tolerance through intelligent replica placement. Unlike tradi-
tional systems that either pause execution during failures or rely
on costly backups, Meerkat proactively replicates operators along
disjoint paths in the network. These global decisions are made during
query deployment and adjusted at runtime to account for device
heterogeneity and network volatility.

The goal of global replication is to preserve end-to-end availabil-
ity and throughput in the face of failures without overprovisioning.
To this end, Meerkat strategically places redundant operators across
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the resource topology to create fault-isolated execution paths. These
placements must obey constraints on resource capacity, path dis-
jointness, and network connectivity to ensure both resilience and
efficiency.

We formalize this as the Replicated Operator Placement Problem
(ROPP), a constrained variant of the classic operator placement prob-
lem. ROPP captures the global replica placement challenge as an
optimization task that balances communication cost, fault isolation,
and device constraints. We present this problem next (Section 4.1),
followed by our deployment-time and runtime placement strategy
(Section 4.2), and finally show how correctness is preserved during
replicated execution (Section 4.3).

4.1 Placement Problem

In IoT-based SPEs, efficient operator placement is crucial due to de-
vice limitations, network constraints, and real-time latency demands
(24,27, 28,47, 74). We define the Replicated Operator Placement Prob-
lem (ROPP) as a specialized extension of the commonly studied
operator placement problem [22]. The operator placement problem
generally deals with assigning operators in a dataflow (or query)
DAG to a set of resources (e.g., edge or cloud nodes) to minimize a
cost function (e.g., communication overhead or processing latency)
subject to resource constraints.

As in the general operator placement formulation, ROPP con-
siders a global resource topology, a dataflow DAG representing the
query, and an optimization objective such as minimizing communica-
tion overhead or avoiding resource overutilization [2, 22]. However,
ROPP extends the classic model by incorporating fault tolerance
constraints. Specifically, it assumes that the placement of primary
operators is already determined, for example by a greedy strategy
such as Bottom Up planning [61], and focuses on selecting valid
locations for their replicas. To ensure resilience, each replica must
be placed along a data path that remains physically disjoint from
the path of its corresponding primary. This disjointness is crucial to
prevent a single failure from simultaneously affecting both instances
of an operator [42, 49].

Formally, let Gapp = (Vapp, Eapp) denote the query plan DAG
(covering both primary and potential replicated operators) and
Gres = (Vzes, Eres) be the resource DAG (representing IoT devices,
their capacities, and network links). Given a set of operator replicas
Vieplica C Vapp and an existing placement for Vapp \ Vieplica, ROPP
seeks a mapping:

1)

that assigns each replica i to exactly one valid node u, respecting the
following constraints.

C1. Path Disjointness. Each replica operator must be placed so
that its end-to-end path 7; = (vg,e1,01,....€x,0x ) to the sink shares no
edge with the path m;» of the corresponding primary operator i’, i.e.,

@

C2. Resource Capacity. Device resource limits must not be ex-
ceeded. Let r; denote the resource demand of operator i and Ry, the
capacity of node u:

x=(Xiu), 1€ Vieplica Y€ Vres

miNry =0, Vie Vreplica

Z Xiu i <Ry, VYu€Vies (3)

1€ Vapp



C3. Topology-Aware Resilience. Each replica must be placed so
that a valid source—sink path exists through the hosting node, even
under a dynamic hierarchical topology. If fewer than two disjoint
paths are available at placement time, the system may attempt to
spawn an ephemeral link to create one. Let 7(u) denote the set of
edges on the sink-bound path through node u, and let p(i) and p(i")
be the replica and its primary, respectively. Let n(u) = 1 if node u
supports ephemeral link creation:

Xiu=1= [(n(u) Nx(u')=0) vn(u)= 1], Vi€ Veeplicas u’ =primary (i)

©
This ensures that the selected placement can maintain fault iso-
lation via disjoint paths (C1) even under changing topologies, by
adapting path structure if necessary.
C4. Unique Assignment. Every replica must be assigned to one
and only one device:

Z xiu=1, Vi€ Vreplica

i
UEVies

®)

This constraint ensures that replicas r are placed on separate
devices to preserve fault isolation, as co-locating them would un-
dermine resilience in volatile cloud-edge environments. While our
current model assumes r =1, Meerkat can be extended to higher repli-
cation factors r > 1, e.g., based on the number of available disjoint
source—sink paths, to improve availability at the cost of increased
duplicate detection and coordination overhead.

C5. Binary Decision Variables. Each placement decision is binary:

Xiu€{0,1}, Vi€ Vapp, ueVig (6)
We define a cost function:
F(x)=wn-N(x)+wp-P(x) (7)

where N(x) is the total communication overhead induced by the
operator placement, P(x) captures penalties for resource overuti-
lization, and wy, wp tune their relative weights.

Exact solutions to ROPP are computationally intractable at scale.
Classical methods like Integer Linear Programming (ILP) [2] are
impractical in large, dynamic IoT networks due to their global state
assumptions. Heuristics like Genetic Algorithms or Simulated An-
nealing [32, 54, 55, 70] often require domain-specific tuning and
cannot easily enforce disjoint path constraints. We therefore adopt
a two-stage solution strategy in Meerkat. In the first stage, a light-
weight Breadth-First Search (BFS)-based algorithm assigns replicas
to ensure disjoint paths whenever feasible. In the second stage, a
local refinement heuristic adapts placements to respond to capacity
shifts or transient failures without requiring full re-optimization.
Our hybrid strategy achieves only minor placement overhead com-
pared to heuristic approaches, while significantly outperforming
cost-based placement strategies (see Section 6.4.2).

4.2 Replicated Operator Placement and Offload

In an IoT-based SPE, efficiently placing replicated operators across
a large-scale and dynamic network is crucial for enhancing fault
tolerance without overloading the system. For this purpose Meerkat
uses GRM that performs a two-stage procedure: (i) one-shot ini-
tial placement at deployment time and (ii) task offload at runtime
whenever a device becomes overloaded.
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Algorithm 1 Replica placement (initial deployment)

1: function REPLICAPLACEMENT(Gres,Gapp)
2 levels «— CoMPUTEBFSLEVELS(Gryes)
3 for each query g in Gypp do
4 paths « FINDALLPATHS(q.leaf ,q.sink,Gres)
5 if |paths| <2 then
6 paths « TRYSPAWNLINK(paths, levels)
7 if |paths| <2 then
8 warn: newNodeRequired()
9 continue
(p1,p2) < PickTwo(paths)
PLACEPRIMARY(p1,q); PLACEREPLICA(p2,q)

10:
11:

12: return success

Initial Placement: Establishing a starting point that considers IoT
network constraints is a crucial step, as it affects the search space
traversal and optimization. Therefore, our GRM uses the placement
calculated by the Bottom-Up strategy as the initial state. The Bottom-
Up strategy is a common, heuristics-based approach which greed-
ily pushes operators towards the data sources and thus minimizes
inter-device traffic in tree-shaped topologies [61]. The heuristic exe-
cutes in O(|Eres|) time, so the initial placement is computed in linear
time with respect to the physical links.

The GRM then guarantees at least two disjoint source-sink routes
for every query. Algorithm 1 (Line 2-12) shows the BFS-based proce-
dure. Lines 4-9 enumerate all existing paths between the leaf and the
sink. If fewer than two exist, Line 6 attempts to TRYSPAWNLINK, i.e.,
attachtheleaftoanode onanother BFSlayer. If that fails, Line 8 warns
the administrator that an additional device must be added. Finally,
the two routes are selected (Lines 10-11) and the primary and replica
operators are placed accordingly. Because the algorithm touches
every vertex and edge at most once, it runs in O(|Vzes|+|Eres|)-

The Bottom Up start state narrows the search space, while the
BFS refinement helps avoid poor local choices by systematically ex-
ploring alternative routes level by level. While this heuristic does not
guarantee globally optimal placements in all topologies, it often finds
short disjoint paths early and balances efficiency with placement
quality in practice.

Task Offload. After deployment, load fluctuations or incorrect
initial assumptions may still cause individual devices to become
overloaded. In such cases, the affected worker requests an offload
from the coordinator, proposing a candidate node to take over part
of its subquery. Algorithm 2 outlines this process.

First, IsSREACHABLEFROMPINNEDNODES ensures that the proposed
candidate node lies on a valid route from the pinned source to
the pinned sink. If it is unreachable, the offload fails immediately
(Lines 2-3). Next, on Lines 4-6 1sD1sJoINT checks whether migrating
the sub-query to candidate would overlap with the existing replica
path. If so, the coordinator attempts to spawn a new link at the same
or higher BFS level, mirroring the logic used during initial place-
ment. If this still fails to preserve two distinct routes, the offload is
rejected (Lines 7-8). The GRM then demands the worker to send an
alternative candidate for the offload.

Each reachability and disjointness test is at most O(|Eyes|), and
the actual migration is dominated by state transfer time, which we
evaluate in Section 6.



Algorithm 2 Candidate verification and task offload

1: function OrrLoaDTAsk(subQuery, cand)

2 if not 1SREACHABLEFROMPINNEDNODES(cand, subQuery)
then

3: return fail( candidate unreachable )

4 if not 1sD1sjoINT(cand,subQuery) then

5 if not TRYSPAWNLINK(cand) then

6: return fail( no disjoint route )

7: STOPSUBQUERY(subQuery.originWorker)

8: REDEPLOYSUBQUERY(cand,subQuery)

9: return success

Once a replica is successfully placed, both the primary and redun-
dant operators process data concurrently. This naturally results in
duplicated outputs at the sink. To ensure correct query semantics,
Meerkat integrates a lightweight detection mechanism that filters
out such duplicates, as detailed later in Section 4.3.

4.3 Correctness in Replicated Execution

Meerkat ensures exactly-once* semantics in case of non-failing data-
producing sources by suppressing duplicate outputs from replicated
operators and enabling safe recovery without replay. This requires
filtering redundant outputs at the sink and aligning the recovered
state with global progress.

Each tuple 7 carries an origin ID idp, a monotonically increasing
sequence number seq, and an event-time timestamp wg. Operators
in Meerkat process data in an event-driven fashion: input updates
state, and output is triggered only once watermarks advance far
enough to close a window or join. Each operator maintains state per
origin, updated strictly in seq order.

To restore logical order, Meerkat applies in-order processing only
at stateful operators and at the final sink. Each operator employs
a multi-origin watermark processor that buffers updates per idp in
a priority queue and applies them only when seq, =last seen+1.
This blocks progress on gaps and ensures consistent per-origin state.
Aggregations trigger only when all inputs have passed a watermark.
Join outputis produced only after both sides are watermark-complete.
This guarantees that no partial or invalid results are emitted.

The sink suppresses duplicates by tracking the highest seq, seen
per origin. Incoming tuples with lower or equal seq, are discarded,
eliminating redundant outputs from replicas.

When a primary fails at s, a shadow replica continues to s,. A
new instance resumes using the shadow’s state, aligning to s, and w,
piggybacked from the sink. It sets seq, = s, +1, updates its water-
mark to wy, clears buffered tuples, and suppresses the first output
to avoid duplicating partial aggregates. It then proceeds with fresh
input, mirroring the replica’s behavior.

For example, if the primary failed after tuple 5 and the replica
reached tuple 11, the sink provides s, =11 and w, =8. The recovering
operator skips to seqp =12, adopts watermark 8, and processes only
new tuples.

This strategy covers both early and late failure cases. If the failure
occurs before output, the residual state is bypassed. If it occurs after,
duplicate output is prevented by emission suppression.
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Proof Sketch. Let S(t) be the operator state before processing 7.
Since state evolves deterministically from ordered input and water-
mark progression, output is uniquely defined.

Arecovering operator starts from S(sy), resets seqp =sr+1, wo =
wr, clears inherited buffers, and suppresses its first output.

This ensures: (1) already-processed data is skipped, (2) no result
is emitted until progress advances, and (3) state/output remains con-
sistent with the replica. Thus, Meerkat guarantees exactly-once*
semantics across failure scenarios.

5 LOCALLOAD BALANCING

The highly dynamic nature of IoT deployments introduces transient
failures, heterogeneous device capabilities, and fluctuating latencies
that can overload some devices while leaving others idle. Meerkat
addresses these challenges with LLB protocol that continuously
adapts task distribution to runtime conditions. It comprises three
mechanisms: threshold-aware redistribution to handle local over-
loads (Sec. 5.1), hierarchical knowledge propagation to coordinate
across volatile topologies (Sec. 5.2), and replication-aware slot migra-
tion to maintain correctness during reconfiguration (Sec. 5.3). While
these mechanisms govern load balancing decisions and coordination,
Meerkat delegates actual deployment and migration of tasks to the
underlying SPE.

5.1 Threshold-Aware Load Redistribution

To handle load volatility in IoT environments, Meerkat employs a
threshold-based redistribution model that dynamically identifies
overloaded nodes and selects a candidate for task migration. Inspired
by techniques used in structured peer-to-peer systems [62] and slot-
based schedulers like Flink [20], Meerkat subdivides each device
into logical slots. Each slot corresponds to a processing task and is
monitored independently.

We define the normalized load of a device L; as the average of its

slot loads:
Z load(s),

SES;

1
s ©
where S; is the set of slots on device i, and load(s) denotes the aggre-
gated resource pressure observed on slot s.

Meerkat’s load function is configurable and designed to support
heterogeneous resource indicators such as CPU utilization, memory
usage, I/O pressure, or energy consumption. These metrics are first
normalized to a common scale (e.g., relative to hardware limits or
platform-specific baselines) and then combined into a weighted sum:

load(s) = “wj-m;(s),
7

where m;(s) is the normalized value of metric j for slot s, and w;j is
its corresponding weight. The weights can be set statically based on
domain knowledge or adjusted dynamically depending on system
priorities.

In our current implementation, which is tailored to resource-
constrained edge deployments, we focus on memory consumption
and runtime latency. Specifically, we track the available buffer capac-
ity and latency as primary indicators of overload. This setup allows
Meerkat to detect both memory saturation and performance degra-
dation. The resulting load score L; is then compared to a predefined



Algorithm 3 Slot migration protocol executed on each worker

1: function SLorMoveEMENT(slot)
2 if slot.isHeavy() then
3 topC « {}
4 for each node e swarm do
5 if node.isLight() then
6 topC.add(node)
7: artifacts « bufferStorage.getArtifacts(slot)
8 for each node e topC do
9: if node.isActive then
10: notifyReplicationManager(slot,node)
11 transfer(artifacts,node)
12: return true
13: return false

threshold to determine whether the node is considered overloaded.
In particular, a device is considered heavy if L; > T, where T is a
threshold derived from the device’s hardware profile or configured
empirically. When a node exceeds this threshold, the system executes
the following redistribution protocol:

e Primary strategy: Migrate the lightest task t such that
Li—load(t) <T.

o Fallback strategy: If no such t exists, migrate the heaviest
task to reduce peak load.

e Safety check: Ensure target node ¢ satisfies Ly+load(t) <T.

This conservative transfer scheme minimizes unnecessary migra-
tions and avoids ping-pong effects, which are known to destabilize
load balancing in edge environments [10]. By redistributing tasks
that relieve hotspots while not overwhelming offload candidates,
Meerkat achieves a stable system state under continuous workload

shifts.

5.2 Hierarchical Knowledge Propagation

Effective task redistribution in IoT deployments requires both fast re-
actions to overloads and proactive anticipation of future imbalances.
Meerkat achieves this by propagating load and status information
through a hierarchical mechanism that combines reactive local com-
munication with predictive global updates.

At the core of this design is the concept of a Swarm (see Sec. 3.3),
a dynamically maintained local neighborhood that gives each node
partial visibility into the system. This structure allows Meerkat to
make localized decisions even in large-scale deployments, where
full-system coordination introduces bottlenecks.. Each node builds
its Swarm based on its topology position and available metadata from
the coordinator. The Swarm may include 1-hop parents, children,
and siblings in the dataflow graph. A larger Swarm increases the
chances of finding viable offload targets but also raises the mainte-
nance overhead due to more frequent status exchanges. The size and
update frequency of the Swarm are therefore configurable parame-
ters, enabling system designers to trade off between responsiveness
and communication effort.

Direct Propagation (Local Feedback): Swarm neighbors exchange
local load metrics using low-latency links, enabling fast, decentral-
ized responses to emerging imbalances. This peer-to-peer commu-
nication forms the first tier of Meerkat’s knowledge propagation.
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Upon detecting a threshold violation in its local load metrics:

(1) A node issues a direct feedback message to its upstream pro-
ducers, requesting a reduction of input rate or a temporary
suspension of data.

Simultaneously, it contacts a set of Swarm neighbors to ex-

plore immediate offload options, such as rerouting part of

the task or replicating the execution locally.

(3) The Decision Manager on the overloaded node collects the
status of contacted neighbors and selects a suitable mit-
igation strategy, i.e., triggering an offload request to the
coordinator.

@

This proximity-based mechanism acts as a fast-response strat-
egy that contains localized overloads before they propagate further.
By relying on direct neighbor knowledge, it reduces coordination
overhead and enables swift mitigation.

Indirect Propagation (Predictive Coordination): For network-wide
optimization, Meerkat maintains a coarser, multi-hop view of re-
source status. While direct propagation focuses on real-time feedback
from immediate Swarm neighbors, indirect propagation provides
amulti-hop, delayed view of the wider system state.

In this mode, each device periodically aggregates and forwards
compact summaries of its load metrics to a configurable subset of
more distant peers. If no immediate offload target is available, this
mechanism also allows overloaded nodes to issue feedback messages
to more distant upstream devices, requesting a reduction in output
rate (so-called backpressure handling). This serves as an additional
mitigation strategy when local options are exhausted.

Unlike direct propagation, which enables immediate mitigation
of localized issues, this indirect channel is less reactive (i.e., not
event-driven but periodic) and trades responsiveness for global fore-
sight. It helps prevent cascading overload chains that arise when
local decisions are made without broader context. By combining
both strategies, Meerkat balances short-term responsiveness with
long-term planning.

5.3 Slot Migration

To dynamically redistribute workload under overload conditions,
Meerkat drives the migration process by selecting which slot to of-
fload and identifying suitable target devices based on current load
and topology. This migration logic is tightly coupled with the GRM to
ensure that every offload decision preserves consistency and respects
global replication constraints.

Algorithm 3 outlines the migration procedure. The worker first de-
tects whether a slot has become overloaded (Line 2). Upon overload,
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Figure 5: CPU, network, and memory utilization during stateful queries submission in NES and Flink.

it searches its Swarm neighborhood for lightly loaded and reach-
able peers (Lines 3-6). Candidate devices are ranked by load and
topological proximity, favoring targets that reduce migration delay
and inter-device communication. While Meerkat uses this simple
distance-aware heuristic, other strategies such as load prediction,
history-based stability, or centralized optimization have been ex-
plored in prior work on stateful operator migration [21, 41, 50, 71].
Meerkat’s design trades generality for speed and deployability in
resource-constrained IoT environments.

Once candidates are selected, the worker collects the runtime
artifacts of the slot (Line 7). These include buffered input, watermark
and sequence tracking metadata, and the internal operator state. This
information forms the slot’s complete execution context and is re-
quired to resume processing without data loss or semantic violations.
This information is passed to the SPE, which handles the transfer
and ensures correct operator restoration on the destination device.

The worker theniterates through the ranked candidate list (Line 8).
For each active target node, the Decision Manager first contacts
the GRM to verify that migrating the slot to this node preserves
replication invariants (Line 10). If the GRM approves, the migration
proceeds (Line 11). The protocol then returns success (Line 12).

If the target is inactive or the GRM rejects the transfer, the worker
continues scanning the remaining candidates. The migration fails
gracefully only after all candidates have been tried (Line 13). Meerkat
does not support dynamic repartitioning of oversized tasks. When no
offload target can absorb a heavy task, it issues backpressure signals
to upstream operators. Future extensions could integrate partition-
aware approaches to enable task splitting or multi-node replication.

6 EVALUATION

In this section, we experimentally evaluate Meerkat in NES. In Sec-
tion 6.1, we introduce our experimental setup. After that, we present
three sets of experiments. First, we evaluate the resource efficiency
of Meerkat in NES and compare it to the other approaches in state-
of-the-art SPEs (Sec. 6.2). Second, we analyze the impact of Meerkat
with different hyperparameters on the system’s throughput and
latency (Sec. 6.3). Third, we explore the decision time of Meerkat on
large-scale topologies (Sec. 6.4).

6.1 Experimental Setup

We run our experiments on four types of hardware. Type A: a Linux
server withan AMD EPYC 7742 2.25GHz CPU (64 physical cores) and
1TB of main memory. Type B: a hierarchical cluster of eight Linux
servers with 2 Intel Xeon Silver 4216 2.20 GHz CPU (32 physical
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cores), 500 GB of main memory, and 100 Gbit Infiniband connection.
Type C: 256 Rasberry Pis united into a Kubernetes cluster. Each node
is equipped with two virtual CPUs (vCPUs) at 1.2 GHz, 2 GB RAM,
and 10 GB disk space. Type D: Raspberry Pi 4 Model B with 1.5 MHz
Quad-Core, 2GB RAM.

6.1.1  Workloads. To evaluate performance across diverse opera-
tor demands, we select five NEXMark queries [72]: NxQo, NxQ2,
NxQ4, NxQg, and NxQg. These span stateless, stateful, and join-
based operators with varying resource profiles [19, 39, 47, 50, 53].
Aggregation windows are limited to 4s due to device memory con-
straints. NxQy is a stateless pass-through query that we use as a
throughput baseline. NxQ3 is a CPU-bound filter on auction IDs.
NxQ4 performs windowed aggregation with moderate memory use.
NxQg extends this with overlapping windows and time tracking.
NxQs is a count-based join between person and auction streams
and is the most memory-intensive. Together, these queries model
common streaming patterns and allow us to assess Meerkat under
varied compute and memory loads.

6.2 System Comparison

In this section, we compare Meerkat’s performance against other
state-of-the-art fault tolerance (FT) solutions in environments with
constrained resources. The baseline systems employ different fault
tolerance mechanisms. Flink [19] uses coordinated checkpointing
with periodic snapshotting and recovery via input replay. Heron [48]
follows a passive standby model, where failed tasks are relaunched
on idle containers. Frontier [59] uses active replication, executing
multiple copies of each operator and switching to a replica upon
failure. Our experiments focus on four aspects: recovery downtime
(Sec. 6.2.1), resource utilization (Sec. 6.2.2), throughput (Sec. 6.2.3)
and scalability overhead (Sec. 6.2.4).

6.2.1 Recovery Downtime. This experiment measures how Meerkat,
Frontier [59], Heron [48], and Flink [19] recover from a single worker
failure. We deploy the stateless query NxQg on three Type D devices,
using two as worker nodes and one as a master node. At time 0, we
fail one worker and observe the systems’ relative throughput (%)
over time, capturing how each fault tolerance approach responds
to the disruption.

Results. Figure 4 presents the throughput over time for Meerkat
(==), Frontier (=), Heron (m=), and Flink (==) following the failure
at t = 0. Meerkat shows only a brief 22% throughput drop for ap-
proximately 3 sec, then returns to 100%. In contrast, Flink pauses the
entire job for 5 s, dropping throughput to 0, while it restarts the failed



worker. Heron exhibits similar behavior with longer downtime (10 s),
resulting in a complete throughput stall for that interval.

Frontier, which also deploys parallel processing similar to Meerkat,
never fully stalls at 0%. But its throughput hovers between 60% and
40% for about 30 s before stabilizing around 60%. Because Frontier
lacks a built-in mechanism to restart the failed worker, it cannot
recover to full capacity, persisting at reduced throughput. In con-
trast, Meerkat both avoids a total throughput drop and rapidly scales
back to 100% after its quick recovery phase. Overall, these results
underscore Meerkat’s ability to handle worker failures with zero
downtime and maintain high throughput in resource-constrained
IoT deployments.

6.2.2  Resource Utilization. In this experiment we explore how fault
tolerance influences CPU, memory, and network usage in a resource
constrained setting. The experiment deploys the stateful query NxQ4
multiple times on three Type D devices, each providing 3.5 GB of
RAM. One device functions as a Coordinator (or Master), and two
others host a Worker. All three orginize a sequential topology. We
analyze NES (with == and without == Meerkat) and Flink (with
and without =m its default FT), observing how many queries can be
launched before hitting resource exhaustion. Each x marks a success-
ful query deployment (NES and Flink without FT), while X indicates
a failed deployment due to resource exhaustion (Flink with FT).

Results. Figure 5 compares CPU, network, and memory usage
over time. For CPU usage, NES can deploy 102 queries successfully
without FT. With Meerkat the optimizer continues to admit work: at
t~450 s the worker that hosts the aggregation starts offloading the
next three queries to a neighboring device, after which we stop sub-
mitting further load. In both NES runs no failure occurs. By contrast,
Flink manages 14 queries without FT and fails on the 11-th query
when FT is enabled.

Figure 5a shows that NES with Meerkat keeps CPU utilization at
around 26-32%. Enabling FT in Flink increases CPU pressure from
40% to 55% on average, with utilization reaching 95% just before the
system crashes (Figure 5d). Although additional monitoring, dedupli-
cation,and heartbeat messages might have increased NES’s CPUload,
the CPU overhead remains negligible due to the small Swarm size
and the streamlined implementation of deduplication (Section 4.3).

Regarding network utilization, Flink requires about 25% more
bandwidth under FT than without FT, mainly because it transfers
large checkpoint snapshots to the coordinator (Figure 5e). NES, on
the other hand, shows only a ~ 28% increase with Meerkat, driven
by periodic status updates rather than bulk checkpoints. The spike
around t ~ 450 s in Figure 5b corresponds to Meerkat’s load balancing
protocol probing peers as saturation approaches and the consequent
state offload.

Memory usage follows the same trend. NES consumes just ~ 6%
more memory with Meerkat’s FT enabled, compared to 16% for Flink.
As shown in Figure 5c, Meerkat’s proactive offloading keeps the
device below the 3.5 GB limit. Starting from ¢ ~ 530 s we observe
three small drops, which indicate the offload of the partially con-
structed state of newly arrived queries. Meerkat in time notices the
potential device overload and proactively moves the task to one of
its neighbors. Enabling FT in Flink increases the size of in-flight
checkpoint data, pushing memory usage beyond the 3.5 GB limit
and triggering failure (Figure 5f). Overall, this experiment highlights
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that determining the right time of task offloading is crucial to keep
the system performance and avoid underprovisioning.

6.2.3  Throughput Comparison. We finally compare overall through-
put among Flink [20], Heron [48], Frontier (with r =2) [59], and NES
(with Meerkat) on Type C hardware using the CPU-bound NxQ3
workload. The topology has three layers: a single source layer, an in-
termediate processing layer, and a sink layer. Meerkat’s monitoring
interval is set to 1 s, while Flink and Heron rely on passive standby
for fault tolerance, and Frontier uses active standby.

Results. Our results reveal that NES with Meerkat processes
around 1.84 million tuples per second. In contrast, the other sys-
tems reach significantly lower throughput: Frontier peaks near
26 k tuples/s, Flink around 30 k, and Heron near 34 k. Part of NES’s
speedup stems from its code-generated operator pipelines [78],
which efficiently exploit modern hardware and minimize runtime
overhead. In addition, Meerkat’s lightweight decentralized FT ap-
proach, based on short-range monitoring and deduplication, main-
tains high throughput despite failures or load imbalances. In contrast,
JVM-based Flink, Heron, and Frontier, running on Raspberry Pis with
minimal memory, struggle with garbage collection overheads and the
monolithic checkpoint or replication protocols. As a result, these sys-
tems cannot match NES’s throughput in constrained edge scenarios.

Our results confirm that a hybrid fault tolerance strategy, com-
bined with efficient operator pipelines, is well-suited for resource-
limited IoT deployments.

6.2.4  Scalability Overhead. This experiment examines the through-
put degradation observed in Figure 1 by reporting the average num-
ber of available buffers at the source worker (furthest from the coor-
dinator) and the median latency at the coordinator for each protocol
and depth. Results are shown in Figure 6.

Results. UB and AS show a steep decline in average buffer avail-
ability as depth increases. UB drops from 6956 at depth 2 to 1639 at
depth 8, with a low of 625 at depth 6. AS falls more sharply, from
6506 to 253, already reaching 638 at depth 4. This confirms that as
acknowledgment delays grow with depth, output buffers accumulate
throughout the path. In contrast, NONE and Meerkat remain stable
across all depths, with buffer availability increasing slightly from
6733 and 7495 at depth 2 to 7556 and 7668 at depth 8, indicating no
backpressure buildup.
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Figure 7: Indirect vs. Direct knowledge propagation.

Coordinator latency for CH rises from 4116 ms at depth 2 to 5861
ms at depth 8, reflecting the increasing cost of serializing and trans-
mitting snapshots in the absence of shared storage. NONE, UB, and
AS remain under 350 ms at all depths. Meerkat also stays consis-
tently low, rising moderately from 190.5 ms to 346.0 ms. These results
confirm that UB and AS are limited by memory, CH by centralized
coordination delays, while Meerkat stays stable.

6.3 Meerkat Configuration Impact

In the following, we study the impact of Direct vs. Indirect knowl-
edge propagation on propagation time (Sec. 6.3.1) and topology size
on the time distribution during task movement (Sec. 6.3.2).

6.3.1 Knowledge Propagation. In this experiment, we measure the
duration to propagate load-related information across a varying
numbers of devices arranged in a sequential (chained) topology. We
consider chain lengths ranging from 2 to 128 nodes, all of Type D hard-
ware. Meerkat provides two strategies for knowledge propagation:
direct and indirect approaches (see Section 5.2). We measure the total
time needed for aload alert originating at the first node in the chain to
reach the final node, thus capturing worst-case propagation latency.

Results. Figure 7 illustrates how propagation delay scales with
the number of hops in a linear chain for both direct and indirect
communication modes. Both approaches show approximately linear
growth, reflecting how each additional hop contributes incremen-
tally to the total propagation time. Across all chain sizes, direct prop-
agation is consistently faster. For example, at 16 hops, it completes
in approximately 4000 milliseconds, compared to 7000 milliseconds
for indirect propagation. At 128 hops, direct updates require about
20 seconds, while indirect updates take around 45 seconds.

These results highlight the latency advantage of direct communi-
cation when disseminating status updates across the network. In con-
trast, the indirect mode, although slower, remains useful for maintain-
ing broader system knowledge and informing long term planning.
Accordingly, Meerkat adopts a combined strategy. It prioritizes direct
updates for responsive local decisions while using indirect propaga-
tion to support coordinated adjustments across the wider network.

6.3.2 Task Movement. In this experiment, we evaluated the perfor-
mance overheads of different system components when handling
varying numbers of device requests. We specifically measure the
time taken for four key operations: Neighbor Selection, Candidate
Verification, Query Reconfiguration, and Task Movement. We use a
diamond-shaped topology (two paths connected by one source node
as leaf and one coordinator node as root) with 4, 8, 32, 64, and 128
devices. We run this experiment on the Type A hardware with the
CPU-bound NxQ, workload.
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Results. Figure 8 presents the stacked bar chart illustrating the
contributions of each component to the task movement latency un-
der different request loads. Notably, the task movement component
dominates the latency profile. For example, at four requests, task
movement accounts for 6567 ms, whereas at 128 requests, it rises
significantly to 12937 ms. In contrast, the neighbor selection time
remains constant at 1 ms across all cases, and the candidate verifica-
tion time shows only modest variation. The query reconfiguration
time increases progressively from 2 ms at four requests to 24 ms at
128 requests, highlighting a scaling overhead in decision-making as
the load increases.

These findings underscore that while the core decision and verifi-
cation processes incur minimal delays, the task movement process is
the primary contributor to overall latency, particularly as the number
of device requests grows. This insight is critical for guiding further
optimizations, particularly in scenarios where rapid reconfiguration
is necessary under heavy load conditions.

6.4 Overhead

In this set of experiments, we estimate the overhead of Meerkat
in NES. Specifically, we show how different monitoring frequency
influences various workloads (Sec. 6.4.1) and compare Meerkat’s
placement time to other placement strategies (Sec. 6.4.2).

6.4.1 Various Workloads. In this experiment, we assess the impact
of monitoring frequencies 1, 100, and 1000 ms on five NEXMark
queries: NxQo, NxQ2, NxQ4, NxQg, and NxQg. NES is deployed on
a diamond-shaped topology with six workers (four intermediate,
one source, one Coordinator), where the Coordinator runs on Type A
hardware and the Workers on Type B. We measure throughput and
latency at the final sink.

Results. Figures 9(a) and 9(b) show that NxQp, NxQ2, and NxQ4
achieve stable throughput and latency across all monitoring fre-
quencies. NxQy, which performs aggregation, shows 47% lower
throughput than NxQp due to added processing. NxQ, a sliding
window aggregation, is more sensitive: its throughput increases
from 4.8k to 446k tuples/sec as monitoring frequency decreases. This
reflects the cost of maintaining overlapping windows under frequent
monitoring. NxQg, a count-based join, maintains stable throughput
but shows greater variance in latency.

These results indicate that Meerkat supports diverse workloads ef-
ficiently, though some operators benefit from tuning the monitoring
frequency.
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6.4.2  Placement Time. To assess the placement time of Meerkat, we
conducted an experiment using data from the OpenCellid database
[4]. Specifically, we extracted information about LTE, GSM, and
UMTS towers located in Berlin, where LTE has 16147, GSM 29757,
and UMTS 43602 towers as an example of a running IoT-based SPE.
Based on each tower type, we construct a global worker topology
within NES and measure Meerkat, heuristic Bottom-Up (it pushes
computation as much to the edges as possible), and cost-based ILP
operator placement strategies.

Results. The ILP approach, which attempts to optimize multiple
constraints simultaneously, times out under the tested workloads.
In practice, we observe that even for the smaller LTE topology. In
contrast, the Bottom-Up algorithm and the Meerkat approach sig-
nificantly reduce decision time. Bottom-Up places and configures
operators in roughly 241 seconds for LTE, 500 seconds for GSM,
and 1861 seconds for UMTS. In contrast, Meerkat requires about
267 seconds for LTE, 600 seconds for GSM, and 2034 seconds for
UMTS. By focusing on a smaller set of objectives than ILP, these
heuristic algorithms streamline the placement process and avoid ex-
ponential blowups in decision time. Overall, Bottom-Up and Meerkat
deliver near-optimal operator placement while performing orders
of magnitude faster than the exhaustive ILP approach.

7 RELATED WORK

Fault tolerance has been studied extensively in centralized engines,
sensor networks, edge platforms, and decentralized systems. How-
ever, most existing solutions assume resource-rich environments or
static topologies, limiting their applicability to dynamic and hetero-
geneous [oT deployments.

Cloud-based SPEs. Engines like Aurora [5], TelegraphCQ [23],
Flink [19], and Heron [48] rely on checkpointing or active standby
under assumptions of reliable connectivity and infrastructure. Later
systems such as Chi [52], Rhino [53], and Megaphone [41] introduce
incremental migration and lightweight reconfiguration, but still
depend on centralized coordination. More recent approaches like
Clonos [69] and CheckMate [68] explore decentralized checkpoint-
ing to reduce coordination overhead, yet still assume stable nodes
and reliable storage. In contrast, Meerkat targets volatile networks
and constrained devices. While retaining a central coordinator for
placement, it decentralizes failure handling through local propaga-
tion and on-device failover, enabling progress under disconnections
and heterogeneous conditions.

Wireless Sensor Networks. Systems like TinyDB [51] and
Cougar [75] optimize energy use via in-network aggregation but
support only static topologies and basic queries. They are not suited
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Figure 10: Decision time for the Berlin cell tower dataset.

for stateful or dynamic workloads. Meerkat supports expressive,
reconfigurable execution across volatile nodes while maintaining
exactly-once guarantees.

Peer-to-peer SPEs. Structured overlays [62] and swarm-based
clustering [36] offer decentralized routing and load balancing, toler-
ating churn for stateless tasks. However, they lack coordinated state
handling and recovery support. Meerkat builds on these ideas, ex-
tending them to stateful workloads through coordinated migration
and deduplication.

Edge-based SPEs. Platformslike Frontier [59], AzureIoT Edge [3],
and AWS Greengrass [1] support edge execution but rely on cloud
controllers and do not ensure continuous recovery. SEEP [34] and
SDG [33] enable operator migration but assume uniform resources.
Dhalion [35] and DS2 [45] monitor load but offer limited failure re-
silience. Meerkat integrates lessons from these systems into a hybrid
model with faultisolation, zero-downtime failover, and decentralized
scaling for multi-layered IoT networks.

8 CONCLUSION

This paper introduces Meerkat, a fault tolerance protocol designed
for large-scale distributed sensor data processing that encapsulates
sensor, edge, and cloud environments, such as the IoT. Meerkat fo-
cuses on sustaining high throughput and minimizing downtime by
combining partial decentralization with real-time reconfiguration
of operator replicas. Meerkat is based on three key ideas: first, a
unified load metric allows it to adapt fault tolerance replicas accord-
ing to each node’s capacity, which is critical for environments that
combine low-power sensors with high-end servers. Second, it incor-
porates a hybrid replication strategy, enabling multiple parallel data
paths while avoiding the coordination pitfalls of centralized fault
tolerance. Third, it continuously updates resource awareness at run-
time, quickly reassigning tasks when devices exceed their resource
capacity.

Our evaluation confirms that existing approaches frequently yield
dataloss, excessive coordination overhead, and poor scalability when
confronted with the latency variability of an IoT environment. By
contrast, Meerkat’s lightweight load balancing and dynamically
placed fault tolerance replicas achieve zero-downtime and up to
an order of magnitude higher throughput than state-of-the-art ap-
proaches. This positions Meerkat as a foundational solution for
high-performance, failure-resilient streaming in heterogeneous IoT
environments.
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