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ABSTRACT

When creating public data products out of confidential datasets,
inferential/posterior-based privacy definitions, such as Pufferfish,
provide compelling privacy semantics for data with correlations.
However, such privacy definitions are rarely used in practice be-
cause they do not always compose. For example, it is possible
to design algorithms for these privacy definitions that have no
leakage when run once but reveal the entire dataset when run
more than once. We prove necessary and sufficient conditions that
must be added to ensure linear composition for Pufferfish mecha-
nisms, hence avoiding such privacy collapse. These extra conditions
turn out to be differential privacy-style inequalities, indicating that
achieving both the interpretable semantics of Pufferfish for corre-
lated data and composition benefits requires adopting differentially
private mechanisms to Pufferfish. We show that such translation
is possible through a concept called the a(b)-influence curve, and
many existing differentially private algorithms can be translated
with our framework into a composable Pufferfish algorithm. We
illustrate the benefit of our new framework by designing com-
posable Pufferfish algorithms for Markov chains that significantly
outperform prior work.
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1 INTRODUCTION

Differential privacy (DP) [15] is a gold standard in privacy protec-
tion and is deployed in many important real-world applications by
organizations such as the U.S. Census Bureau [1, 31], Uber [23, 24],
Apple [42], Meta [35, 49], Microsoft [10], and Google [16, 19, 45].
This success is not only due to differential privacy’s rigorous guar-
antees against data reconstruction attacks [13, 15] but also due to its
composition properties [25, 33]. Composition measures the total pri-
vacy loss associated with a collection of mechanisms My, ..., My
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in terms of their individual privacy losses. If each M; satisfies differ-
ential privacy with parameter €;, the combined release of all of their
outputs satisfies differential privacy with parameter € = Zil € (e,
the privacy parameter composes linearly). This property critically
allows a larger mechanism to be created out of smaller, simpler
mechanisms. Without composition, performing a privacy analysis
of a complex disclosure avoidance system becomes intractable [21].

The semantics of differential privacy use the hypothetical/coun-
terfactual world framework [43]: for every hypothetical database
D and secret about a person (e.g., the contents of one person’s
record), there is an associated counterfactual database 9’ in which
the secret has been completely scrubbed from the database. This
counterfactual database is considered a risk-free baseline for that
person, ie., any data release from the counterfactual database D’
poses no risk to that person. The differential privacy constraints
on a mechanism M guarantee that for any pair (D, D’) of the hy-
pothetical database D and any of its counterfactual databases D’,
inference about a person based on the output of M(D) would be
nearly the same as the inference based on M(D’).

However, for datasets with correlations, such a guarantee may
not be meaningful [26, 27]. For example, consider a medical dataset
D in which one person’s medical status (e.g., whether the person
has an infectious disease) can have a causal effect on others (e.g.,
they may infect close relatives, who may then go on to infect others).
Removing one person’s record creates a counterfactual database D’
that is not necessarily risk-free for that person, as other records in
the counterfactual database provide strong clues about the missing
record. For differential privacy to provide a meaningful privacy
guarantee in such cases, the risk-free counterfactual database must
be the one with all the records removed (one contagious individual
can potentially affect all records). However, ensuring that a data
release from a hypothetical database is similar to a release from
this risk-free (empty) database would entirely ruin utility.

Inferential/posterior-based privacy definitions have emerged as an
alternative privacy concept for such settings where data are corre-
lated [9, 18, 27, 46]. With these privacy definitions, the data curator
specifies a set of distributions for the dataset, and it is ensured that
a Bayesian adversary using those distributions would learn little
about any target individual. However, posterior-based definitions
are difficult to deploy in practice because they do not guarantee
composition. We show that it is possible to design a mechanism that
has zero privacy leakage under posterior-based definitions when
run once but has a good chance of revealing the entire database
(i.e., no privacy) when run more than once (Section 4).

To counter the lack of composition guarantees, we study the
following question, focusing on one of the popular posterior-based
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privacy definitions, Pufferfish [27]: what additional constraints need
to be added to Pufferfish in order to guarantee linear composition?
We prove necessary and sufficient conditions that establish a formal
link between Pufferfish and differential privacy. That is, in order
to ensure that the Pufferfish privacy parameter €., composes
linearly, one should design mechanisms that satisfy differential
privacy with some epp and translate it to Pufferfish privacy. We
show that such translation is possible through a concept called the
a(b)-influence curve, and existing differential privacy mechanisms
can be translated into composable Pufferfish mechanisms with our
framework. Our result generalizes the previous framework of Song
et al. [41], which showed the Laplace mechanism for differential
privacy can be used to achieve composable Pufferfish for Markov
networks. Thus, our work addresses a major concern hindering the
development of query-answering platforms based on Pufferfish—
currently, designing a new mechanism requires tedious manual
analyses of how it interacts with all other supported mechanisms.
Linear composition removes this bottleneck, and our theoretical
results imply that systems designers should build upon existing DP
platforms (and leverage their large library of existing mechanisms)
simply by rescaling the privacy parameter. Our contributions are:

o We show that posterior-based definitions generally do not de-
fend against privacy leakage via composition, by constructing
mechanisms that have zero leakage under those definitions when
run once yet provide no meaningful privacy when run multiple
(as few as two) times (Section 4).

e We prove necessary conditions for a Pufferfish mechanism to
ensure linear composition. Our result shows that a Pufferfish
mechanism must meet a class of inequalities that we call the
NfC constraints (Section 5), which subsume the differential pri-
vacy inequalities. We also show that only a subset of the NfC
constraints are post-processing invariant, and those subsets still
contain differential privacy-style inequalities but rule out many
others. The implication is that Pufferfish should be augmented
with differential privacy-style inequalities in order for its privacy
parameter €pyffer to compose.

We next study sufficient conditions for composition—how to con-

struct composable Pufferfish privacy mechanisms—for general

tabular datasets (Section 6). We show that if a mechanism sat-
isfies per-entry epp-differential privacy, it also satisfies epyffer-

Pufferfish privacy with a certain €,yffer, and €pyffer Will compose

linearly. We introduce a concept called an a(b)-influence curve,

which links the €,fer parameter to the appropriate epp parame-

ter. This part is a generalization of the work of Song et al. [41],

whose technique was limited to the Laplace mechanism and

Markov network priors. We also study how to make the a(b)-

curve robust to mis-specification of the data generating priors.

e We empirically compare our approach to prior work on com-
posable Pufferfish mechanisms [41] to show that we can answer
popularity queries over Markov chains with significantly better
accuracy, as our framework allows adapting other differential
privacy mechanisms that are better-suited to queries of interest.

2 BACKGROUND AND NOTATION

We use U as the set of all possible datasets, and D € U to represent
a specific dataset. The dataset will be a table where rows are records
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D Dataset
Data A random variable representing the true dataset
Uu Database domain (set of all possible datasets)
S The set of all potential secret pairs
s A potential secret
0 A prior probability distribution over datasets
© The set of all possible prior distributions
M A privacy-preserving mechanism or algorithm
€puffer  Pufferfish Privacy budget
€pp Differential Privacy budget
o) An output from a mechanism M
D,y Alow-influence part of D
Datay A random variable over D ,

Table 1: Table of Notation

and columns are attributes, except for Sections 4 and 5, whose
results do not need D to have any particular structure. We use 6 to
represent a prior distribution over datasets (e.g., a distribution that
an attacker may use to make inferences), and © for a set of prior
distributions. We let Data denote a random variable over datasets,
so that Pr[Data = D | 6] is the probability of the data curator
having the dataset D according to the prior distribution 6.

Protecting privacy in the Pufferfish framework [27] requires
specifying what needs to be protected. A potential secret s is a
statement, such as “Bob has cancer”, which should be protected
from an attacker. That is, an attacker should have difficulty infer-
ring whether s is true or not. We use the notation s(D) = true to
indicate that in dataset D, secret s is true. When potential secrets
are specified in (mutually exclusive) pairs, like (s1, s2), it means
the goal is to prevent the attacker from figuring out whether s; is
true or whether sz is true [27]. Similarly, specifying (s, —s) as a pair
means the goal is to prevent an attacker from learning whether or
not s is true. Let S denote a set of potential secret pairs that a data
curator wishes to protect.

A mechanism M is a deterministic or randomized algorithm
whose input is a confidential dataset D and whose output is sup-
posed to be a privacy-preserving data product (e.g., data summaries,
trained machine learning models, etc.). We let w denote the output
of a mechanism. The notation we use is summarized in Table 1.

2.1 Differential Privacy

A privacy definition is a set of restrictions that a mechanism M has
to follow. One of the most foundational is epp-differential privacy,
also known as pure differential privacy.

DEFINITION 1 (PURE DIFFERENTIAL PRIVACY [15]). Given a pri-
vacy parameter epp > 0, a mechanism M satisfies epp-differential
privacy if; for all pairs of datasets D, D’ that differ on the contents
of one person’s record, and all w in range(M),

Pr{M(D) = w] e Pr[M(D’) = w].

(Note: the probability is with respect to the randomness in M only.)

<

One can think of D as a hypothetical dataset and D’ as a counter-
factual dataset in which the record of one person has been replaced.
Differential privacy guarantees that inference about a person based
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on the output M(D) would be similar to inference based on M(D’).
Hence, if the person’s influence is truly eliminated in counterfactual
worlds, her privacy is protected.

Differential privacy has two important properties: post-processing
invariance and linear composition. Post-processing invariance means
that if M satisfies epp-differential privacy, and f is any postpro-
cessing function, the combined function f o M satisfies differential
privacy with the same privacy parameter epp. Linear composition
means that if My, ..., My are a sequence of mechanisms, and each
M; satisfies epp;-differential privacy, the mechanism M*, which
runs all of those mechanisms and returns their outputs, satisfies
Zf.“zl epp;-differential privacy. In this paper, when we say a mecha-
nism ensures composition, we mean it ensures linear composition
or better (sub-linear). A special variant of differential privacy that
is particularly useful for this paper is per-entry differential privacy:

DEFINITION 2 (PER-ENTRY DP). Given a privacy parameter epp >
0, a mechanism M satisfies per-entry epp-differential privacy if, for
all pairs of tabular datasets D, D’ that differ on the contents of one
attribute of one person’s record, and all © in range(M),

PrIM(D) = 0] < e PrIM(D’) = w].

The difference between Definitions 1 and 2 is that in the latter,
the counterfactual database is formed by only replacing part of
a record (the value of one attribute) instead of the entire record.
Definition 2 can naturally extend to a group of k entries, in which
case the privacy linearly degrades with k:

DEFINITION 3 (GrROUP DP). A per-entry epp-differential privacy
mechanism M achieves kepp-differential privacy for a group of k
entries. That is, if D, D’ differ by k entries, for all » in range(M),

PrM(D) = 0] < eXoP Pr[M(D’) = w].

Group DP can handle correlations in the database by considering
all the potentially correlated entries as a protected group, but doing
so often leaves too little utility; for example, when all the entries are
possibly correlated (even loosely)—as in our previous example of a
person with an infectious disease—group DP degrades the privacy
linearly with the number of total entries in the database.

2.2 Posterior-based Privacy Definitions

Unlike differential privacy, which treats datasets as determinis-
tic, posterior-based privacy definitions (e.g., [9, 18, 27, 46]) model
attackers as Bayesian reasoners who view the dataset as a ran-
dom variable. Some of our results concern posterior-based privacy
definitions in general, while others concern a specific definition
called Pufferfish privacy [27]. We first distill common properties
of posterior-based privacy, and then describe a special case called
Pufferfish privacy.

DEFINITION 4 (POSTERIOR-BASED PRIVACY PROPERTIES). A poste-
rior-based privacy definition has a privacy parameter € > 0, a set ©
of prior distributions an attacker may use, and a collection of potential
secrets {s1,s2, ... }. The definition must use these items to define a
set of restrictions that a mechanism M must satisfy. Furthermore,
if Pr(s; | 0) = Pr(s; | M(D),0) for all s; and all 0 € ©, then M
satisfies the definition with privacy parameter € = 0. That is, if the
posterior distribution of secrets is the same as the prior distribution,
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then the assessed privacy leakage is 0. Note that the probability is
taken with respect to randomness in both M and 0, and larger values
of € represent weaker privacy protections than smaller values of €.

DEFINITION 5 (PUFFERFISH PRIVACY [27]). Given a set © of priors,
a set S of potential secret pairs, and a privacy parameter €pyffer = 0,
a randomized mechanism M satisfies €,ugrer-Pufferfish privacy if, for
all pairs of potential secrets (s, sj) € S and all priors 6 € © such that
Pr([si|0] > 0 and Pr[s;|0] > 0, and for all possible outputs w,

Pr{M(Data) = w | 5;,0] < e%*fr Pr[M(Data) = w | s;, 0].

Let %
tacker thinks s; is true compared to s; being true before seeing the
data. After seeing the data, the attacker forms the posterior odds,
Pr(s; | M(D)=w,0)

Pr(s; | M(D)=w,0)"
odds are at most ePuffer times the prior odds, i.e., the attacker’s belief
changed by a factor of at most e®Puffer, If the ratio between the prior
and the posterior odds is the same, it means there is no privacy
leakage (€puffer = 0). Pufferfish satisfies post-processing invariance
[27], but does not guarantee composition [27]. We show that this
problem is very severe and can lead to privacy collapse (Section 4).

be the prior odds, specifying how likely the at-

Pufferfish privacy guarantees that the posterior

2.3 Trust and Threat Model

We assume a trusted data curator who releases query results by
running multiple privacy mechanisms on confidential data, and
an adversary who attempts to infer protected secrets from the
released outputs. We assume that the adversary can leverage prior
information about the data distribution and the protected secret
pairs. The role of the privacy mechanisms is to prevent the released
outputs from significantly increasing the adversary’s ability to
distinguish between the secrets that the curator wishes to protect.
This is the setting of Pufferfish [27], but we additionally consider the
combined privacy leakage of multiple mechanisms (composition).

3 RELATED WORK

Inevitability of DP for Composition. Blanc et al. [6] recently
studied composition in a general axiomatic setting. If a privacy
definition satisfies their axioms (some of which are related to com-
position), then any mechanism for that definition can be replaced
by an (e, §)-DP mechanism whose accuracy, on statistical tasks in-
volving independent records, is nearly the same. However, their
work cannot be applied to correlated data, and their axioms are
restrictive: pure e-differential privacy violates their composition ax-
ioms, and posterior-based privacy definitions almost always violate
their symmetry axioms. Thus, the work targets different privacy
definitions and data assumptions from ours.

Generally, composition results outside of differential privacy
are limited in scope. Bhaskar et al. [5] studied composition for
mechanisms where the only randomness comes from the prior.
Their composition result required refreshing large parts of the data
(i.e., resampling from the prior) in between queries. An approach by
Farokhi [17] studies a prior-free noise-free privacy definition and
proves composition without restrictions, but the definition cannot
always prevent a mechanism from leaking secret information.



Although arbitrary Pufferfish mechanisms will not compose [27],
Song et al. [40, 41] showed that some specific mechanisms com-
pose with themselves. They considered the set © of priors to be
all Markov networks with the same structure and showed that a
Laplace mechanism satisfying differential privacy with a privacy
parameter epp can satisfy Pufferfish privacy with some other pa-
rameter €,uffer and will compose. Our result is a generalization
of this prior result: we propose a framework which allows trans-
lating any set of (per-entry) epp-differential privacy mechanisms
into composable e fre,-Pufferfish privacy mechanisms for any data
prior through a concept called an a(b)-influence curve.

Inferential/Posterior-based Definitions. This work focuses on
Pufferfish privacy [27], a popular posterior-based privacy defini-
tion that is a generalization of many other posterior-based defini-
tions [18, 30, 46, 52]. Other notable approaches related to posterior-
based privacy include: adapting DP to attackers with deterministic
knowledge about the data [20], changing how the dissimilarities
between posteriors are quantified [34, 38], and adapting the coun-
terfactual framework of DP to compare attacker inference about a
hypothetical database to a scrubbed database [3, 9].

Pufferfish Privacy and Composition. Lack of composition in
Pufferfish has been sidestepped in several ways. Pierquin et al. [38],
Zhang et al. [51], and Liang et al. [29] performed a joint privacy
analysis across multiple runs of mechanisms. Tao et al. [50] pro-
posed a framework for performing such a joint analysis. In many
cases [38, 50, 51], the measure of dissimilarity in posterior distribu-
tions was changed from Definition 5 to mirror Renyi differential
privacy [36] or (g, §)-differential privacy [14]. An alternative to a
joint analysis is to consider restricted types of mechanisms that
compose with themselves. For example, Song et al. [40, 41] pro-
posed the Markov Quilt Mechanism (MQM) that adapts the Laplace
mechanism to Pufferfish with Markov network priors. This mecha-
nism was also used by Shafieinejad et al. [39] and Cao et al. [7], who
adjusted the privacy budget of differentially private algorithms to
account for temporal correlations in Markov chains. In other work,
the compositional properties were not studied [11, 12, 41].

4 PRIVACY COLLAPSE

We next use simple examples to illustrate that posterior-based pri-
vacy can catastrophically fail upon composition. While pathological,
the main message is that posterior-based privacy definitions do
not have built-in safeguards against privacy collapse arising from
composition. Necessary conditions for such safeguards are proved
in Section 5 and sufficient conditions are presented in Section 6.
Single-secret/prior Example. We start with one secret and one
prior and study to what extent remedies within the posterior-based
framework (e.g., adding more potential secrets or adding more
priors) are effective. The proofs can be found in the full version [2].

Example 4.1. Consider mutually exclusive potential secrets s;
and sy = —s1. Let © = {0} consists of a single prior. Let U (resp.,
U>) be the set of datasets for which s1 (resp., s2) is true and have
nonzero probability under 6*. Suppose U7 and U; each contain at
least 2 datasets. Define mechanism M* as follows. On input D,

o ifs1(D) s true, sample D’ from Pr(- | s2, 0*) and outputs (D, D’),
o if 53(D) is true, sample D’ from Pr(- | s1, 6*) and outputs (D', D).
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The next theorem shows this mechanism has zero leakage under
posterior-based privacy definitions (see Definition 4) but can reveal
the true database with finitely many (and as few as two) runs. The
intuition is that M* (D) returns a tuple where the left part is always
the same if s is true and the right part is always the same if s3 is
true. If M is run twice, and the output of the first run is different
from the output of the second run, the tuple component which
didn’t change corresponds to the true input dataset.

THEOREM 1. Let M™ be the mechanism from Example 4.1. Given
an output w of M*, Pr(s; | M*(Data) = w,0%) = Pr(sy | 6%) and
Pr(sy | M*(Data) = w, 0*) = Pr(sy | 6%). Thus, M* has zero leakage
under posterior-based privacy definitions. However, if the mechanism
is run multiple times, the expected number of runs before the input
dataset is revealed is < 1 + L

1-maxp maxs; Pr(D | s;)°

Multiple Secrets Example. Is the problem that there were too
few secrets to defend? A plausible attempt to counter such privacy
collapse is to add more secrets so that every bit in the dataset is
covered by a potential secret. However, this is not always effective:

Example 4.2. Consider a database of n > 3 bits, D = {x1,...,xp}.
gl), .. .,sgn) (11), e s(ln) be defined as sy) =“j-th
bit of the data is j”. Let © = {6*}, where the prior 8% generates an
n-bit dataset by flipping a fair coin n times. Define the mechanism

M¥(x1, ..., xp) as the following (& is the xor operation):

e With probability 1/2, output the tuple containing these n — 1
values: (x2®x1, x3®x1, ..., xp®x1). We call this output type A.

o Otherwise, if n is odd, output x;®x2® - - - ®xy, (the parity of the
database), and if n is even, output x2& - - - ®x, (the parity of the
database after omitting the first bit). We call this output type B.

Let the secrets s and s

If an attacker sees output type A, they can xor the n — 1 values
together. If n is odd, this equals x2® - - - ®xy,. If n is even, this equals
X1®x29 - - - ®xp. If the attacker later sees output type B, they can
xor it with the output type A and learn the value of x;. Once x is
revealed, the attacker can use it with output type A to determine
all the other secrets. The dataset could be reconstructed by running
M* as few as 2 times, but when run only once, M” still satisfies zero
leakage under posterior-based privacy, summarized in Theorem 2:

THEOREM 2. Let M™ be the mechanism from Example 4.2. Given
an output @ of M*, Pr(sy) | M*(Data) = w,0%) = Pr(si.l) | 6%) for
alli = 1,...,n and j € {0,1}. Thus, M* has zero leakage under

posterior-based privacy definitions. However, the expected number of
runs before the input dataset is revealed is 3.

Multiple Priors Example. Previous examples leveraged the
prior distribution to reveal secrets. Would the composition properties
improve when using more priors? Specifically analyzing Pufferfish
privacy, we again show that this is not the case.

When O is the set of all product distributions, it is known that
the resulting instantiation of Pufferfish will turn into e-differential
privacy [27]. However, this is typically not how posterior-based
privacy definitions would be used. The ideal situation would be to
specify a reference prior 0* that is a good initial guess of the true
distribution, and then to add to ® many “nearby” priors to hedge
against inaccuracies in 6*. In this way, the collection ® of priors
would encode approximate knowledge, such as “the conditional
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probability that a cancer patient is female is between 0.35 and 0.65”,
“the conditional probability that a cancer-free patient is female is
between 0.4 and 0.6, etc.

Unfortunately, this kind of © causes problems with composition.
We show a mechanism that has a finite Pufferfish privacy parameter
when run once, but can reveal the secret when run twice.

Example 4.3. We simplify the discussion by considering one
secret pair (s1, —s1). The set © contains many priors, but in line
with the above discussion, has the following structure: there exist
two sets of databases Ut and U with the following properties:

(1) Secret sq is true for all D € Ut and s; is false for all D € UF.
(2) Pr(D € Ut | 51,0) € [L7,Ur] forall 0 € © (L > 0, Ur < 1).
(3) Pr(D € Up | —s1,0) € [Lg,Up] forall 0 € © (Lg > 0, Ur < 1).
Define M* that, on input D, does the following:

e Case 1.If s1(D) is true: (1a) if D € U, return (“1a”, “2a”) with
probability 0.5 and (“1a”, “2b”) otherwise; (1b) if D ¢ U, return
(“10”, “2a”) with probability 0.5 and (“1b”, “2b”) otherwise.

e Case 2. If s1(D) is false: (2a) if D € U, return (“1a”, “2a”) with
probability 0.5 and (“15”, “2a”) otherwise; (2b) if D ¢ U, return
(“1a”, “2b”) with probability 0.5 and (“1b”, “2b”) otherwise.

M* from Example 4.3 has 4 total cases (1a, 1b, 2a, 2b), and each
case returns a tuple of case numbers, one of which is the actual case
number. When M* is run multiple times, as soon as two different
outputs are observed, the true case, hence the secret, is revealed
(the tuple element that didn’t change is the real case number). The
following theorem shows that M* has a finite privacy parameter
under Pufferfish, yet the expected number of runs before the secret
is revealed is 3, meaning that composition breaks down quickly.

THEOREM 3. Lete = max(log|g—§|,log|5—£|,log| IZ}I{T |, log] 12}? |,

L U, 1-U. 1-L .
log| =1, log] 1—ITJF |, log| =2~ | log| 1_U:_ |). Mechanism M* from
Example 4.3 satisfies e-Pufferfish privacy. The expected number of
runs of M* to reveal the true secret is 3.

Again, when all possible priors are added in ©, Pufferfish be-
comes e-differential privacy, and hence composes linearly. How-
ever, the above example implies that such a composition would
only happen when enough priors are added, such that for any set
S of databases with the same secret, ® must include priors where
S has arbitrarily low probabilities and also include priors where S
has arbitrarily high probabilities. While such a case may improve
composition, it will ruin utility as such a comprehensive set of
priors will include priors that the data curator views as unrealistic.

In the next section, we study necessary conditions for Pufferfish
privacy to compose, and show that it needs differential-privacy-like
constraints on mechanisms. Greatly expanding the set of priors will
be an overkill, i.e., expanding the set of priors until composition is
achieved would be equivalent to adding the necessary conditions
that we found as well as many others (unnecessarily).

5 NECESSARY CONDITIONS FOR
COMPOSITION AND POST-PROCESSING
INVARIANCE

The previous section demonstrated that posterior-based privacy
definitions, including Pufferfish, can suffer privacy collapse. In this
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section, we study how to avoid this situation. Specifically, suppose
we have a collection of mechanisms My, ..., M where each M;
satisfies Pufferfish with privacy parameter €puffer ;- What conditions
do these mechanisms need to satisfy in order to linearly compose
with each other, so that the combined release of all of their outputs
satisfies Pufferfish with privacy parameter < 21'11 €puffer;”

The necessary conditions that we prove (Theorem 4) identify a
class of constraints that we call the NfC (necessary-for-composition)
constraints. For each dataset 9, one or more NfC constraints need
to be added (in addition to the Pufferfish constraints); otherwise,
linear composition will fail. As we will show, the differential privacy
constraints, logPr(M(D) = w) < € + logPr(M(D’) = w), are
special cases of NfC constraints, which have the general form of:
log Pr(M(D) = w) < € + BT, filog Pr(M(D;) = w).

Then, we study another important property of privacy definitions
called post-processing invariance. Post-processing invariance means
that if M; satisfies epufferi—Pufferﬁsh and f; is a possibly randomized
algorithm, then the algorithm f; o M;, which releases f;(M;(D)),
still satisfies Pufferfish with privacy parameter €puffer;- NOW that

extra NfC constraints must be added, one needs to ensure that
those constraints are also post-processing invariant. That is, if M
satisfies the extra constraints, then f; o M; should also satisfy the
constraints. Or, put another way, if My, ..., M} compose linearly,
then so should fi o My,. .., fy o M.

Our second result (Theorem 5) states that a non-redundant sub-
set of NfC constraints is post-processing invariant if and only if
every constraint in that subset is a differential-privacy-style con-
straint. Together, these results imply that if one wants to design
Pufferfish mechanisms that compose with each other, those mecha-
nisms should also satisfy a form of differential privacy. In Section
6, we show how to design such algorithms for tabular datasets (i.e.,
sufficient conditions for composition).

5.1 Necessary Condition for Composition

We present necessary conditions for a set of Pufferfish mechanisms
to compose, when defending a set of pairs of potential secrets S
against priors in ©. The conditions use the concept of a convex com-
bination vector ff, which is a vector whose entries are nonnegative
and sum up to 1. Entry ¢ in the vector is represented as f.

One condition in the following theorem is that the set of possible
databases is finite (but arbitrarily large). In practice, this is not a re-
strictive condition because attribute domains are typically bounded
(e.g., a 500-character limit for URLs, 64 bits for numeric values) and
only finitely many records can be collected in a finite time (e.g.,
no database will have more than 2%* records). This simplifies the
proof as it avoids dealing with corner cases that only arise with
infinite-dimensional vectors. Similarly, the necessary conditions
consider a set of mechanisms My, . .., M,, whose ranges are finite.
Mechanisms with infinite output spaces would also need to satisfy
these and possibly additional conditions.

THEOREM 4 (NECESSARY CONDITION FOR COMPOSITION (NFC)).
Let © be a set of priors over a finite (but arbitrarily large) set of possible
datasets. Let S be a set of secret pairs, and let 0 < epsilon < oo
be the Pufferfish privacy parameter. Let My, ..., My, be a set of
mechanisms, with finite ranges, that satisfy e-Pufferfish and linearly
compose with each other. Then for all ordered pairs (s1, s2) € S and



datasets D for which sy is true, there exists a convex combination
vector f§ over datasets Dy for which sy is true, such that:

logPr(M(D) = w) < e + Z BrelogPr(M(Dy) = w), (1)
Dsa(Dy) is true
for each mechanism and each of its possible outputs w. Note the
convex combination depends on s1, sy and D, and the reverse secret
pair (s2, s1) may have its own convex combination.

We use the term NfC constraints to refer to all inequalities
having the form shown in Equation 1. Before presenting the proof
sketch of Theorem 4, note that Equation 1 can also be written as:

Pr(M(D) = w) < €€ [ Pr(M(Dy) = w)Pr.
Dy:sa(Dy) is true

This makes the connection to differential privacy clearer: if f; = 1
for some index ¢ and 0 for the rest, we get Pr(M(D) = w) <
e€ Pr(M(Dy) = w), where s is true of D and s is true of D;. Hence,
differential privacy inequalities are a subset of NfC constraints.

PROOF SKETCH (SEE [2] FOR THE FULL PROOF). The overall idea
is that we convert the statement “linear composition holds” into
a collection of linear programs and take the duals of the linear
programs. Since the number of possible outputs is finite, we can
write them as w1, . . ., wg. Without loss of generality, we can assume
that the ranges of the mechanisms are disjoint, i.e., given an output
wj, we can tell which mechanism it came from. Therefore, we can
use the shorthand P(w; | D) to mean P(M (D) = w;), where M
is the mechanism whose range contains ;.

The data curator selects r mechanisms with replacement from
{M1,..., M} (mechanisms can be repeated), runs them, and
records their outputs. Suppose that the fraction of times that output
wj occurs is «;. Under linear composition, the Pufferfish privacy
cost would be bounded by re, and for every 6 € © and secret pair
(s1,s2), we get the equation:

k
(Z[ Pro(Dy | s1) [Il Pr(w; | Df)m")

re > log 5
(Zf Prg(Dr | s2) HlPr(a),- | z)[)rai),
ie

If you divide by r and let r — oo, this becomes:

max

B ({[:sz(D[)true}

€2

max
{t:51(Dy)=true}

k
Z a; log(Pr(w; | D[)))

i=1

k

> ailog(Pr(w; | Dt’))) :

i=1

Such an equation must hold for any (s1,s2) € S and any choice
of nonnegative aj, ..., ay that add up to 1. Then, for every secret
pair (s1,s2) and each D+ for which s is true, we create a linear
program as follows. We show that the above constraints are true if
and only if all of the following linear programs have a solution < e.

For each (s1, s2) € S and Dy, for which s1(Dp+)=true:

max €p
€0,01;..., A

st.a; >20,...,
0(1+-~~+0{k=l

For all D, having sa(Dy) = true :
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We convert each such linear program into the corresponding dual
program for each (s1,s2) € S and Dy, for which s1(Dp+)=true:

Pr(w; | Der)
Pr(w;i | De)

min
€;, convex combination vector f

s.t. €y — log(Pr(w; | D)) + Z Pelog(Pr(w; | Dy)) = 0 for all w;,
t

7’
€

where the summation is over all ¢ for which s3(Dy) = true. We
conclude that, for composition, all of these dual programs must
have a solution < €. If that is true, each of these programs will come
up with a linear combination vector 8, which becomes Equation 1.

[m}

5.2 Enforcing Post-processing Invariance

Theorem 4 tells us that if we want composition properties inside
Pufferfish, we need to add additional NfC constraints (inequalities
with the form of Equation 1). However, such constraints are not
necessarily post-processing invariant. That is, after post-processing,
a mechanism may fail to satisfy the constraints, and the post-
processed mechanisms may not compose. We next show that if
a set of NfC constraints is “non-redundant” and post-processing
invariant, then each one of those constraints must have the form
of: log Pr(M(D;) = w) < € +logPr(M(D;) = w), i.e., each one of
those constraints must be a differential privacy-style constraint.
To understand redundancy, consider the following two con-
straints with two different convex combination vectors ), p(1):

2

Di:sa(Dy) is true

2

Diy:sa(Dy) is true

log Pr(M(D*) = w) < € + EO) log Pr(M(Dy) = w),

log Pr(M(D*) = w) < € + ,BE,I) log Pr(M(Dy) = w).

Then, for any c € (0, 1), one can define ﬂ(c) = cﬁ(l) +(1- c)ﬁ(o) to
get the following redundant constraint:

2

Dy:sy(Dy) is true

log Pr(M(D*) = w) < € + A log PHM(D) = w).

In general, a constraint is redundant if it is implied by the other
constraints that we have. By iteratively removing redundant con-
straints, we obtain a non-redundant set of constraints.

THEOREM 5 (NFC AND POST-PROCESSING INVARIANCE). Suppose
there are finitely many datasets and m non-redundant NfC constraints,

where constraint i involves some dataset D;, some secret pair (s(ll), s(zl)),

and a convex combination vector ﬁ(i), and has the form:

2

D[:S(Zi)(z){') is true

logPr(M(D;) = w) < e + ﬁy) log Pr(M(Dy) = w),

for all w. If all of the convex combination vectors have only 1 nonzero
entry (i.e., these are all DP-style conditions), this set of constraints is
post-processing invariant. If at least one of the convex combination
vectors has 2 or more nonzero entries, then this set of constraints is
not post-processing invariant.
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PROOF SKETCH (SEE [2] FOR THE FULL PROOF). The proofis based
on the observations (1) that the feasible region (allowable real-
valued vectors of the form [Pr(M(D1) = w), ..., Pr(M(Dy) = w)])
for the system of constraints is only convex when each ) has
a single non-zero component and (2) post-processing acts like a
convex operation on those allowable vectors. Hence, we construct
a mechanism for which the constraints are tight but are violated
after postprocessing. O

The conclusion we reach is that, if we want a set of Pufferfish
mechanisms to compose with each other and be post-processing
invariant, we should design those mechanisms to satisfy differen-
tial privacy. The next section presents sufficient conditions—how
to construct those differential privacy mechanisms and choose
their privacy parameter epp, so that they also satisfy Pufferfish
with a desired privacy parameter €,fe; and compose linearly. Our
results are specific to e-Pufferfish (Definition 5), which mirrors e-
differential privacy (Definition 1). For other variations of Pufferfish
that are analogous to (g, §)-differential privacy or Renyi-DP [38],
we conjecture that similar results would hold; e.g., composable
(€, 8)-Pufferfish must also satisfy (e, §)-DP.

6 CONSTRUCTING GENERAL PUFFERFISH
MECHANISMS WITH COMPOSITION

Theorem 4 and Theorem 5 show that a set of linearly composable
Pufferfish mechanisms that support post-processing invariance
must satisfy a set of constraints that whittle down to the types
that are used by differential privacy. These insights provide formal
support for prior work [7, 40, 41] that designed linearly composable
Pufferfish mechanisms by taking epp-differential privacy mecha-
nisms and showing that they also satisfy €,yfe,-Pufferfish for some
€puffer = €pp- Specifically, Song et al. [40, 41] proposed an extension
of the Laplace Mechanism (called MQM) to defend against attacker
priors that all share the same Markov network structure. Mean-
while, Cao et al. [7] extend arbitrary DP mechanisms to Markov
chains and defend against finitely many Markov chain priors while
allowing the Pufferfish privacy parameter to compose.

In this section, we generalize these ideas to show that in any
Pufferfish setting for tabular data (including finite Markov chains),
the same recipe holds. Any collection of per-entry epp-differential
privacy mechanisms can be translated into epyffe,-Pufferfish pri-
vacy, and the Pufferfish parameters linearly compose. Furthermore,
the translation between epp and €pyrer is guided by a new concept
we call an a(b)-influence curve. The a(b)-influence curve only de-
pends on the set of secret pairs S and the priors in ©. Although the
a(b)-influence curve can be computationally expensive to compute
exactly, one only needs an upper bound to get privacy guaran-
tees. The tighter the upper bound is, the better the resulting utility.
This is analogous to sensitivity computation in differential privacy,
which is easy to upper bound (providing privacy guarantees), but
can be computationally difficult to estimate exactly.

Before going into the technical details, we first explain the intu-
ition behind the a(b)-influence curve. Suppose there is an infectious
disease dataset and a person A in this dataset. Person A has a set
H 1 containing b people who are highly likely to get infected if
A gets sick (e.g., H is the set of close family members), a set H,
(with H;1 C H ) containing by people who are moderately likely to
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get infected if A gets sick (e.g., H 2 contains H; and close friends),
and a third set 3 containing b3 people who are only slightly likely
to get infected from A (e.g., H3 contains H3 and acquaintances).

Now, suppose A can increase the chance of infections of people
not in H by at most a factor of aj, can increase the chance of
infection of people not in H, (resp., H3) by at most a factor of az <
ay (resp. a3 < az), and so on. These tuples (ay, b1), (a2, b2), (as, b3)
form the a(b)-influence curve. That is, we can think of the a value as
a function of b. When considering b number of people most closely
associated with A (or the number of cells in a tabular dataset most
closely associated with a secret), a(b) upper bounds the effect of A
on anyone outside of this close group of size b.

This a(b)-influence curve provides translations between epp and
€puffer as follows. An algorithm satisfying epp-differential privacy
also satisfies Pufferfish with privacy parameter €,ufrer = bepp + a(b)
for any choice of b. This means that the best epyfe; parameter
is miny, bepp + a(b). Thus, if one has the a(b)-influence curve, or
knows at least a few points on the curve, they can compute the
upper bound on the Pufferfish privacy parameter.

In order to show how the a(b)-influence curve is a generalization
of the work of Song et al. [41], we briefly describe the Markov Quilt
Mechanism and max-influence concept in Section 6.1. Then, we
formally define a(b)-influence, prove the translation between epp
and €pyffer, and present the slightly-better-than-additive composi-
tion results in Section 6.2. We discuss practical considerations in
estimating the a(b)-curve, including robustness to mis-specifying
priors in Section 6.3. We also give worked out examples of the
a(b)-influence curve in Section 6.4.

6.1 The MQM and Max-Influence [41]

Song et al. [41] showed that applying the Laplace mechanism of
differential privacy to a database generated by a Markovian struc-
ture can realize composable Pufferfish privacy. As we will show
later, this finding is a special instance of our generalized result. We
briefly describe the result from [41] as a background.

Song et al. [41] focused on a specific case where each entry of
the database has a dependency described by a Markovian-structure
graph G. Figure 1 shows an example where the database X =
{Xi,...,Xn} is generated by a Markov chain, i.e., the value of X;
only depends on X;_1. They introduced a concept called a Markov
Quilt, which is an extension of the Markov Blanket [28]. A set
of nodes X is a Markov Quilt for a node X; if: (1) condition-
ing on X, the graph G is partitioned into two independent node
sets, Xy and Xg, such that X = Xy U Xp U Xg, and X; € Xy,
and (2) for all xg € XC“’d(XR),xQ € XcardXo) x; e X, we have
Pr[Xgr = xrlXp = x0,Xi = xi] = Pr[Xg = xg|Xp = xg]. In other
words, the graph is partitioned in a way that the values of nodes
Xg only depend on Xg, and not on Xy (see Figure 1).

Song et al. [41] proposed a composable Pufferfish privacy mech-
anism called a Markov Quilt Mechanism (MQM) that can hide
the value of each node X; in the Markov chain. In fact, the MQM
mechanism with €y e, -Pufferfish privacy is equivalent to a Laplace
mechanism of differential privacy of a certain epp (i.e., a Laplace
noise of scale % is added to an L-Lipschitz query output). The
relationship between €, ger and epp is as follows. First, they define
max-influence as below:



Figure 1: An illustration of Xp, X0, XN in Markov Chain.

DEFINITION 6 (MAX-INFLUENCE [41]). The max-influence of a
variable X;j on a set of variables X4 under © is defined as:

Pr(X4 = x4|X; = a,0)
Pr(X4 = x4|X; = b,0)|

ee(Xa|X;) = sup max
0O abeX xqacXcardXa)

Then, Song et al. [41] showed that applying a Laplace mechanism
with epp-differential privacy in fact achieves composable epyfre;-

€ uffer_e@(x IXI)

W. Here, card(Xn)
is the cardinality of Xjy. MQM only works when there exists a
partition such that epufrer > eo(Xp!|X;), and the proposal [41] was
to enumerate all the possible partitions and choose the partition

with the largest epp for utility.

Pufferfish privacy, where epp =

6.2 Sufficient Condition for Composition

The MQM mechanism [41] only works under databases whose gen-
eration follows a Markovian structure and is restricted to Laplace
noise. In this section, we introduce a generalized framework that
can translate an arbitrary per-entry epp-differential privacy mech-
anism into a composable Pufferfish mechanism. We consider a
general tabular dataset with m records and n attributes without loss
of generality. Let I = {(i,j) : i € {1,...,m},j € {1,...,n}} be the
entry index set of the entire dataset (|I|= mn). We do not restrict
the generation of the dataset (i.e., it doesn’t have to come from a
Markov chain, etc.).

Assume an arbitrary index set £ C I, which we consider to
be low-influence region, and a complement set H =1\ £, which
we consider as high-influence region. D y is the entry values of D
restricted to indices in £, and the corresponding random variable
is Data p. While the separation of H and L can be arbitrary, we are
interested in finding a separation where the information leakage
about the secret is minimal through £, when the size of H is
restricted to a certain value, b. The worst-case leakage through
L in such optimal (H, L) pairs for all possible b values can be
summarized in a single curve, which we call the a(b)-influence
curve. We formally define a(b)-influence below:

DEFINITION 7 (a(b)-INFLUENCE). Assume an arbitrary split of the
index setI, L C I and H = I\ L. Given any (s;,sj) € S and any
possibleDatay,letU p = {Dy, Dy, ...} denote the set of all such
shared subsets supported by ©. The worst-case information leakage
through L for secret pair (s;, sj) is,

Pr[Datay = D | si, 6]

i
gPr[DataL =Dy |sj,0]|

a(Si:Sj)(L) -

sup max
0ce Drely

If we define a(’;ilsj)(b) for (si, ;) as:

(L),

* _ ; i
usp®) = Lgll:rll7f1|sba(5i’$f
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the a(b)-influence curve is an upper-bounding curve for all a(’;_ s _)(b):
S

a(b) > max a~ b),

( ) (s1.5/)€S (si,sj)( )
and we say that (0, S) satisfies a(b)-influence. Note that by definition,
the curve is monotonically non-increasing.

Essentially, the a(b)-influence curve is a succinct summary of
the risk of revealing a counterfactual database, where £ entries
stay the same, but at most b number of H entries are replaced.

THEOREM 6 (TRANSLATION BETWEEN DP AND PUFFERFISH). Fix a
family of priors ©, and a set of secret pairs S. Suppose (8, S) satisfies
a(b)-influence (Definition 7), and (a, b) is a point on the a(b)-influence
curve. Suppose a randomized mechanism M achieves per-entry epp-
differential privacy, with epp < o™ onda < €puffer- Then, M
satisfies €yufter -Pufferfish privacy with respect to the secret set S and
set of priors ©.

Theorem 6 can be written as €puffer = bepp +a, which can also be
interpreted as saying that the Pufferfish parameter uses differential
privacy’s group privacy with a group size of b (accounting for
the bepp part of the formula) plus a penalty a for cross-record
correlation that extends beyond the group. Our next theorem, about
composition, shows that this extra penalty only needs to be paid
once, so that the composition of the Pufferfish parameter is still
linear but is better than just adding up the Pufferfish parameters:

THEOREM 7 (SUFFICIENT CONDITION FOR COMPOSITION). Fix a
family of priors © and a set of secret pairs S. Consider k mechanisms
M, ..., My applied sequentially to the same dataset, each satisfying
€DP1s --» EDPE -differential privacy, where epppy < W. Here,
(ar, be) are arbitrary points on the a(b)-influence curve of (©, S) with
a¢ < €puffer,- That is, each My achieves €,ufter -Pufferfish according
to Theorem 6. Then, the joint release of the outputs satisfies (max, ar +
thle Epuffer, — 21;21 ar)-Pufferfish privacy. Note that the composition

is sub-additive due to (max; ar — 21;:1 ar) being always negative.

Theorem 6 and Theorem 7 together provide us with a powerful
tool to translate differential privacy mechanisms into composable
Pufferfish mechanisms. With an a(b)-influence curve, we can use
any popular DP algorithms, e.g., randomized response [44], expo-
nential mechanism [32], etc., depending on the use case, and not be
restricted to the Laplace mechanism [40, 41], for example. Our theo-
rems ensure that all of them would be valid Pufferfish mechanisms,
and they would compose linearly.

Our results have several key implications. First, this reduces the
manual effort needed to design Pufferfish mechanisms for different
use cases and applications. Currently, there are not many exist-
ing (composable) Pufferfish mechanisms to choose from, unlike
differential privacy, which has a rich set of well-understood mech-
anisms. Currently, using Pufferfish to create privacy-preserving
data products is complex: the data curator needs to design new
mechanisms, prove they satisfy Pufferfish individually, and then
manually analyze their joint privacy leakage (compositional prop-
erties). This process, especially the last step, requires significant
expenditure of manual effort. However, our result implies that one
can re-purpose existing differential privacy mechanisms to achieve
Pufferfish. It requires a one-time (per application) computation of
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the a(b)-curve, and then, any DP algorithm and mature DP frame-
works like OpenDP [37] can be used. In fact, our theoretical results
imply that any composable Pufferfish mechanism must meet DP-
like constraints, so adapting differential privacy is essentially in-
evitable and not a heuristic decision. We show the practical benefit
of this in our evaluation (Section 7). Finally, our result provides a
retrospective understanding of what Pufferfish privacy is achieved
for data that were already released under differential privacy.

6.3 Practical Considerations

We next consider the following practical questions. Are there ef-
ficient ways to upper-bound the a(b)-influence curve? How can
we compute the curve when there is uncertainty about the data
prior (e.g., the prior is mis-specified)? What happens if, instead of
specifying the priors © directly, the data curator specifies them
indirectly as “the set of all priors having a given a(b)-influence
curve,” but this curve is incorrect for the true distribution?

6.3.1 Efficient Curve Estimation. Computing the a(b)-influence
curve exactly may require a brute-force search over all index set
splits (£, H) and all secret pairs (s;, sj) in Definition 7 (for some
well-defined priors, the compute can be much simpler, as we show
in Section 6.4). When this is infeasible, the goal is to efficiently com-
pute an upper bound a(b) on the curve to get an upper bound on
Epuffer- A simple strategy is to sample a subset of the index set splits
and only calculate the a(b)-influence curve over that subset, which
produces an upper bound because the true curve is an infimum
over all the possible index splits. While choosing a good subset may
not always be straightforward, we present an efficient heuristic
for graph-structured priors, where each secret corresponds to the
value of a node in a Markov or Bayesian network (e.g., [40]). For a
secret pair (s, s j) associated with a node X, and a small value of
b, we construct candidate splits by placing X and its b — 1 nearest
nodes into the high-influence region. Formally, let NV}, _;(Xs) denote
the collection of all possible sets of b — 1 nearest nodes to X in
the graph. For each N € Nj,_{(Xs), we define Wi\j(Xs) ={Xs}UN

and .Eé\] Xs)=I\H bN (Xs). We use these candidate sets (with af
defined as in Definition 7) to compute a(b) as follows:

(L) (Xs)

sk . T
a b)= min a
(5i>sj)( ) NeNp_1(Xs) (557
and 4(b) = max & b).
) (si:5))€S (s )
This computation is manageable for small values of b. The intuition
behind this heuristic is that in graph-structured priors, nodes that
are closest to X are typically the most strongly correlated with
it, and therefore their values are more likely to reveal information
about the secret. We show an example of applying this efficient
curve estimation heuristic to a Bayesian network in Section 6.4.

6.3.2  Uncertain or mis-specified prior. Suppose a practitioner spec-
ifies a 6 that differs from the true prior 6, but is not too far off—for
example, the probabilities have up to 20% error (i.e., 0.8 Pr[Data s =
Dy | 5,0] < Pr[Datay = Dy | 5,0%] < 1.2Pr[Datay = Dy |
s, 0]). We can still upper bound the a(b)-influence curve in the pres-
ence of such uncertainties. In general, suppose there is some lower
bound (D, s) (e.g., 0.8 Pr[Datay = D | s,0]) and some upper
bound u(D z,s) (e.g., 1.2Pr[Datay = Dy | s,0]) on Pr[Datay =
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Dy | s,0%] forall s € S and Data z. Then, the value a from

(s1,55)
, 'lo

}- @)

in place of a provides an upper
(si-s5)

Definition 7 can be replaced by:

u(D g, si)

Io Dy, si)
EUDLs)

EuDLs))

—f

a
(Si,Sj)

L) = nzl)aﬁx max{

Using this upper bound E(: 55
i»Sj
bound on the true a(b)-influence curve. As an example, we apply

this technique to a Bayesian network in Section 6.4.

6.3.3 Mis-specified a(b)-influence Curve. Suppose the practitioner
specifies the prior set © as “the set of all priors whose a(b)-influence
curve is upper bounded by a given function a;(b)”, but the actual
influence curve for the true prior is some other function az(b), which
is not upper bounded by a;(b). To get a target Pufferfish parameter
. —_ _ Epuffer—a1(b™)
€puffer> the practitioner will incorrectly set epp = +——7z—— for

e that

some integer b*. What is the true Pufferfish parameter €,
ulrer

is achieved by this epp-mechanism? Using Theorem 6,
€puffer — al(b*)
b* )
€puffer — 41 %)
b* )
= €puffer + (a2(b*) - al(b*))~
Thus, if the practitioner fails to specify a correct upper bound on the

influence curve, the actual privacy parameter might be weaker by at
most the difference between the two curves at b*: ax(b*) — a1 (b*).

putter = inf (2(b) + b

< (ag(b*) +b* -

6.4 Example a(b)-influence Curves

Dependent DP [30], which assumes an item is correlated with at
most L-1 other items, is a special case of the a(b)-influence curve
where a(b) = oo for b < L and a(b) = 0 for b > L. The connection
between differential privacy and Pufferfish with an independence
assumption [27] means that per-entry DP is equivalent to setting
a(0) = co and a(b) = 0 for b > 1. Similarly, when there are n at-
tributes, using group DP to protect groups of m’ records is equiva-
lent to setting a(b) = oo for b < m’n and a(b) = 0 otherwise. In other
applications, priors are often specified as Markov and Bayesian net-
works [4, 40, 41]. Thus, we next provide examples of a(b)-influence
curve derivations for Markov chains, multivariate Gaussian priors,
and real-world Bayesian networks with prior uncertainty.

Markov Chain. The a(b)-influence curve for a simple Markov
chain can be calculated analytically as the following. The proofs
can be found in the full version [2].

Example 6.1. We consider a binary and time-homogeneous chain
with each node’s value being 0 or 1. We consider the value of each
node as a secret. Its transition matrix is:

P [ p1-p
-9 ¢q
and the prior distribution of the Markov chain is its stationary
distribution. We set the chain has length T, and T is large enough
so we only consider b << T.

], 0<pg<l,

In this case, we can have a closed-form solution for a(b)-influence
curve. Let us consider an arbitrary i-th node X;’s value as a secret.
for a fixed b, we partition the nodes into H and £, such that H
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Figure 2: a(b)-influence curves under different priors: (a) bi-
nary Markov chains and (b) multivariate Gaussian priors. (c):
a(b) influence curve for ALARM network. The blue curve is
calculated from the exact prior, and the red curve is an upper
bound by assuming 20% prior uncertainty.

contains X; and b — 1 surrounding nodes. Let dy, (resp., dr) denote
the distance from X; to the closest node of £ on the left (resp.,
right), so that df +dg — 1 = b. By the Markov property, conditioning
on all variables in £ influences X; only through these two closest
low-influence nodes, and the leakage through £ reduces to the
leakage through those two nodes.

Thus, finding an optimal a(b)-influence curve becomes a one-
dimensional optimization problem of finding (dr, dr) that maxi-
mizes the leakage. The maximum leakage occurs when these nodes
both have the same value of 0 or 1. When g > p, the chain tends
to stay at 1 more strongly than at 0, so the leakage is maximum
when these nodes have values 0. When g < p, the worst case is
instead achieved when both have values 1. Finally, from midpoint
convexity, the influence is minimized when the two nearest low-
influence nodes are placed as evenly as possible on both sides of
Xi, giving df = | (b + 1)/2] and djg = [(b + 1)/2]. In summary, the
optimal a(b)-influence curve can be calculated as:

THEOREM 8. Given the binary Markov chain in Example 6.1, let
A =q+p—1, the a(b)-influence curve is calculated by

29L(1 — o) 7o + AR (1 = 1)
*(b) = [log 24U TN e FOTA U T O el s
a”(b) = log — i 8 g |V97P
A —m) m + A% (1~ )
*(b) = [log LA TC TN e LA TV T el <
a(b) = |log = i 8 dng, | VISP
where dj = {%J and dg = [%] The star (*) indicates that this

curve is optimum (tight).

Figure 2(a) plots the resulting a(b)-influence curves for different
values of p and q. When p and q are close to 1/2 (i.e., the chain
exhibits weak temporal correlation), the resulting a(b)-curve lies
closer to the origin and quickly decays—indicating that the secret
does not propagate across nodes much. As p or q decreases towards
0 (or increases towards 1, which we omit due to symmetry), the
chain exhibits stronger temporal correlation, and the a(b)-influence
curve also spreads out over b.

Multivariate Gaussian. Next, we illustrate how we can derive
the a(b)-influence curve when the prior distribution 0 is a multi-
variate Gaussian. While a closed-form solution is not possible, we
can still efficiently calculate the optimal a(b)-influence.

Example 6.2. Consider a single-record continuous dataset rep-
resented by a vector x € R™. Throughout this example, the prior
distribution is a truncated multivariate Gaussian,

x~N(0,3) x € [-y,y]"
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where y > 0 bounds the support. The covariance matrix X is:

(-k?

), Jj.k € [n].

The secret is defined as region events on each coordinate. Specifically,
the secret is whether each coordinate x;’s value is in a certain range:
rel-ry-9l}

A secret pair on i is given by two disjoint region events (s;(r), si(r’)),
where [r,r + 8] N [r',r" + 5] = 0.

ik = exp(—
si(r) = {xi € [r,r + 6],

Among all the entries, the middle coordinate x;+ has the greatest
information leakage, where i* = [n/2]. Therefore, we only need to
consider secrets defined on x;x, s(r) = {x;x € [r,r + §]}. For a fixed
b, the optimal low-influence index set £* with size n — b is the set

of indices with the farthest distance to i*. Under £*, we calculate
Pr[xy|x;x €[r,r+5]]
r')xg Prlxg [x« €[r/,r'+3]1]

(tight) a(b). Although x r is high-dimensional, we have:

a*(b) = maX(,) o log , which is the optimal

Pr(x g | xjx) oc Pr(x~ | x£)/Pr(x;x).

The conditional distribution of Pr(x;x | x ) is a one-dimensional
Gaussian distribution, denoted as N (u;_ s, 0'1.2*] L)' As 0'1.2*’ r does
not depend on x z, for fixed £, the maximization over x s reduces
to sweeping over p;x .

THEOREM 9. Consider Example 6.2 where x ~ N (0, %) is truncated
to [~y,y]" and X is induced by the Gaussian-process kernel 3. =
exp(—(j —k)?/¢). Fix a region length § << y and define region secrets
as si(r) = {x; € [r,r + 8]},r € [-y,y — 8] on any coordinate i.
The effective set of secret pairs to search for is defined on the center
coordinate x;« with i* = [n/2]. Moreover, for each fixed b: (1) the
optimal low-influence index set L with size n — b is the set of indices
with the farthest distance to i*, and (2) the max influence of x s
over xj= reduces to a one-dimensional sweep over the mean on the
conditional distribution x;x |X .

We report a(b)-curve for decay factor £ = {0.5,1, 2,3, 5}, and pick
y = 5,0 = 0.1. The results are shown in Figure 2(b). As ¢ grows
larger, the correlation among entries becomes stronger, and the
corresponding a(b)-curve is farther away from the origin.

Bayesian Network with Uncertain Prior. Finally, we study a
realistic use-case having a general Bayesian network as the prior,
with uncertainty added as in Section 6.3.2. ALARM [4] is a bench-
mark for patient monitoring. It uses an expert-constructed Bayesian
network, which models the medical knowledge of dependencies
between diagnostic hypotheses, intermediate physiological states,
and observable monitoring variables through 37 nodes, 46 directed
edges, 16 finding variables, and 13 intermediate variables. All nodes
are categorical variables representing clinical conditions, physio-
logical states, or measurements. In our setup, the secret is the value
of an individual node in a patient record.

Figure 2(c) plots the calculated a(b)-influence curve (blue line),
using the upper-bound estimation method from Section 6.3.1 (there
are too many nodes to calculate the exact curve). Additionally,
we calculated a curve for the case of prior uncertainty using the
techniques of Section 6.3.2 (red line). Specifically, we used 20% prior
uncertainty, i.e., u(Dr,s) = 1.2p(Dy,s), (D y,s) = 0.8p(Dy,s).
Even with this moderate amount of fluctuation, the a(b)-influence
curve does not change much to account for potential uncertainty.
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Ours-Exp w/o Uncertainty

MQM w/o Uncertainty

Ours-Exp w/ Uncertainty =~ MQM w/ Uncertainty

€puffer Acc@1 Acc@2 Acc@3 Acc@l Acc@2 Acc@3 Acc@l Acc@2 Acc@3 Acc@l Acc@2 Acc@3
0.5 79.0% 63.1% 58.5% 36.3%  26.7% 20.83% 42.4% 34.0% 28.4% 162% 11.1% 8.1%
1 88.5% 76.7% 72.5% 46.4% 36.3% 30.6% 81.8% 66.9% 62.4% 38.6% 28.9% 23.0%

2 94.0% 85.7% 82.8% 60.8%  47.5% 43.0% 92.8% 82.9% 79.6% 55.2% 43.6%  38.8%

3 95.7% 89.6% 87.7% 72.1% 55.3% 50.8% 95.1% 88.3% 86.1% 68.1% 52.3% 47.9%

4 96.7% 91.7% 90.4% 791%  61.7% 57.0% 96.4% 91.0% 89.5% 76.7% 59.2%  54.6%

5 97.3% 93.0% 92.1% 83.4% 66.9% 62.0% 97.1% 92.6% 91.5% 81.9% 65.0% 60.1%

Table 2: Acc@k for evaluating the Top-3 popular visited locations using the Foursquare check-in dataset, under various €,yer-
The metric is higher the better, and the best mechanism for each row is highlighted in bold. We also report the numbers when
20% uncertainty is set around the prior (“w/ Uncertainty”). Our new mechanism (Ours-Exp) outperforms MQM in all cases.

Ours-Exp w/o Uncertainty MOM w/o Uncertainty Ours-Exp w/ Uncertainty MOM w/ Uncertainty

€puffer  HR(T) NDCG (1) & (1) HR(T) NDCG(T) &) HR(T) NDCG(T) & ({) HR(T) NDCG(T) & ()
0.5 78.7% 0.937 765 37.6% 0.726 5500 45.6% 0.763 3838 18.6% 0.606 17842

1 89.3% 0.977 295 49.8% 0.791 3025 81.7% 0.952 634 40.4% 0.742 4746

2 94.4% 0.987 105 64.3% 0.868 1554  93.1% 0.986 147  59.3% 0.841 1976

3 96.3% 0.993 69 73.3% 0.917 913 95.5% 0.991 83 70.1% 0.900 1125

4 97.2% 0.994 60 79.2% 0.946 571  96.9% 0.994 61 77.1% 0.933 684

5 97.8% 0.994 56 83.4% 0.964 386 97.6% 0.994 57 81.9% 0.957 449

Table 3: Hit Rate@K (HR), NDCG@K (NDCG), and #; Count Error (#;) for evaluating the Top-3 popular visited locations using
the Foursquare check-in dataset, under various e, Hit Rate@K and NDCG@K are higher the better (indicated by the 1
symbol), and #; Count Error is lower the better (indicated by the | symbol). The best among the mechanisms are highlighted
in bold. We also report the numbers when 20% uncertainty is set around the prior (“w/ Uncertainty”). Our new mechanism

(Ours-Exp) outperforms MQM in all privacy parameters and all metrics.

7 EXPERIMENTS

Our experiments highlight the benefit of our approach: (1) they
rely on composition, (2) they take into account uncertainty about
data-generating priors, and (3) they demonstrate that the freedom
of adapting existing DP algorithms often provides a quick way of
improving over hand-crafted Pufferfish mechanisms.

7.1 Experimental Setup
7.1.1  Datasets. We evaluate the mechanisms with two representa-
tive datasets where strong correlations exist between datapoints.

Foursquare check-in dataset [47, 48] contains users’ location
data with a corresponding timestamp across 77 countries. Each
location is associated with a semantic label. We merged similar
labels (e.g., “Cocktail Bar” with “Bar”) and only chose the 77 most
common labels worldwide, mapping all other locations as “Other”.
Each datapoint of the resulting dataset is location information of a
particular user at a particular time. The rules for merging labels are
in the Appendix of [2]. Clearly, locations of a user within a short
time period are expected to be highly correlated.

Capture24 dataset [8] contains 151 participants’ activity data
monitored across 24 hours. Participants are grouped by age (18-29,
30-37, 38-52, 53+). The dataset annotated activities in multiple
ways, and we use the WillettsMET2018 annotation, where par-
ticipants’ activities are labelled into 11 activity categories. Again,
activities of a participant within a nearby time period are expected
to be highly correlated.

7.1.2  Query of Interest. As a demonstration, we study noisy Top-
K queries. In particular, for the Foursquare check-in dataset, the
query we evaluate is: “Within each country, what are the Top-3
most frequently visited locations?”. For the Capture24 dataset. the
query we evaluate is: “Within each age group, what are the Top-3
most frequent activities?”. These are deliberately chosen to evaluate
the types of queries that prior work [41] did not consider. For
the queries that prior works studied (e.g., querying the average
value [41]), mechanisms from prior works can be used.

1 Acc@1 Acc@2 Acc@3
§ —=— Ours-Exp —=— Ours-Exp —=— Ours-Exp
S MQ MQM MQM
9
® 50
e
3 2 /
] —
<
0510 20 30 0 50 0510 20 30 40 50 0510 20 30 40 50
epsPuffer epsPuffer epsPuffer

Figure 3: Acc@k for evaluating the Top-3 most frequent ac-
tivities for each participant in the Capture24 dataset under
various €,yfe;- Ours-Exp outperforms MQM across all privacy
parameters. Shaded regions indicate the utility range when
assuming 20% uncertainty around the prior.

7.1.3  Evaluated Mechanisms. We compare an approach (Ours-
Exp) based on our framework to MQM [41].

Ours-Exp uses our framework’s flexibility in choosing appro-
priate mechanisms by adapting the exponential mechanism [32] of
differential privacy and running it k times. The item returned in the
first run is treated as the top item. The second run samples among
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the remaining items to produce the estimated second-ranked item,
etc. Given a target Pufferfish privacy parameter €,yer, the privacy
budgets are allocated evenly among the k runs so that the overall
parameter via composition is €pyffer-

MOQM is a Pufferfish mechanism proposed by prior work [41] .
It adapts the Laplace mechanism of differential privacy to achieve
Pufferfish privacy with composition. Noise is added to the m cate-
gories and the top-k noisy categories are selected.

7.1.4  Prior Distribution Construction. Using MQM or our method
(Ours-Exp) requires specifying a prior 6. Following prior works [41],
we assume the temporal data are generated by a first-order Markov
chain, and use the data to fit a Markov model with a stationary
transition matrix. For the Foursquare check-in dataset, each user’s
location is a state, and a location change is considered a state tran-
sition. We truncate the dataset to only leave the check-in data for
the first 500 days. We built a 78 X 78 transition matrix using the
first 400 out of 500 days of data, and used the remaining 100 days
for testing. For the Capture24 dataset, each participant’s activity is
a state, and activity change is considered a state transition. We hold
out 8 participants from each age group for testing and use the rest to
fit the 11X 11 transition matrix. Note that MQM requires the prior 6
to be a Markov chain, while our general approach from Section 6.2
works with an arbitrary prior. We additionally ran experiments
with 20% uncertainty added around the prior using the results of
Section 6.3.2 (i.e., (D, s) = 1.2p(D r,s), (D, s) = 0.8p(D 1, s).).
We denote results with uncertainty as “w/ Uncertainty” and results
with no uncertainty as “w/o Uncertainty”.

7.1.5  Utility Metrics. We evaluate with the following metrics:

Acc@k measures the accuracy of predicting the k-th popular
category correctly. The exact ranking (i.e., k) must be predicted
correctly (e.g., if the most popular location is predicted as second-
most popular, it is regarded as incorrect).

Hit Rate @K measures the precision of the correct Top-K cate-
gories appearing in the predicted Top-K. The order does not matter,
as long as the correct category appears in the predicted Top-K.

NDCG@XK, or Normalized Discounted Cumulative Gain, is a
frequently used metric in ranking systems [22]. NDCG accounts
for the order of the answer and rewards putting higher-ranked cat-
egories near the top, even if the exact rank was incorrect. Precisely,
NDCG is calculated by:

rel(7y)
log,(k + 1)’

DCG@K

K
DCG@K = 0@
@K =2, IDCG@K

k=1

NDCG@K =

where rel(i) is the ground-truth score for item i (we use true counts),
and IDCG is the DCG of the ideal ranking. By normalizing to the
best possible ranking for the same query (IDCG), scores lie in [0, 1],
and a higher score means better prediction.

£; Count Error is the sum of the absolute difference between
the predicted Top-K’s counts and the true Top-K’s counts. We
additionally included this metric because it can give us a sense
of how different the actual counts are when misprediction occurs.
For example, if the most and second-most popular categories have
similar counts, this metric does not penalize swapping their ranking
in prediction; however, if their counts differ significantly, getting
the order wrong would significantly increase the error. Specifically,
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the error is calculated by L1 = Zle | — ck|, where € is the
count of the category that the noisy mechanism places at rank k,
and ¢y is the count of the category that truly belongs at rank k.
Majority We additionally show another example of what the
accuracy would be if we use the Top-1/2/3 labels from the train data
as the prediction to evaluate the complexity of the question. The
Majority only achieved 18.61% and 16.67% accuracy averaged across
3 positions. A full overview of the datasets, prior constructions, and
implementation choices is provided in Appendix in [2].

7.2 Results: Foursquare Check-in Dataset

Table 2 (Acc@k) and Table 3 (Hit Rate@K, NDCG@XK, #; Count
Error) show the utility results for MOM and our new mechanism
(Ours-Exp). Both Table 2 and Table 3 show that, across all privacy
parameters and metrics, Ours-Exp outperformed MQM both with
and without prior uncertainty. Ours-Exp outperforms the Laplace-
based MQM method because it uses the exponential mechanism of
differential privacy, which is known to perform better for Top-k
queries [15], while using our Theorem 6 to translate it into a com-
posable Pufferfish mechanism. Also, incorporating 20% uncertainty
into the computation of the worst-case leakage a(b)-influence curve
only mildly affects utility in most cases. Except for e,yfer = 0.5,
the utility decrease is modest, suggesting that our framework can
preserve useful accuracy even when the prior is only approximately
specified. It is worth stating explicitly that the utility improvement
in our experiments comes from our framework enabling the use of
alternative DP mechanisms that are better matched to the query
(the exponential mechanism for Top-K queries).

7.3 Results: Capture24 Dataset

Figure 3 shows the utility of Ours-Exp for various privacy parame-
ters and metrics for the Capture24 dataset. Again, in all the tested
setups, Ours-Exp outperformed or showed on-par utility compared
to the baselines (MQM; Ours-Exp also outperformed group DP,
which is omitted). Note that this dataset only has 11 activities, so
9-10% accuracy is almost random guessing.

8 CONCLUSIONS AND FUTURE WORK

In this paper, we study how to add composition properties to the
Pufferfish framework. We analyzed privacy collapses under compo-
sition and provided necessary and sufficient conditions for linear
composition. We conclude that the constraints on mechanisms re-
quired by the epyffe,-Pufferfish framework should be augmented
with epp-differential privacy constraints. We introduced the a(b)-
influence curve to translate between those two privacy parameters.
Future work includes algorithm design under various classes of
priors and extending the necessary and sufficient conditions for
privacy definitions like Renyi-Pufferfish.
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