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ABSTRACT

Multi-set membership queries are ubiquitous in networking and

database systems. Current solutions force a di�cult compromise:

hash tables guarantee correctness but su�er from high memory

footprints, while �lter-based approaches optimize space at the cost

of probabilistic errors. In this paper, we propose STEM2, a fast and

space-e�cient data structure that achieves 100% query accuracy

and can support dynamic key updates for multi-set membership

queries. STEM2 utilizes a balanced binary tree architecture where

each non-leaf node incorporates a novel Exact Binary Set Separator

(XBSS) to partition keys into two disjoint groups. A key innova-

tion of our design is a minimized hashing scheme that requires

only two hash computations per key lookup, signi�cantly reducing

computational overhead. Additionally, STEM2 separates the control

plane and the data plane: the control plane handles construction

and dynamic updates, while the data plane is dedicated to serving

e�cient membership queries. Extensive experiments show that

STEM2 achieves over 120 million operations per second (Mops)

in lookup throughput, outperforming the state-of-the-art Color-

ing Embedder by 20% and the Ludo hashing by up to 21.6⇥, while

maintaining compact memory cost and exact correctness.
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1 INTRODUCTION

Given a universal key set * = {G1, G2, ..., G8 , ..., G=}, which is parti-

tioned into< disjoint subsets such that (1[(2[ ...[(<�1[(< =*

and (8 \ ( 9 = ; for all 8 < 9 , the multi-set membership queries

(MS-MQ) is de�ned as follows: Given a key G 2 * , determines the

set ID 8 2 {1, 2, ...,<} such that G 2 (8 .

MS-MQ is a fundamental primitive in a wide range of network

and database applications, including network tra�c management

and routing [33, 42, 43], distributed data storage/caching [11, 46],
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security and privacy-preserving systems [27, 45], and a variety of

data mining tasks such as customer purchase analysis [7, 24]. Below,

we present two representative case studies.

Case 1: Layer-2 packet forwarding. Packet forwarding [33] is

a fundamental network function that directs incoming packets to

their corresponding output ports. Speci�cally, layer-2 switches per-

form this operation by querying aMAC table. This querying process

can be viewed as a MS-MQ problem, where the MAC address of a

packet serves as the key and the associated port number represents

the set ID. A typical MAC table may contain tens of thousands

of entries spanning multiple ports [36]. E�ciently determining

the correct port for a given MAC address is therefore essential for

high-speed packet processing.

Case 2: Entity tag query. Entity tag query is a common operation

in many practical systems, where each entity is assigned exactly

one tag (or identi�er) from a �nite set. For example, customers

may be classi�ed into di�erent VIP levels (Bronze, Silver, Gold,

Platinum), or IoT devices may be grouped into priority tiers for

resource allocation. The tag query can be formulated as a MS-MQ

problem, where the entity identi�er (e.g., customer ID or device

ID) serves as the key, and the corresponding tag (e.g., VIP level or

priority tier) represents the set ID.

A desired MS-MQ solution should meet the following properties:

• High lookup throughput. E�ciently query the set ID for a

given key is essential. High lookup throughput directly impacts

the scalability and responsiveness of the applications, enabling

real-time query processing even under large-scale workloads.

• Correctness of query results. Ensuring 100% accuracy in query

results is critical. Although some applications may tolerate a

small error rate, even minor inaccuracies can cause signi�cant

resource ine�ciencies, such as wasted computing power, I/O

capacity, and network bandwidth. For instance, an incorrect

forwarding decisionmay send a packet to the wrong port, leading

to misdelivery and subsequent retransmissions.

• Low memory cost. Devices such as switches, routers, and IoT

nodes that perform MS-MQ often operate under strict resource

constraints. Designing a compact data structure is essential to

enable e�cient operation within limited memory budgets.

• Dynamic update support. Since set memberships can change

over time, the proposed data structure and algorithm should

e�ciently handle dynamic key updates, including insertions,

deletions, and migrations.

Existing solutions for MS-MQ problem can be divided into two

categories: hash tables and �lter-based methods. Hash tables are

conventional data structures for key-value storage and can be

adapted for MS-MQ by storing the set ID as the value associated

with each key. However, traditional hash tables incur high memory
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cost due to the requirement of explicit key storage. Recently, sev-

eral e�cient key-value stores have been proposed, including partial

key Cuckoo hashing [9, 21], SetSep [10, 47], Bloomier/Othello [4,

5, 44], and Ludo hashing [32]. These key-value stores are memory-

e�cient and can support high lookup throughput. Speci�cally,

Ludo hashing achieves the lowest space cost for dynamic key-

value lookups among existing solutions [32]. However, traditional

key-value lookup tables are designed for general-purpose applica-

tions, where both keys and values may vary arbitrarily. In contrast,

MS-MQ involves value drawn from a �xed and �nite set (e.g., set

identi�ers). Moreover, the size distribution of sets in such applica-

tions is often highly skewed. For instance, network tra�c �ows in

large-scale systems typically follow Zip�an or Zip�an-like distri-

butions [30]. These unique characteristics make general-purpose

hash tables less e�cient in both memory usage and lookup perfor-

mance. Some research work focuses on �lter-based methods that

trade o� memory cost, lookup throughput, and accuracy, allowing

small error rates [14, 25, 29, 36]. However, these approaches do not

guarantee 100% query accuracy. Consequently, there is a need for

an e�cient structure and algorithm for MS-MQ that ensure full

accuracy while maintaining high performance, low memory cost,

and support for dynamic updates.

In this paper, we present a holistic design for MS-MQ, called

Set Tree for ExactMulti-setMembership Queries (STEM2). STEM2

organizes keys from multiple sets in a binary tree. At each internal

node, a binary set separator recursively partitions the sets into

two disjoint groups until each leaf corresponds to a single set.

To support this design, we develop an e�cient Exact Binary Set

Separator (XBSS), which serves as the core building block of STEM2.

To reconcile lookup e�ciencywith update agility, STEM2 presents

a decoupled architecture with separate control and data planes.

The control plane design, STEM2
C
, is responsible for structure con-

struction and incremental updates, whereas the data plane design,

STEM2
D
, is optimized for high-speed lookups. This decoupling is also

re�ected in the separator design. Speci�cally, XBSSC, the separa-

tor used in STEM2
C
, combines a Counting Bloom Filter [11] with

an Othello hashing structure [44]. It is then transformed into the

data-plane separator XBSSD by replacing the Counting Bloom Fil-

ter with a standard Bloom Filter [3] while retaining the Othello

structure. Another key novelty of our design is that we apply less

hashing [17] to both XBSS and the overall STEM2 structure to reduce

per-operation computational overhead. In particular, lookups in

both XBSSD and STEM
2
D
require only two hash computations, thereby

improving query performance.

This paper makes the following contributions.

• We propose STEM2, a holistic system for exact MS-MQ that

adopts a decoupled control-plane/data-plane architecture to jointly

achieve 100% query accuracy, high lookup throughput, compact

memory usage, and dynamic update support.

• We design XBSS, a novel Exact Binary Set Separator that serves

as the core building block of STEM2. XBSS adopts a decoupled

control-plane/data-plane design and incorporates less-hashing

technique to support compact, high-throughput exact lookups

and e�cient updates.

• We propose two splitting strategies for STEM2, namely fully

greedy splitting (FGS) and balanced-then-greedy splitting (BGS),

and comprehensively analyze their trade-o�s across di�erent

scenarios.

• We implement STEM2 and run comprehensive experiments to

show that STEM2 provides the highest lookup throughput, with

the throughput exceeding 120 million queries per second, is

memory-e�cient, and can support dynamic key updates. Notably,

STEM2 guarantees 100% correctness in query results.

The remainder of this paper is organized as follows. Section 2

reviews related work for multi-set membership queries and binary

set separator designs. In Section 3, we present the background and

motivation for our study. Section 4 introduces our presented binary

set separator XBSS. Section 5 details the design of our proposed

system, STEM2. The evaluation results of STEM2 are presented in

Section 6, and we conclude the paper in Section 7.

2 RELATED WORK

2.1 Multi-set Membership Queries

Conventional MS-MQ solutions map each key to its associated set

ID using hash tables, yet explicit key storage often incurs high mem-

ory overhead. To optimize performance, the 3D Hash Table [12]

employs a hierarchical structure that maintains a single key for mul-

tiple values, substantially increasing lookup throughput. Similarly,

Cuckoo hashing [28] provides $ (1) lookups, with space-e�cient

variants [9, 21, 38] utilizing compact �ngerprints instead of full keys

to further minimize memory footprints. More recent work proposes

key-value lookup structures that avoid storing full keys altogether,

such as SetSep [10, 47], Bloomier/Othello hashing [4, 5, 44], and

Ludo hashing [32]. The Bloomier �lter was originally designed

for static lookup tables and therefore does not support dynamic

updates. While Othello hashing [44], an extension of Bloomier �l-

ters, enables runtime updates. Among these methods, Ludo hashing

achieves the lowest memory cost for dynamic key-value lookups

and provides high lookup throughput [32]. Another representative

work, Coloring Embedder [36], adopts a Bloomier-like design. Its

key idea is to embed each key into a high-dimensional space to

minimize hashing collisions, followed by dimensionality reduction

to encode set IDs e�ciently.

Another line of research explores �lter-based data structures for

MS-MQ [8, 11, 14, 22, 25, 29, 35, 40, 41, 43]. These methods typi-

cally extend Bloom �lters [3] or Cuckoo �lters [9]. For example,

Bu�alo [43] builds approximate membership query structures, such

as Bloom �lters [3] or Cuckoo �lters [9], for each set individually,

and then checks whether a key belongs to a given set. The Shifting

Bloom Filter (ShBF) [41] stores set IDs using o�set bits within the

�lter. However, ShBF does not support dynamic sets or key dele-

tions and su�ers from performance degradation as the number of

represented sets increases. The Shifting Filter (SF) [14] introduces a

modi�ed Cuckoo �lter design that supports e�cient set queries and

key deletions with modest memory usage. The ⌫⌘ Sequence-based

Bloom Filter (BhBF) [29], a variant of the Bloom �lter, encodes set

IDs as a ⌫⌘ sequence to compactly represent multi-set memberships

and reduce auxiliary storage overhead while supporting insertions

and membership queries. The Marked Cuckoo Filter (MCF) [25]

extends the Cuckoo �lter by attaching identi�ers to slots for storing

set IDs, enabling MS-MQ with improved space e�ciency. While
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Figure 1: An Example of 1-bit Othello Hashing.

these �lter-based approaches are memory-e�cient, they cannot

guarantee 100% query accuracy.

2.2 Binary Set Queries

The binary set queries problem determines whether a key G 2

* = % [ # belongs to the positive set % or the negative set # . A

straightforward solution is to use a hash table that stores the binary

set information as the value for each key. Approximate membership

query structures, such as Bloom �lters [3], Cuckoo �lters [9], and

their variants [1, 2, 6, 23, 26, 39], address this problem by encoding

keys from one set into the �lter. However, this approach introduces

false positives and therefore cannot guarantee 100% query accu-

racy. More recent designs propose memory-e�cient structures that

achieve exact query results without false positives [18, 34]. The

�lter cascade [18] constructs a multi-layer Bloom �lter system for

binary set queries, resolving false positives produced by earlier lay-

ers. TinyCR [34] introduces a structure called DASS, which adopts a

two-layer design: the �rst layer is a Cuckoo �lter, the second layer is

an Othello [44]. Both �lter cascade and DASS are memory-e�cient,

especially when two sets di�er signi�cantly in size.

3 PRELIMINARIES AND MOTIVATION

This section �rst introduces several fundamental data structures

that serve as building blocks for both prior state-of-the-art solutions

and our proposed design for the MS-MQ problem. We then present

a tree-based framework for solving the MS-MQ problem.

3.1 Introduction of Basic Data Structures

3.1.1 Bloom filters and counting Bloom filters. Bloom �lters [3] are

the most well-known data structures for approximate membership

queries. A Bloom �lter represents a set of = keys by an array of

< bits. Each key G is mapped to : positions in the array by :

independent hash functions ⌘1,⌘2, . . . ,⌘; , and the bits at positions

⌘8 (G) are set to 1 for all 0  8  :�1. To test whether a key G belongs

to the set, the Bloom �lter checks the value in the ⌘8 (G)-th bit. If

all : bits are 1, the Bloom �lter returns true. Otherwise, it returns

false. A Bloom �lter yields false positives. The false positive rate

is n ⇡
⇣

1 � 4�:=/<
⌘:

. For a target false positive rate n , the optimal

number of hash functions : =
<
=
ln 2, which requires an optimal

bit array size of< ⇡ 1.4427= log2
1
n
. One limitation of Bloom �lter

is that it cannot support key deletions. Counting Bloom �lters [11]

address this limitation and support deletions by replacing each

bit in the array with a counter that records how many times the

corresponding position has been set.

3.1.2 Othello. Othello hashing [44] is a key-value lookup structure

which can represent a set of key-value pairs. In 1-bit Othello hash-

ing, each value is either 0 or 1, therefore 1-bit Othello is an e�cient

candidate for membership query problem. Given a set ( with =

keys, a 1-bit Othello hashing structure is de�ned as a seven-tuple

< na, nb, a, b, ha, hb, G >, where:

• =0 and =1 are the sizes of the Othello arrays, with =0 ⇡ 1.33=

and =1 ⇡ =.

• 0 and 1 are arrays of =0 and =1 bits, respectively.

• ⌘0 and ⌘1 are uniform random hash functions mapping keys to

integers in {0, 1, . . . ,=0 � 1} and {0, 1, . . . ,=1 � 1}, respectively.

• ⌧ is an acyclic bipartite graph used to determine the bit values

in 0 and 1 during Othello construction.

During construction, Othello hashing must form an acyclic bi-

partite graph when inserting all keys. Once the graph is acyclic,

the bit values in 0 and 1 are determined accordingly. If two or more

keys generate edges that create a cycle, the graph becomes cyclic.

In this case, the structure must be reconstructed by selecting a new

pair of hash functions until an acyclic graph is obtained. Figure 1

illustrates an example of a 1-bit Othello hashing. The Othello struc-

ture is built using �ve keys, where each key is associated with a set

ID of either 0 or 1. To query the value associated with a key G , the

lookup result is computed as g (G) = 0[⌘0 (G)] � 1 [⌘1 (G)].

3.1.3 Binary Set Separators for exact set membership queries. Ap-

proximate membership query data structures, built on a �nite set % ,

can answer whether a key belongs to the set. However, they may

yield false positives. Given the �nite set % and the corresponding

negative set # , a binary set separator determines whether a key

G 2 * = {% [ # } belongs to % or # . Representative examples in-

clude Filter Cascade [18] and DASS [34], which provide 100% query

accuracy and are more memory-e�cient than general-purpose hash

tables for key-value storage and lookup.

Filter cascade. The �lter cascade introduced in CRLite [18] is a

multi-layer Bloom �lter structure designed for binary set member-

ship queries. The �rst-layer �lter, BF1, encodes set % . Due to the

false positives inherent to Bloom �lters, some keys from set # may

be incorrectly classi�ed as members of % . These false positives are

collected to construct the second-layer �lter, BF2. Similarly, BF2
may still yield false positives, which are then used to build the

third layer, and so on. This cascading process continues until the

false-positive set becomes empty, ensuring 100% query accuracy.

In this data structure, the odd-numbered Bloom �lters represent

whitelists (encoding keys from % ), while the even-numbered �lters

represent blacklists (encoding keys from # ). To determine whether

a key G belongs to % or # , the query starts at BF1 and proceeds

layer by layer until the �rst �lter BFi is found such that G 8 BFi.

Because Bloom �lters never yield false negatives, if 8 is odd, then G

must belong to # ; if 8 is even, then G must belong to % . If no such

BFi is found (i.e., G is contained in all �lters), the result depends on

the total number of layers ; : if ; is odd, G 2 % ; otherwise, G 2 # .

DASS. TinyCR [34] introduces a compact data structure called

DASS for binary set membership queries. DASS adopts a two-layer

architecture, as illustrated in Figure 3. The �rst layer is a �lter

implemented using a Cuckoo �lter [9], while the second layer is

an Othello structure [44]. Speci�cally, all keys from set % are �rst

inserted into the Cuckoo �lter. Then, keys from set # are tested
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(a) Lookup thro. vs. # of keys (b) Memory cost vs. # of keys (c) Lookup thro. vs. # of sets (d) Memory cost vs. # of sets

Figure 2: Comparison of Lookup Throughput and Memory Cost with Varied Number of Keys and Sets.

against the �lter. Most keys in # will be correctly identi�ed as

negatives, forming the true negative set (TN). However, a small

subset of # may be incorrectly identi�ed as positives due to the

inherent false positive rate of the �lter, forming the false positive

set (FP). An Othello is then constructed to distinguish between

keys from % (labeled as 1) and keys from FP (labeled as 0). During

a query for a key G , if the Cuckoo �lter returns a negative result,

then G 2 # , and the query terminates. If the Cuckoo �lter returns

a positive result, Othello is used to complete the lookup. If Othello

returns 1, G is a true positive and thus belongs to % ; otherwise, G is

a false positive and belongs to # .

Both �lter cascade and DASS achieve low memory cost when

|# | � |% |. Compared with �lter cascade, DASS additionally sup-

ports e�cient key updates without requiring reconstruction of the

entire data structure.

3.2 Tree-based Framework for Multi-Set Query

Given a binary set separator which can separate keys from two dis-

joint sets, it is natural to extend it to support MS-MQ by organizing

such separators into a hierarchical tree structure, an approach also

discussed in TinyCR [34]. Given = sets {(1, (2, . . . , (=}, we construct

a binary decision tree in which each node employs a binary set

separator to partition the keys into two disjoint subsets. The tree

growth continues until each leaf node becomes pure, meaning that

all keys associated with that leaf belong to a single set ( 5 . To deter-

mine the set ID for a given key G , a binary set query is performed

at each node along the path from the root to a leaf. At each step,

the query result decides the traversal direction, left or right, until a

leaf node is reached.

Despite this intuitive design, existing tree-based solutions forMS-

MQ su�er from suboptimal lookup throughput and memory over-

head [20]. Although incorporating DASS into the tree-based frame-

work for MS-MQ on skewed datasets reduces memory cost [34], it

still su�ers from low lookup throughput, as shown in Figure 2.

Preliminary evaluation. We incorporate DASS and �lter cascade

into the tree-based framework for MS-MQ, denoted as TMSQDASS
and TMSQFC, respectively, and evaluate their lookup throughput

and memory cost. To exploit the property that both DASS and

�lter cascade achieve lower memory cost when |# | � |% |, we

adopt a greedy strategy to determine the splitting point at each

tree node. Speci�cally, to construct a binary set separator at a

node for a given collection of sets {(1, (2, . . . , (=}, we �rst sort by

their sizes and select the median set as the splitting point. This

approach maximizes the size ratio between the left and right child

P

N
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Set 0

Cuckoo FilterTN

FP P

3. Insert

Set 1

1

0

Othello
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0
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P

N

key

Cuckoo Filter

Othello

N

Figure 3: Insertion and Query Process of DASS.

nodes, resulting in a balanced tree with minimal depth. We generate

synthetic datasets with Zip�an-distributed set sizes to evaluate their

performance against existing state-of-the-art methods, including

Ludo Hashing [32], Shifting Filter (SF) [14], ⌫⌘ Sequence-based

Bloom Filter (BhBF) [29], Marked Cuckoo Filter (MCF) [25], and

Coloring Embedder (CE) [36] (see Figure 2). Speci�cally, we �x

the number of sets to 25 in Figure 2(a) and Figure 2(b), and �x

the total number of keys to 224 in Figure 2(c) and Figure 2(d). The

results show that both TMSQFC and TMSQDASS achieve high memory

e�ciency in most scenarios, with TMSQDASS even outperforming

other baselines. However, both approaches exhibit lower lookup

throughput compared to other methods.

3.3 Analysis of Limitations and Design Insights

The low lookup throughput in the tree-based framework is mainly

due to the traversal of multiple binary set separators, each of which

requires several hash computations and memory accesses for a

single key lookup. Moreover, TMSQFC does not support key dele-

tions because of the inherent limitations of Bloom �lters, and key

insertions can incur signi�cant overhead, often necessitating re-

construction of the �lter cascade. Despite these limitations, the

tree-based structure remains a promising approach for achieving

100% query accuracy with low memory usage. The key challenge,

therefore, is to design a tree-based structure that delivers high

lookup throughput while supporting e�cient updates, including

insertions, deletions, and key migrations.

New design insights. The design of MS-MQ data structures re-

quires high lookup throughput, 100% query accuracy, low memory

cost, and support for dynamic updates. The experimental results in

Figure 2 show that the tree-based structures TMSQFC and TMSQDASS

achieve low memory cost, but both su�er from low lookup through-

put. To understand this limitation, we analyze the design of Bloom

�lters and Cuckoo �lters. Bloom �lters have simpler memory access

patterns than Cuckoo �lters and their variants, but their lookup
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e�ciency is often limited by the computational overhead of multi-

ple hash functions. This observation suggests that, if Bloom �lters

can be e�ectively adapted to construct binary set separators while

minimizing their hashing overhead within a tree-based framework,

the resulting structure could support highly e�cient MS-MQ.

Furthermore, practical MS-MQ deployments often operate over a

heterogeneous memory hierarchy. While the complete and dynam-

ically evolving collection of sets resides in large-capacity memory,

the MS-MQ structure itself must �t within a much smaller fast-

memory footprint. This separation may arise across devices—for

example, when a centralized server maintains the full set collec-

tion while a compact query structure is o�oaded to resource-

constrained devices such as routers or IoT nodes. It can also arise

within a single device, where structure construction and updates

are handled in larger but slower memory, while lookup queries are

served from smaller and faster memory. This resource asymmetry

is particularly well aligned with MS-MQ workloads, where query

processing must be fast and memory-e�cient, but construction

and updates can be handled separately. It therefore motivates a

decoupled design with two distinct planes: a control plane for con-

structing the data structure and processing incremental updates,

and a data plane optimized exclusively for high-speed queries.

Guided by these dual-plane insights, the following sections �rst

detail the Exact Binary Set Separator (XBSS) as a dual-plane

building block, followed by the comprehensive design for MS-MQ.

4 DESIGN OF THE LIGHTWEIGHT XBSS

In this section, we present XBSS, a lightweight binary set separator

designed for exact set membership queries, which serves as the

core building block of our MS-MQ design.

Adhering to the architectural principles in Section 3.3, XBSS

adopts a decoupled design to reconcile query e�ciency with up-

date agility, as shown in Figure 4. Structure construction and update

maintenance are handled in the control plane (XBSSC), while the

data plane (XBSSD), is optimized for high-throughput lookups and

memory compactness. This separation isolates maintenance over-

head from the performance-critical query path and enables seamless

transformation into a query-optimized representation.

4.1 Design of XBSSC
XBSSC adopts a two-layer structure inspired by DASS [34], as shown

in Figure 4(a). The �rst layer is a counting Bloom �lter (CBF) [11]

which supports dynamic updates, including key insertion and dele-

tion. The second layer is anOthello. However, directly incorporating

the CBF into the design leads to substantial computational over-

head, as it requires multiple hash computations for each operation.

Inspired by the �ndings that two independent hash functions ⌘1 (G)

and ⌘2 (G) can simulate multiple hash functions by Equation 1:

68 (G) = ⌘1 (G) + 8⌘2 (G) (8 = 0, 1, 2, ...) (1)

without any loss in the asymptotic false positive probability [17],

this less hashing technique provides a promising solution to

reduce the computational overhead. Accordingly, we adopt this

technique in XBSSC, reducing the total number of hash compu-

tations required for key operations (e.g., insertion, �ipping, and

deletion) to two, thereby enabling a lightweight counting Bloom

�lter. Thus, XBSSC selects two base hash functions to derive the

hash functions required by the CBF and Othello. Since Othello may

trigger a reconstruction process when the selected hash functions

fail to produce an acyclic graph, the two base hash functions may

need to be reselected. XBSSC supports the following operations:

Construction (XBSSC .build).Given two disjoint groups of keys, DL
and DS, the control plane constructs XBSSC to distinguish between

them. A CBF is �rst built using the keys from DS. Then, the keys

from DL are queried against this �lter, where most are expected to

yield negative results. Keys that return positive results constitute

the false positive set FP (set 0). An Othello structure is then built to

distinguish between FP (set 0) and the true positive set DS (set 1).

New key insertion (XBSSC .insert(x)). For a new key G inserted

into set DS, the key should be added to both the CBF and the Othello

$ . If CBF.query(G) == 1, then G only needs to be inserted into $

with $ .query(G) == 1. Otherwise, G is �rst inserted into the CBF.

After the insertion, keys from DL are rechecked against the updated

CBF to identify any new false positives. These newly identi�ed keys

G 0 are inserted into $ with $ .query(G 0) == 0, while the newly

inserted key G from DS is inserted into $ with $ .query(G) == 1.

For a new key G inserted into set DL, if CBF.query(G) == 0, no

further action is required. Otherwise, G should be inserted into $

with $ .query(G) == 0.

Key �ipping (XBSSC .flip(x)). When a key G is moved from DS

to DL, CBF �rst removes G since G has already been inserted into

CBF and $ , and then checks whether G would be recognized as a

false positive key after removal. If G is a false positive, then Othello

$ �ips the value of G by making $ .query(G) == 0. Otherwise, G

is deleted from $ . When a key G is moved from DL to DS, CBF �rst

checks whether G is tested positive. If so, Othello $ �ips the value

of G by making$ .query(G) == 1. Otherwise, G is inserted into CBF

and DL are tested against CBF to get new false positives. Then G is

inserted into$ with$ .query(G) == 1 and new false positives G 0 is

inserted into $ with $ .query(G 0) == 0.

Key deletion (XBSSC .delete(x)).When a key G is removed from

DS, then both CBF and $ delete G . When a key G is removed from

DL, CBF �rst checks whether G is a false positive. If so, $ deletes G .

Otherwise, no further operation is required.

It is worth noting that insertions or deletions in CBF may alter

the set of false positives when testing keys from DL. Therefore, these

keys need to be re-evaluated. To reduce the overhead of re-checking

all keys in DL, we maintain an index table associated with the CBF.

The index table records, for each slot in the CBF, the indices of the

DL keys that hash to that slot. When the value of a slot changes due

to an insertion, �ipping, or deletion, only the keys linked to that

slot need to be re-checked, and the false positive set can then be

updated accordingly.

4.2 Design of XBSSD
After XBSSC has been successfully constructed using the selected

two base hash functions, XBSSD is obtained by converting the CBF

into a standard Bloom �lter (BF), setting all nonzero counters to

1, and copying the Othello structure, as shown in Figure 4(b). The

resulting XBSSD can then be deployed in the data plane to support

e�cient exact binary set membership queries. The main supported

operation of XBSSD is key lookup.
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Key lookup (XBSSD .lookup(x)). For a given key G , only two hash

computations are required for the query. if BF.query(G) == 0,

then G 2 ⇡! . Otherwise, the key is checked in the Othello $ . If

$ .query(G) == 0, then G 2 ⇡! . Otherwise, G 2 ⇡( .

4.3 Memory Analysis of XBSS

This section analyzes the memory cost of XBSS, focusing on the

trade-o�s under di�erent false positive rate con�gurations of the

�lter. We examine XBSSD, which is deployed in the data plane and

may operate on resource-constrained devices. XBSSD shares the

same structural properties as XBSSC, except that the CBF in XBSSC

requires approximately 2 times more memory than the BF used in

XBSSD, where 2 denotes the number of bits per counter in the CBF.

XBSSD consists of a Bloom �lter BF and anOthello$ . A key design

trade-o� exists between the sizes of BF and $ , determined by the

false positive rate of BF. Speci�cally, reducing the false positive rate

of BF requires more memory but results in fewer false positives,

thereby reducing the size of $ needed to distinguish between false

positives and true positives. Suppose XBSSD is built using keys from

two groups DS and DL with size ns and nl respectively (nl � ns),

and keys from DS are inserted into the BF. If the false positive rate

of BF is set to n , then BF requires at least 1.4427ns · log2 (
1
n
) bits [3].

The expected number of false positives is n · nl. The Othello$ then

requires 2.33 · (n · nl + ns) bits [44]. Thus the total memory cost of

XBSS is 1.4427 · ns · ;>62 (
1
n
) + 2.33 · nl · n + 2.33 · ns.

Let A = nl/ns, then the total memory cost is " = ns · (1.4427 ·

;>62 (
1
n
) +2.33 ·A ·n +2.33). Since ns and A are constant for the given

sets, we can minimize" with respect to n . The minimum memory

cost is achievedwhen n =
0.8925

A
, yielding"<8= = (2.08 ln A+4.65)=B .

Accordingly, the amortizedmemory cost per key is"0 = (2.08 ln A+

4.65)/(A + 1). By taking the derivative of"0 with respect to A and

setting m"0

mA
= 0, we �nd that"0 reaches its maximum at A = 0.892.

Since A � 1 in practical settings, increasing A monotonically reduces

the amortized memory cost per key.

5 MULTI-SET MEMBERSHIP QUERY DESIGN

This section presents the holistic design of STEM2. As shown in

Figure 5, STEM2 adopts a decoupled architecture composed of a con-

trol plane and a data plane. Following the principles established in

Section 3.3, maintenance-intensive operations, including structure

Control 
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Data 
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Data plane devices 𝐒𝐓۳ۻ૛۲
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Figure 5: System Overview of STEM2 for Supporting MS-MQ.

construction and incremental updates, are assigned to the control

plane STEM2
C
. In contrast, the data plane STEM2

D
remains a lightweight,

read-only structure for high-throughput, low-latency lookups on

data-plane devices. We then present the splitting strategies used to

construct STEM2
C
in Section 5.2.

5.1 Design of STEM2
C
and STEM2

D

We adopt the tree-based framework to construct STEM2
C
. At each

node of the tree, we incorporate our proposed XBSSC, introduced

in Section 4, as the binary set separator. The corresponding data-

plane structure, STEM2
D
, is obtained by replacing each XBSSC in STEM

2
C

with its data-plane counterpart, XBSSD. To enable a computationally

e�cient design, we also adopt the less-hashing technique [17].

Speci�cally, two base hash functions are selected to simulate all

hash functions used in STEM2
C
and STEM2

D
, thereby reducing the total

number of hash computations for key lookups on STEM2
D
to two.

5.2 Strategy for Choosing a Splitting Point

With the e�cient binary separator XBSS, we construct a tree-based

structure, STEM2, to support MS-MQ. However, the choice of how

multiple sets are partitioned at each tree node can lead to trees with

substantially di�erent shapes and depths, which in turn a�ects the

lookup throughput, memory overhead, and update e�ciency of

STEM2. To jointly optimize these metrics, it is crucial to carefully

select the splitting point used to partition the sets at each tree node.

We �rst analyze that splitting among a set is not optimal. XBSS

is built to separate keys to two partitions, ! and '. As discussed in

Section 4.3, The memory e�ciency of XBSS improves as the ratio

A = |' |/|! | increases, where |! | and |' | are the sizes of sets ! and ',

respectively. However, when A is small (especially when |' | ⇡ |! |),

the memory cost of the XBSS ("> = (2.08 ln
|' |
|! |

+ 4.65) |! |) may

become prohibitively high. An intuitive approach to mitigating

this is to introduce a threshold \ , and adjust the splitting point

to make A = \ , by allowing a set to be split across two partitions.

Taking this strategy, we will �rst divide ! into two sets !1 and

!2 to make A = ( |' | + |!2 |)/|!1 | = \ . Then for sets ' and !2, we

may take the same step until two sets != and ' meet the ratio

requirement. Thus, during this process, the original two sets are

divided into multiple sets !1, !2, ..., !=,' and we need to build = �

1 XBSS instances to �nally separate ! and '. The total memory

cost for this approach will be"8 = 2.08
Õ=�1

8=1 (ln
|!8+1 |+...+|!= |+|' |

|!8 |
+
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4.65) |!8 |+(2.08 ln
|' |
|!= |

+4.65) |!= |. Given |!1 |+|!2 |+|!3 |+...+|!= | =

|! |,"8 �"> = 2.08
Õ=�1

8=1 ln
|!8+1 |+...+|!= |+|' |

|!8 |
|!8 | + 2.08 ln

|' |
|!= |

|!= |�

2.08
Õ=

8=1 ln
|' |
|! |

|!8 | > 0. This shows that splitting a single set into

multiple partitions to obtain a higher A does not reduce memory

cost; instead, it introduces more XBSS instances and consequently

increases lookup latency. Therefore, when designing the splitting

strategy, we do not place splitting points within a set.

We then propose two splitting strategies: fully greedy splitting

(FGS) strategy and balanced-then-greedy splitting (BGS) strategy.

5.2.1 FGS strategy. As discussed in Section 4.3, for a XBSS, selecting

a splitting point that maximizes the size ratio A = nl/ns between

the two groups DS and DL minimizes the memory overhead of XBSSD.

Accordingly, applying a greedy strategy that minimizes the memory

cost of each XBSS at tree node—referred to as fully greedy splitting

(FGS)—yields the minimum memory overhead of STEM2
D
. Formally,

consider = sets (0, (1, . . . , (=�1 sorted in nondecreasing order of

size, i.e., |(0 |  |(1 |  . . .  |(=�1 |, with total size ) =

Õ=�1
8=0 |(8 |.

Under the FGS strategy, the :-th split (0  :  = � 2) partitions the

current collection (: , (:+1, . . . , (=�1 into a left group (: and a right

group (:+1, . . . , (=�1. The total memory cost of the resulting tree is

"1 =
Õ=�2

:=0

�

2.08|(: | ln
':
|(: |

+ 4.65|(: |
�

, where ': =

Õ=�1
8=:+1 |(8 |.

5.2.2 BGS strategy. To reduce tree depth and improve lookup

throughput as well as dynamic update e�ciency, we �rst con-

struct a balanced tree and then apply a greedy strategy at each

node to minimize the local memory cost, following the approach

described in Section 3.2. This method, referred to as balanced-

then-greedy splitting (BGS), reduces the tree depth to dlog2 (=)e

for = sets but increases the data plane memory overhead. Under

the BGS strategy, the data-plane memory cost of STEM2
D
is "2 =

Õ

=>34B (2.08 ln(=A /=; ) +4.65)=; where =A and =; denote the number

of keys in the two subgroups at each node.

5.2.3 Analysis. Because the overall memory cost of STEM2
D
is domi-

nated by the linear merging component, the e�ciency of each strat-

egy depends on how often a set of size |(: | is accumulated into the

left partition. For "1, the linear cost is ⇠;8= ("1) = 4.65
Õ=�2

:=0 |(: |,

which ensures that each set—except the largest one, |(=�1 |—is

counted exactly once in the memory accumulation. In contrast,

BGS organizes keys as a balanced hierarchical tree, where smaller

sets are repeatedly assigned to the left subtree. Let I (:) denote the

number of times |(: | is placed in the left partition across the hier-

archy. Then, the linear cost of"2 can be expressed as ⇠;8= ("2) =

4.65
Õ=�1

:=0 I (:) |(: |. Since I (:) � 1 for all : < = � 1, and can be as

large as log2 = for the smallest sets, these set sizes are repeatedly ac-

cumulated across multiple tree levels. Consequently,"1 achieves a

strictly smallermemory footprint than"2, i.e.,⇠;8= ("1) < ⇠;8= ("2).

However, from the perspectives of lookup throughput and dy-

namic update e�ciency, applying the FGS strategy at each node

produces a highly unbalanced tree with depth =. Consequently,

querying or updating keys belonging to larger sets requires travers-

ing more tree levels, which degrades both lookup throughput and

update e�ciency. For example, a query for a key belonging to (=�1
must pass through all = � 1 XBSS nodes, signi�cantly increasing

lookup latency and reducing throughput. Moreover, the FGS strat-

egy increases the control-plane memory overhead of XBSSC, which

in turn raises the overall memory cost of STEM2
C
. The main reason

is that a larger ratio A = nl/ns results in a larger index table in the

CBF, because the indices of all keys in DL must be maintained in

that table. In contrast, the BGS strategy generates more balanced

partitions at each node, resulting in a smaller size ratio A = nl/ns
when constructing XBSS nodes. This smaller ratio reduces the size

of the index table in the control-plane CBF of XBSSC, and thus lowers

the overall memory overhead of STEM2
C
.

In summary, users can select between the two splitting strategies

according to their speci�c requirements, further enhancing the

�exibility of STEM2 deployments. Unless otherwise speci�ed, we

adopt the BGS strategy in the implementation of STEM2 to achieve

higher lookup throughput and more e�cient updates.

5.3 Operations of STEM2

5.3.1 Operations of STEM2
C
. The control plane is responsible for

constructing STEM2
C
and updating it in response to key updates.

Construction. Given multiple sets {(1, (2, . . . , (=}, we �rst select

the two base hash functions and use them to construct a balanced

tree, applying the splitting strategy at each node to determine the

splitting point. This process partitions the sets into left and right

groups, which are then used to build a binary set separator XBSS

at each node. STEM2
C
invokes the XBSSC .build function to construct

the binary separator. Speci�cally, the hash functions used in each

XBSSC are derived from the two base functions by setting di�erent

indices 8 , as de�ned in Equation 1. Notably, if an Othello of XBSS

fails to �nd simulated hash functions to build an acyclic graph

after exceeding a prede�ned number of attempts, then STEM2
C
will

reselect two base functions and retry the construction.

Insertion and deletion. Inserting or deleting a key G from a set

triggers updates to all XBSS instances along the path from the target

leaf node to the root. At each node, the corresponding XBSS invokes

XBSSC .insert(x) to add the key or XBSSC .delete(x) to remove it.

Inter-set key migration. A key migration refers to changing the

set ID of a key. Suppose a key G is migrated from set 8 to set 9 ;

this operation is equivalent to inserting G into set 9 and deleting

G from set 8 . Thus, the migration is performed by executing the

corresponding insertion and deletion operations.

Batch update. A batch update mechanism is introduced to reduce

amortized update latency. Each XBSSC in STEM2 caches the SetID in

its two partitions. For each key update, STEM2
�rst uses the cache

information to identify the a�ected XBSSC instances. Then, STEM
2

derives the corresponding operations—i.e., insertion, deletion, �ip-

ping—for each a�ected instance. For a key insertion or deletion,

the corresponding update is the insertion or deletion operations on

all a�ected XBSSC instances. A key migration is decomposed into

deleting the key from its original set and inserting it into the target

set, yielding two ordered lists of separator-level operations. These

two lists are then merged from bottom to top until the �rst common

XBSSC is encountered, at which point the insertion and deletion

are combined into a �ipping operation. For example, if a key G is

migrated from (1 to (4 in Figure 5, STEM2 generates the operations

XBSSC3 .delete(x), XBSSC4 .insert(x), and XBSSC1 .flip(x). After

all key updates have been analyzed, the generated operations are

grouped by each XBSSC and executed in batches.
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5.3.2 Operations of STEM2
D
. Lookup. To determine the set ID of a

given key G , the query begins from the XBSSD instance at the root

node. The result of XBSSD .lookup(G) indicates whether G belongs

to the left or right partition, thereby determining the next XBSSD
instance to query. This process continues recursively until a leaf

node is reached, at which point the set ID associated with that leaf

is returned as the �nal result.

6 EVALUATION

6.1 Implementation and Experiment Setup

We implement a complete software prototype of STEM2 in C++.

The false positive rate n of the (counting) Bloom �lter in each XBSS

is the only parameter that needs to be con�gured. We set n =
0.8925

A

to minimize memory cost, where A (A > 1) denotes the size ratio

between the two partition groups. Each counter in the CBF is allo-

cated 4 bits. Once n is determined, the remaining parameters of the

CBF and Othello within XBSS are automatically derived, as analyzed

in Section 4.3. We conduct two types of performance evaluation. 1)

Synthetic-dataset evaluation, where the sizes of di�erent sets follow

Zip�an, normal, and uniform distributions. 2) Case study of STEM2

on two applications, including packet forwarding and transaction

tag query. All experiments are run on an Exxact Valence full-tower

workstation with AMD Ryzen Threadripper PRO 5965WX, 3.8GHz,

128 MB L3 cache and Ubuntu 22.04.

Metrics.We employ the following metrics to evaluate STEM2. 1)

Lookup throughput: quanti�ed by the number of lookups a data

structure on the data plane can execute per second, reported in

million operations per second (Mops). 2) Memory cost: amortized

number of bits consumed per key on the data plane. 3) Update

e�ciency: amortized latency to insert/delete/migrate a key on the

control plane. It is worth noting that we do not evaluate lookup

accuracy, as STEM2 guarantees 100% correctness.

Baseline methods. We compare STEM2 with existing state-of-

the-art data structures and algorithms for MS-MQ, including Ludo

hashing (Ludo) [32], coloring embedder (CE) [36], Shifting Filter

(SF) [14], ⌫⌘ sequence-based Bloom �lter (BhBF) [29], and Marked

Cuckoo �lter (MCF) [25]. We use the publicly available C++ imple-

mentations of Ludo [31] and CE [37]. For Shifting Filter, we rewrite

its public Python implementation [13] in C++. We receive the im-

plementation of BhBF in Java from its authors and then rewrite it

in C++. Finally, we implement MCF in C++ based on the design de-

scribed in its paper [25]. Meanwhile, we also compare STEM2 with

TMSQFC and TMSQDASS introduced in Section 3.2. Among those algo-

rithms, only Ludo, TMSQFC and TMSQDASS can achieve 100% lookup

accuracy. To ensure a fair comparison and eliminate the in�uence of

hash function variability on algorithm performance, we use Google

FarmHash [16] as the hash function for all evaluated algorithms.

Datasets. We generate synthetic datasets with varying numbers of

sets and total keys, where the set size distributions follow Zip�an,

normal, and uniform distributions, respectively. Each key is 64 bits.

For two case studies, we employ two real world datasets, and

Table 1 summarizes the statistical information of the real datasets.

Network tra�c [15]. We utilize a network tra�c dataset from

Internet of Things (IoT) devices for packet forwarding, where the

packet ID is the key and the port number serves as the set ID.

Table 1: Statistical Information of Real Datasets.

Dataset #Sets #Keys min set size max set size

Network 302 570397 16 271561

Transactions 503 1048575 1 141886

Credit card transactions [19]. This dataset stores the transaction

history of users that includes the amount for each transaction. We

divide the transactions into di�erent sets according to the transac-

tion amount. For example, the transaction amount between 0 and 5

are assigned to set 0, amounts between 6 and 10 to set 1, and so on.

Transactions with amounts greater than 2500 are grouped into one

set. Notably, empty sets are discarded.

6.2 Data Plane Evaluation of STEM2

In this section, we evaluate the lookup throughput and memory

cost of STEM2 using synthetic datasets on the data plane.

6.2.1 Performance on Zipfian-distributed dataset. We generate syn-

thetic datasets with varying number of sets and total keys, where

the set sizes for each dataset follow a Zip�an distribution.

Lookup throughput andmemory cost vs. number of keys. Fig-

ure 6(a) and Figure 6(b) present the lookup throughput and memory

cost as the total number of keys increases from 212 to 226, with the

number of sets �xed at 25. The results show that STEM2 achieves

exceptionally high lookup throughput, exceeding 130 Mops,

which is more than 25.6%–32.5% higher than the best baseline CE.

Moreover, STEM2 achieves 4.54⇥–21.63⇥ higher lookup throughput

compared to Ludo, which also guarantees fully accurate query. The

lookup throughput of other methods ranges from 2 to 55 Mops. As

number of keys grows, STEM2 experiences a negligible degradation

in throughput, due to an increased number of cache misses caused

by larger data structures when handling more keys. Ludo and MCF

show noticeable performance degradation as key size grows.

Figure 6(b) shows the memory cost of STEM2 on the data plane

as the number of keys varies. The results show that STEM2 is the

most space-e�cient data structure under Zip�an distribution

compared to other methods. Speci�cally, STEM2 consumes 6.56–

6.95 bits per key with varying number of keys. TMSQDASS, has the

same tree-based framework as STEM2 but uses di�erent binary sep-

arators, requires 7.54–8.85 bits per key, demonstrating the memory

e�ciency of the tree-based framework. The memory cost of CE is

relatively large compared with STEM2, which requires around 23.2

bits per key, although it achieves the best lookup throughput among

baselines. We do not show memory cost of BhBF and SF in the �g-

ures, as both require signi�cantly more memory space compared to

other methods. Speci�cally, BhBF is reported to require an average

of 80 bits per key based on the bit-�eld compression, which incurs

additional costs in the form of memory alignment overhead and

bitwise operation overhead. Allocating a full �eld such as uint32_t

for each counter signi�cantly worsens memory cost (nearly 422

bits per key) but also signi�cantly increases lookup throughput.

Our evaluation for throughput and memory cost of BhBF is based

on the full �eld counter version. SF requires an average of 94.8 bits

per key to achieve 95% query accuracy.

Lookup throughput and memory cost vs. number of sets. Fig-

ure 6(c) and Figure 6(d) show the lookup throughput and memory
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(a) Lookup thro. vs. # of keys (b) Memory cost vs. # of keys (c) Lookup thro. vs. # of sets (d) Memory cost vs. # of Sets

Figure 6: Lookup Throughput and Memory Cost Using Datasets under Zip�an Distribution.

(a) Lookup thro. vs. # of keys (b) Memory cost vs. # of keys (c) Lookup thro. vs. # of sets (d) Memory cost vs. # of Sets

Figure 7: Lookup Throughput and Memory Cost Using Datasets under Normal Distribution.

cost as the number of sets increases from 23 to 29, with the number

of keys �xed at 224. We observe that the number of sets has a negli-

gible e�ect on the lookup throughput, and STEM2 consistently

achieves the highest performance. Speci�cally, STEM2 achieves

22.7%–28.5% higher lookup throughput than CE, and outperforms

Ludo by 8.65⇥–9.23⇥. As the number of sets increases, a query must

traverse more XBSS instances, however, the throughput shows only

slight �uctuations. The key reason is that STEM2 requires only

two hash computations in a query process with the less-hashing

technique, regardless of the number of XBSS instances in the tree.

In terms of memory cost, STEM2 consumes the least memory

among all evaluated methods on the Zip�an-distributed dataset as

shown in Figure 6(d). As the number of sets increases, STEM2’s

memory usage rises moderately from 4.62 to 8.63 bits per key, pri-

marily due to the introduction of additional XBSS instances for more

sets. Among the baselines, TMSQDASS, the most memory-e�cient

baseline, requires around 5.33–9.91 bits per key. CE, which achieves

the highest lookup throughput among baselines, incurs signi�cantly

higher memory cost, ranging from 15.2–39.2 bits per key.

6.2.2 Performance on normally distributed dataset. In some real-

world scenarios, the set sizes exhibit a normal-like distribution.

To evaluate STEM2 under such conditions, we construct synthetic

datasets with di�erent numbers of sets and total keys, where the

set sizes for each dataset follow a normal distribution.

Lookup throughput andmemory cost vs. number of keys. Fig-

ure 7(a) and Figure 7(b) show the lookup throughput and memory

cost of di�erent methods as the total number of keys grows from

212 to 226, while keeping the number of sets �xed at 25. STEM2

achieves the highest lookup throughput, which is 21.8%–25.3%

higher than the best baseline method CE. All methods exhibit

lookup throughput trends that are consistent with those observed

under Zip�an-distributed datasets as the number of keys increases.

For memory cost, STEM2 remains themost e�cient solution,

with memory usage ranging from 10.65 to 11.34 bits per key. Among

baselines, themost e�cient design, Ludo, requires an average of 12.2

bits per key on the data plane. Although the normally distributed

dataset is less skewed than the Zip�an-distributed one, STEM2

presents only negligible performance degradation, demonstrating

the adaptability and robustness of our design.

Lookup throughput and memory cost vs. number of sets.

Figure 7(c) and Figure 7(d) show the lookup throughput andmemory

cost as the number of sets grows from 23 to 29, while keeping the

total number of keys at 224. STEM2 achieves the highest lookup

throughput among all methods and the increasing number of sets

has negligible impact on its throughput.

STEM2 consumes 6.22–20.46 bits memory per key as the number

of sets grows, mainly because more XBSS instances are required.

Since the normal distribution is less skewed than the Zip�an distri-

bution, STEM2 experiences some degradation in memory e�ciency

under this setting. In contrast, Ludo exhibits the lowest and most

stable memory usage, requiring 12.2 bits per key regardless of the

number of sets. TMSQFC, as the second-best benchmark in this sce-

nario, requires 6.06–19.47 bits per key. Although STEM2 does not

achieve the lowest memory cost when handling a large number of

sets, its memory usage remains comparable to the most e�cient

methods (Ludo and TMSQFC) and still outperforms other baselines.

Notably, the superior lookup throughput of STEM2 makes it a

compelling and practical solution.

6.2.3 Performance on uniformly distributed dataset. The lookup

throughput and memory cost on skewed datasets with Zip�an and

normal distributions demonstrate the exceptional advantages of

STEM2. One key reason is that the memory usage of our designed

separator, XBSS, decreases as the size ratio between the two parti-

tioned subgroups increases, as analyzed in Section 4.3. To further
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(a) Lookup thro. vs. # of keys (b) Memory cost vs. # of keys (c) Lookup thro. vs. # of sets (d) Memory cost vs. # of sets

Figure 8: Lookup Throughput and Memory Cost Using Datasets under Uniform Distribution.

(a) Amortized insert. latency vs. # of keys (b) Amortized insert. latency vs. # of sets

Figure 9: Amortized Insertion Latency Per Key.

(a) Migration latency vs. # of keys (b) Migration latency vs. # of sets

Figure 10: Amortized Migration Latency Per Key.

evaluate the applicability of STEM2 in more general scenarios, we

construct datasets with varying numbers of sets and total keys,

where the set sizes for each dataset follow a uniform distribution,

and examine STEM2’s performance on these datasets.

Lookup throughput and memory cost vs. number of keys.

For the experimental setting, the number of sets is set as 25 and the

number of keys varies from 212 to 226. Figure 8(a) and Figure 8(b)

show the lookup throughput and memory cost respectively. The

results show that STEM2 achieves the highest lookup through-

put compared with other methods. STEM2 and Ludo incur the

lowest memory cost, with STEM2 requiring only 12.18–12.46

bits per key and Ludo requires 12.2 bits per key. Notably, al-

though TMSQFC consumes 35.75 bits per key when the dataset size is

212, its memory e�ciency improves signi�cantly for larger datasets

(e.g. 218 to 226), requiring only an average of 11.26 bits per key. The

reason TMSQFC performs poorly in terms of memory cost on small

datasets is the width of each bloom �lter in the �lter cascade is

set with a �xed lower bound to prevent the number of layers from

growing too rapidly. Consequently, even if the current Bloom �lter

produces only one false positive key, another Bloom �lter layer

must be added. In addition, the total number of keys is too small to

amortize the relatively large memory cost.

Lookup throughput and Memory cost vs. number of sets. We

set the number of keys as 224 and vary the number of sets from 23

to 29. As shown in Figure 8(c) and Figure 8(d), STEM2 achieves over

120 Mops lookup throughput, outperforming all other methods.

As the number of sets grows, the memory cost of STEM2 increases

from 7.31 to 21.92 bits per key. In contrast, Ludo requires an average

of 12.2 bits to store a key, regardless of how the number of sets

changes. TMSQFC as the second-best benchmark, requires an average

of 6.06–19.47 bits to store a key, which is very close to STEM2.

Summary. STEM2 achieves the highest lookup throughput across

all datasets. It also incurs the lowest memory cost on skewed

datasets under both Zip�an and normal distributions. Even on the

uniformly distributed datasets—its worst case in terms of memory

usage—STEM2 exhibits only slightly higher memory overhead than

Ludo and remains comparable to TMSQFC, while still outperforming

all other baselines.

6.3 Control Plane Update Evaluation of STEM2

The control plane of STEM2 is responsible for constructing the

data structure and dynamically updating it if there are membership

changes. Among these baselines, only Ludo, TMSQFC and TMSQDASS

can provide 100% query accuracy. Since TMSQFC and TMSQDASS have

the same structural framework as STEM2, and STEM2 outperforms

them in prior evaluations, we select Ludo as the baseline for control

plane update evaluation. In addition, to compare STEM2 with the

approximate data structures, we also include CE, which achieves

the highest lookup throughput among evaluated approximate data

structures. All evaluations in this subsection are conducted on

datasets with Zip�an and uniform distribution.

Insertion latency vs. # of insertion keys. We evaluate the amor-

tized insertion latency as the number of insertion keys increases.

In the experimental setup, the original structure stores 220 keys

across 25 sets. We then insert more keys, ranging from 26 to 216 in

total, each insertion key is randomly assigned to one of the sets. As

shown in Figure 9(a), Ludo is the fastest one in insertion among the

three methods. STEM2 incurs 1.31⇥–2.51⇥ the amortized insertion

latency compared to Ludo. CE is the slowest in insertion, causing

4.55⇥–18.81⇥ the latency compared to STEM2, as it does not sup-

port dynamic updates and requires a full rebuild upon each new

insertion. For all methods, when the number of new keys increases,

the amortized latency decreases. When 214 keys are inserted, the

amortized per-key insertion latency for STEM2, Ludo and CE is 52.2

`B , 22 `B and 501 `B , while the latencies are reduced to 27.6 `B , 11 `B

and 125.52 `B respectively for inserting 216 keys. Additionally, both
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(a) Throughput vs. # of keys (b) Throughput vs. # of sets

Figure 11: Thro. Comparison Using Two Splitting Strategies.

(a) DP mem. cost vs. # of keys (b) CP mem. cost vs. # of sets

Figure 12: Mem. Cost Using Two Splitting Strategies.

(a) Insertion latency vs. # of keys (b) Insertion latency vs. # of sets

Figure 13: Insertion Latency of Two Splitting Strategies.

(a) Migration latency vs. # of keys (b) Migration latency vs. # of sets

Figure 14: Migration Latency of Two Splitting Strategies.

(a) Throughput (b) Memory

Figure 15: Lookup Thro. and Memory Cost on Case Studies.

Ludo and STEM2 rely on Othello structures, which may require

rebuilding during insertions. Due to STEM2 ’s adoption of hash

function reuse across multiple XBSS, the probability of triggering

an Othello rebuild is higher than that in Ludo. This design trade-o�

explains why Ludo achieves better update e�ciency overall.

Insertion latency vs. number of sets. In this experimental setup,

we �x the number of insertion keys to be 214. The original data

structure stores a total of 220 keys, with the number of sets varying

from 23 to 28. Figure 9(b) shows the amortized insertion latency

per key. When the number of sets grows, the amortized insertion

time of STEM2 grows from 30 `B to 85.46 `B , because more XBSSs

need to be traversed during the insertion. In contrast, the amortized

insertion time of Ludo remains stable at 23 `B , while that of CE

increases from 314 `B to 746.21 `B . In summary, the batch insertion

of STEM2 is highly e�cient, with an average per-key insertion

latency remaining in the microsecond range.

We further evaluate key migration latency, which involves both

insertion and deletion operations.

Key migration latency vs. number of keys. We evaluate the

amortized migration latency that varies with the di�erent numbers

of migration keys. In the experimental setup, the original structure

stores 220 keys across 25 sets. We then randomly select a number

of keys ranging from 26 to 216, with each selected key randomly

migrated to another set. As shown in Figure 10(a), Ludo is the

fastest one in migration, followed by STEM2, and CE incurs the

highest migration latency. Speci�cally, STEM2 causes 1.46⇥–6.7⇥

the migration latency of Ludo, while CE causes 3.42⇥–17.34⇥ the

migration latency of STEM2. When 216 keys are migrated, the amor-

tized per-key migration latency for STEM2, Ludo and CE is 34.5 `B ,

5.15 `B and 118 `B respectively.

Key migration latency vs. number of sets. In this experimental

setup, we �x the number of migration keys to be 214. The original

data structure stores a total of 220 keys, with the number of sets

varying from 23 to 28. As shown in Figure 10(b), as the number

of sets increases, the amortized key migration latency of STEM2

increases from 41.13 `B to 102.1 `B , because more XBSS instances

need to be traversed during the migration process. In contrast, the

amortized migration latency of Ludo remains nearly constant at

around 21 `B , while that of CE increases signi�cantly from 314 `B

to 811 `B . Comparing Figure 9(b) and Figure 10(b), we can �nd that

the key migration process in STEM2 involves both deleting the key

from its original set and inserting it into the new set, which results

in a longer delay compared to the pure insertion operation.

Discussion. Although STEM2 has slightly higher update latency

than Ludo, particularly when the number of sets is large, Ludo

provides much lower query throughput. Thus, for query-intensive

or latency-sensitive applications with infrequent updates, STEM2

achieves a better trade-o�.

6.4 Performance of Splitting Strategies

We evaluate two splitting strategies, FGS and BGS, for binary-tree

construction on datasets with Zip�an and Uniform distributions.

Lookup throughput. We evaluate lookup throughput as the num-

ber of keys and sets varies. Figure 11(a) shows the results when the

number of keys increases from 212 to 220 with the number of sets
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�xed at 25, and Figure 11(b) shows the results when the number of

sets increases from 23 to 29 with the number of keys �xed at 220.

The results show BGS achieves 5.0%–7.8% higher lookup through-

put than FGS on Zip�an-distributed datasets, and 1.1%–3.0% higher

throughput on uniformly distributed datasets. Under FGS, a query

with 29 sets traverses up to 512 XBSS instances, whereas BGS tra-

verses only 9. Since less-hashing technique keeps the per-XBSS

lookup overhead low, the throughput gap remains modest.

Data plane (DP) memory cost. We use the same experimental

settings to evaluate data-plane memory cost under the two splitting

strategies. Figure 12(a) shows the results when the number of sets

is �xed at 25 and the number of keys increases from 212 to 220. On

Zip�an-distributed datasets, the memory cost decreases from 6.95

to 6.56 bits/key under BGS and from 6.51 to 5.83 bits/key under

FGS, giving FGS a 6.3%–11.1% advantage. On uniformly distributed

datasets, the memory cost decreases from 12.46 to 12.18 bits/key

under BGS and from 9.86 to 9.63 bits/key under FGS, corresponding

to a larger gap. In summary, FGS consistently achieves lower DP

memory cost than BGS, and its advantage is modest on Zip�an

datasets but substantially larger on uniformly distributed datasets.

This is because the more aggressive greedy partitioning in FGS is

especially bene�cial when the set sizes are less skewed.

Control plane (CP) memory cost. As described in Section 4.1,

STEM2 introduces an index table for each counting Bloom �lter

to avoid re-testing all keys during update operations. This index

table is maintained as part of the control plane. We adopt the same

experimental settings as that in evaluating the lookup throughput

and data plane memory cost. To quantify the control-plane memory

overhead, we introduce a new metric, denoted by q , de�ned as the

ratio between the number of keys stored in the index table and the

total number of keys. This metric captures the relative memory bur-

den imposed by the index table, which incurs substantially higher

memory cost than the core data structure of STEM2.

As shown in Figure 12(b), when the number of keys is �xed at 220

and the number of sets increases from 23 to 29: the index-table mem-

ory cost of FGS is 3.48⇥–157.18⇥ that of BGS on Zip�an-distributed

datasets and 2.65⇥–144.8⇥ on uniformly distributed datasets. This

gap arises because FGS increases the ratio A = |⇡! |/|⇡( | for each

XBSS in STEM2, which results in a larger CBF index table. Besides,

under the same strategy and dataset settings, uniformly distributed

datasets incur lower CP memory overhead than Zip�an datasets.

New key insertion latency. Figure 13 compares the insertion

latency of the two splitting strategies. Because FGS introduces more

levels in the binary tree, its average per-key insertion latency is

substantially higher than that of the BGS strategy used in STEM2.

Speci�cally, when inserting 26–216 new keys into STEM2 with 25

sets and an initial size of 220 keys, FGS incurs 4.06⇥–9.60⇥ higher

insertion latency than BGS on Zip�an-distributed datasets, and

2.66⇥–3.84⇥ higher latency on uniformly distributed datasets.

When STEM2 initially stores 220 keys and the number of sets

increases from 23 to 28, inserting 214 new keys into the Zip�an

dataset causes FGS to incur 1.82⇥–149.59⇥ the insertion latency of

BGS, indicating a substantial gap. On uniformly distributed datasets,

the corresponding gap is smaller but still signi�cant, with FGS

incurring 1.43⇥–9.79⇥ higher insertion latency than BGS.

Key migration latency.We use the same experimental setup as

in the key insertion latency evaluation. As shown in Figure 14,

FGS consistently incurs higher migration latency than BGS. When

migrating 26–216 random keys in STEM2 with 25 sets and an initial

size of 220 keys, the amortized migration latency of FGS is 3.84⇥–

9.24⇥ that of BGS on Zip�an-distributed datasets, and 1.87⇥–2.41⇥

on uniformly distributed datasets. When the original structure

stores 220 keys and the number of sets increases from 23 to 28,

the gap becomes even larger. On Zip�an-distributed datasets, the

migration latency of FGS is 1.61⇥–165.41⇥ that of BGS. On uniformly

distributed datasets, FGS still incurs 1.2⇥–10.98⇥ higher migration

latency. This di�erence arises because FGS produces a deeper and

more unbalanced tree, causing each migration to update manymore

XBSS instances, and the penalty becomes especially pronounced as

the number of sets increases.

Discussion. Overall, FGS and BGS expose di�erent trade-o�s. FGS

achieves lower DP memory cost, with the advantage being espe-

cially noticeable on uniformly distributed datasets, but it incurs

substantially higher CPmemory overhead and update latency due to

its deeper and more unbalanced tree structure. In contrast, BGS pro-

vides higher lookup throughput and much better update e�ciency,

while incurring only a modest increase in data-plane memory cost.

6.5 Evaluation on Real Dataset

We evaluate the performance of STEM2 in two case studies using the

aforementioned network tra�c and credit card transaction datasets.

Figure 15 shows the lookup throughput and memory cost. The re-

sults show that STEM2 achieves the highest lookup throughput

among all methods, exceeding 130 Mops. For memory cost, STEM2

requires an average of 11.41 and 4.49 bits per key, respectively,

achieving the lowest memory cost among all methods.

7 CONCLUSION

This paper presents a holistic design for exact multi-set membership

queries, centered on the proposed STEM2 data structure. Through

a decoupled architecture, STEM2 separates maintenance and query

processing into two planes: a maintenance-oriented control plane

for structure construction and incremental updates, and a query-

optimized data plane for high-throughput lookups. This design is

enabled by our novel Exact Binary Set Separator (XBSS) and the less-

hashing technique that requires only two hash computations, jointly

ensuring 100% query accuracy without sacri�cing performance.

Extensive experiments show that STEM2 outperforms state-of-the-

art hashing- and �lter-based solutions in both throughput and

memory e�ciency, providing a robust and scalable foundation for

high-performance networking and database applications.
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