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ABSTRACT

Differential Privacy (DP) is widely adopted in data management
systems to enable data sharing with formal disclosure guarantees.
A central systems challenge is understanding how DP noise trans-
lates into effective protection against inference attacks, since this
directly determines achievable utility. Most existing analyses focus
only on membership inference—capturing only a threat—or rely
on reconstruction robustness (ReRo). However, under realistic as-
sumptions, we show that ReRo can yield misleading risk estimates
and violate claimed bounds, limiting their usefulness for principled
DP calibration and auditing.

This paper introduces reconstruction advantage, a unified risk
metric that consistently captures risk across membership inference,
attribute inference, and data reconstruction. We derive tight bounds
that relate DP noise to adversarial advantage and characterize opti-
mal adversarial strategies for arbitrary DP mechanisms and attacker
knowledge. These results enable risk-driven noise calibration and
provide a foundation for systematic DP auditing. We show that
reconstruction advantage improves the accuracy and scope of DP
auditing and enables more effective utility-privacy trade-offs in
DP-enabled data management systems.
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1 INTRODUCTION

Differential Privacy (DP) [24] and its distributed variant, local DP
(LDP), have emerged as the de facto standard to mitigate privacy
risk—that is, the extent to which a learning process allows sensitive
information about participants to be inferred. DP aims to make
participation as safe as not participating [23], and its privacy-utility
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trade-off is governed by the privacy budget ¢ (smaller values pro-
vide stronger guarantees) and by §, which captures the probability
mass of outcomes in which the guarantee may fail, weighted by the
severity of their deviation from ¢ [53]. Despite this solid theoretical
foundation, a central practical question remains: How do these
formal parameters, especially ¢, translate into concrete protection
against real-world attacks? [54] This question is critical for cali-
brating e: if set too high, sensitive information may be exposed;
if too low, utility is unnecessarily compromised. Furthermore, un-
derstanding this relationship is essential for DP auditing, which
aims to empirically estimate privacy [37], test the tightness of DP
mechanisms [56], and detect bugs [65].

Motivated by its applications in noise calibration and auditing,
there is growing interest in the data management community in risk
assessment for DP mechanisms [7, 12, 16, 18]. Significant progress
has been made in connecting DP to the risk of membership inference
attacks (MIAs) [12, 26, 36, 70], even enabling direct noise calibra-
tion for desired MIA risk levels [44] without explicitly choosing e.
However, MIAs capture only one aspect of privacy risk and may
be less relevant in deployments such as census data releases. In
particular, attribute inference attacks (AlAs) [70], which can expose
sensitive information even when membership is public [9], remain
less understood. Recently, data reconstruction attacks (DRAs) [9]
were proposed as a unifying framework subsuming both MIAs and
AlTAs, while also accounting for partial or imperfect reconstruc-
tion, e.g., revealing a car’s license plate may suffice to compromise
privacy even if the background is inaccurate.

Balle et al. [9] introduced the first metric for DRAs, reconstruc-
tion robustness (ReRo), providing a pioneering unified view of
DP attack resilience. ReRo was foundational, but has limitations
as a comprehensive adversarial metric. First, ReRo and existing
bounds [9, 34] assume attackers have no target-specific auxiliary
knowledge, ignoring partial information such as demographic at-
tributes or social media data—information that real-world attacks
often exploit [20, 55, 63]. We empirically confirm this limitation:
when target-specific auxiliary information is available, the empiri-
cal ReRo exceeds the existing ReRo bounds (see Figure 3). Second,
ReRo is a success probability, which penalizes mechanisms for pro-
viding global statistical knowledge—the end goal of data release—
and incorrectly accounts for success from background knowledge
or statistical imputation as participation risk [15, 43], leading to
unnecessary utility loss when used for noise calibration (Figure 2).

We address such limitations by introducing reconstruction ad-
vantage (RAD), which extends advantage metrics to the unifying
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DRA framework. RAD overcomes ReRo’s limitations, naturally in-
corporating auxiliary knowledge and avoiding risk overestimation.
We establish tight bounds linking DP noise to RAD, enabling noise
injection calibrated to a participant’s true risk of information disclo-
sure. Specifically, we provide: (i) a worst-case bound independent
of the attacker’s auxiliary knowledge (Theorem 4.2), and (ii) an
auxiliary-dependent, universally tight bound (Theorem 4.3). To as-
sess tightness, we construct and prove the optimal attack strategy
for any reconstruction goal, auxiliary knowledge, and mechanism—
which also serves as a practical tool for DP auditing.

Theorem 4.3 is universally tight and cannot be further improved.
However, it requires full knowledge of the mechanism M, limiting
its applicability in auditing external software. While Theorem 4.2
can serve as a fallback in such scenarios, it may strongly overesti-
mate risk when no auxiliary information is available. To address
this, we provide closed-form, black-box upper bounds for RAD
without auxiliary knowledge (i.e., when the entire target record is
considered secret, as in [6, 9, 34]) and for the case of perfect recon-
struction, which is particularly relevant for categorical data where
sensitive attributes (e.g., diseases, political opinions, or religious
beliefs) cannot be partially reconstructed [28, 29]. All our bounds
substantially reduce the required noise compared to existing ReRo
bounds, and we validate these improvements experimentally.

These results provide the theoretical foundation for practical
DP auditing. Modern DP systems deployed in industry [27], gov-
ernment [2], and data-processing pipelines [52] still lack general-
purpose tools for quantifying real-world privacy leakage. Exist-
ing auditing tools either focus on a narrow attack class (often
MIAs) [6, 37, 50, 56, 65] or rely on learning-based strategies re-
quiring extensive tuning without mechanism-independent guar-
antees [48]. RAD fills this gap, offering a principled, mechanism-
agnostic characterization of reconstruction risk. Building on our
novel bounds, we introduce a RAD-based auditing framework that
generalizes beyond prior tools [6, 21], capturing all reconstruction
risks and providing more accurate, actionable privacy assessments.
While our auditing framework is general in scope, in this paper
we instantiate it for LDP and address key limitations of the state-
of-the-art tool, LDP AupIiToR [6]. Unlike LDP AuUDITOR, which
relies on perfect reconstruction without target-specific auxiliary
knowledge—and thus misses important threats such as AIAs—our
method is both more general and produces tighter empirical esti-
mates of the privacy budget for all the tested LDP mechanisms as
demonstrated in our empirical study (see Figure 5).

Our contributions are summarized as follows:

We empirically show that ReRo and its existing bounds fail
to account for imputation-based success and target-specific
auxiliary knowledge, limiting applicability.

We introduce Reconstruction Advantage (RAD) as a con-
sistent, unifying risk metric that naturally incorporates
auxiliary knowledge.

We establish tight worst-case and auxiliary-dependent
bounds for RAD, along with black-box bounds for attackers
lacking auxiliary knowledge.

We construct the optimal attack strategy for any reconstruc-
tion goal, mechanism, and prior distribution, proving its
optimality and demonstrating empirical utility for auditing.
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e We propose a RAD-based DP auditing framework that pro-
vides broader threat analyses and more accurate privacy-
budget estimates than existing LDP auditing techniques.

We provide detailed proofs, as well as additional experiments and
computations in the long version of this paper (arXiv:2603.12142).

2 BACKGROUND

In this section, we introduce the relevant concepts for this work
and present the notation used throughout the manuscript.

Differential Privacy. We assume each record z € Z to be drawn
independently from an underlying prior distribution Z ~ 7. Let
D(O) denote the space of probability distributions over the output
space ©. We consider a mechanism M: Z" — D(0©) which, given
an input database D € Z", produces a global output (e.g., an ag-
gregate statistic or a trained model) 6 € ® with probability/density
function p (0 | D). In this context, DP is formalized as follows:

Definition 2.1 ([24]). A mechanism M: Z" — D(0O) is (¢,0)-
differentially private if for all S C © and for every pair of datasets
Dy, D1 € Z" such that dy(Dy, D;) < 1:

Pr(M(Dy) € S) < e Pr(M(D;1) €S) + 6
where dy (D, D1) denotes the Hamming distance [49].

If § = 0 we speak of pure DP (e-DP).If n = 1, i.e., M takes as input
a single data record z € Z, we obtain Local Differential Privacy
(LDP). LDP is a rigorous and increasingly relevant privacy model in
which data is randomized on the client side before being transmitted
to a data collector [25]. Consequentially, it is especially suitable for
privacy-sensitive applications such as telemetry and location-based
services where no trusted data curator is considered [27].

The privacy budget ¢ determines how closely the probabilities
of observing the same output on databases Dy and D; must align,
hence bounding their statistical “indistinguishability”. A smaller
¢ provides stronger privacy guarantees but typically comes at the
cost of utility [25]. The parameter § allows certain violations of
&-DP while characterizing how likely such failures are to occur and
the degree of such failures. Consequently, we aim to parameterize
the attack performance based on the privacy parameters.

Many real-world deployments apply multiple DP mechanisms
sequentially [14, 19]. By DP’s adaptative composition property, the
total privacy loss is determined by the parameters of the individ-
ual mechanisms [42]. Formally, given [T] = {1,...,T}, for each
ie[T],let®;_; = H;: ©; denote the space of previous outputs,
and define M;: Z" x ©;,_; — ©;. The T-fold composed mecha-
nism is M(D) = (M{(D), My(D, Y1),..., Mr(D, Yr_1)), where
Y; = (My(D),..., M;i(D,Y;_1)) denotes the first i outputs. Dwork
et al. [24] established the first general bound on the privacy loss
under T-fold adaptive composition: Composing (¢, §)-DP mecha-
nisms yields to (T¢, Td)-DP. Subsequent refinements led to tighter
composition bounds as presented in [42].

Differential Privacy and Attack Resilience. Following previous
work we consider for any target record z an informed adversary [9]
with access to: the fixed dataset D_ = D\{z}, the distribution of data
records 7, the output  of the model trained on D, = D_ U {z}, the
mechanism M, and optional target-specific auxiliary knowledge
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a(z) about target record z. We adopt this adversary model because,
under the assumption that records are independently drawn from
7, bounding the performance of such an attacker also bounds the
performance of any attacker with less information [9].

Our analysis focuses on DRAs, where the adversary’s goal is to
correctly reconstruct completely or partially the target record z,
potentially given auxiliary knowledge a(z) € aux about the target.
DRAs cover AIAs and MIAs as particular cases [9]: In an MIA,
the attacker knows the entire target record a(z) = z and seeks
only to infer its participation in the dataset. In an AIA, records
are structured as z = (x,y), a(z) = x is considered public and the
attacker aims to perfectly reconstruct the sensitive attribute y. More
generally, in a DRA setting, it is natural to assume access to target-
specific auxiliary knowledge. For example, when reconstructing a
license plate number from a target’s car image, the attacker may
already know the color of the car. Hence, DRAs cover the broad
range of commonly discussed privacy risks, including MIAs and
AlAs as a particular instance [9]. Formally, a DRA, denoted by
A: © X aux — Z uses the output of a DP mechanism 6§ ~ M(D)
and the target auxiliary information to produce a candidate z =
A(0, a(z)). Note that, in case of composing several mechanisms, we
consider the final output after the whole process.

The attack is considered successful if the output is similar enough
(according to a success threshold 1) to the real input z: £(Z,z) < 5.
The error function ¢ depends on the context, for instance, in a classic
AIA, given z = (x,y) we define ¢(z) =y and £(Z,z) = 0if #(2) =
¢(z) and one otherwise. In a MIA, ¢ is the characteristic function
such that £(z, z) = 0 when zZ = z and one otherwise. However, it may
be sensitive enough to partially reconstruct the target, for instance,
the image domain, even if not all pixels are correct. In this case,
we may gather sensitive information such as the action performed
in the image and therefore ¢ is chosen as an image-specific metric,
such as the Learned Perceptual Image Patch Similarity (LPIPS) [9].
Given the error function ¢ and the threshold , we define the success
set of a target z as S, (z) = {z' € Z: £(z,2') < n}.

After defining a DRA, the question of how to evaluate its perfor-
mance arises. For the particular cases of ATA and MIAs, the current
literature [32, 70] agrees on the following metric:

Definition 2.2 (Adapted from [70]). Given r the distribution of
data records and M, ¢(z), a(z), A as defined above, the attribute
advantage, Advja, is defined as

P [AGa() =Gl - Pr [AB.a(z0) = 9]
6~M(Dzy) 6~M(Dz,)

The attribute advantage measures the adversary’s gain in cor-
rectly inferring a sensitive attribute ¢(z) when the record is in the
input dataset zo € D, compared to when it is drawn from the un-
derlying distribution 7. The second term in Definition 2.2 corrects
for cases where the attribute could be inferred even without the
record being in the database (e.g., through imputation [40]).

The current proposed performance metric for general DRAs [9]
does not define an advantage but instead only accounts for the
success probability of an attack that has as input solely the output
of the DP mechanism and the known dataset D_, ignoring any
possible target-specific auxiliary knowledge:
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Definition 2.3 (ReRo [9]). Let & be a prior over Z and ¢ : Z X
Z — Ry a error function. Mechanism M : Z" — D(0) is
(n, y)-reconstruction robust with respect to r, ¢ if for any dataset
D_ € Z" ! and any reconstruction adversary A: © — Z,

Pr

Z,A .
o oPEi 2 AG) <] <y

The first bound for ReRo under ¢-DP was given by [9]:
1)

where k7 , (1) = sup, Prz..[(z0, Z) < n]. Intuitively, } ,(y) rep-
resents the success probability of an oblivious attack that always
selects the most likely reconstruction under the prior 7.

Recent work [34] refined this bound using f-DP [22], a character-
ization of DP that captures the exact statistical indistinguishability
between neighbors through the functional f. Formally,

Y < Kne(me,

Definition 2.4 ([43]). Let f: [0,1] — [0, 1] be a continuous, con-
vex, non-increasing function such that f(x) <1 — x. A mechanism
M satisfies f-DP if for all Dy, D; € Z" such that dg (Do, D;) <1
and all post-processing algorithms A: Range(M) — D ({0, 1}),

Pr(A(M(Do)) =1) < 1= f(Pr(AM(Dy)) =1)).

Here, f is known as a trade-off function [22], named for its in-
terpretation in the context of hypothesis testing. Specifically, con-
sider A as a test of Hy: the input is Dy vs. Hy: the input is Dy,
applied to the output of M. Then Pr(A(M(Dy)) = 1) is the sig-
nificance level and Pr(A(M(D;)) = 1) is the power of the test.
Under this interpretation, for a given significance level, f bounds
the maximum achievable power. When f is the trade-off function
between two normal distributions with different means, namely
f(a) =@(®7'(1 — «) — ), where ® denotes the standard normal
CDF, the resulting notion is known as Gaussian DP (u-GDP).

The f-DP framework facilitates the computation of quantities
such as the total variation distance:

Definition 2.5. A mechanism M has total variation at most
TV (M) if, for all neighboring datasets Dy, Dy,

sup | Pr(M(Dy) € S) — Pr(M(D,) € S)| < TV(M).
Sco

For any M satisfying (e, §)-DP, its TV is bounded [42] as

e —1+20

TV(M) < agl[ao,)i] (1-f(a)—a) < e

)
Both f-DP and TV are preserved under composition. Specifically,
the T-fold composition of an f-DP mechanism satisfies f®7-DP,
where f ® f denotes the trade-off function T(P x P,Q x Q) for
f =T(P,Q). For instance, if a mechanism is y-GDP, then its T-fold
composition is (uVT)-GDP [22]. Moreover, if TV(M;) = A, then
the T-fold composition satisfies TV(M) < 1 — (1 — A)T [30]. This
bound can be sharpened to max, (1 - f®7 («) — @) when f is known.

Hayes et al. [34] present the first bound for any f-DP mechanism:

y < 1= [y, (). ®3)

which they showed empirically nearly tight for DP-SGD, the most
known DP algorithm for private learning [1].



3 REVIEW OF THE RELATED WORK

In this section, we review relevant prior work on measuring the
effective attack resilience of DP mechanisms for calibration and
auditing, discussing novel insights and gaps that motivate our work.

Attack-Based DP Noise Calibration. Several recent studies [12, 17,
44] demonstrate that calibrating DP noise based on resilience to
specific attacks can significantly improve utility. Such approaches,
however, primarily target MIAs, which leads to unnecessary utility
degradation without offering meaningful privacy benefits when
membership is public or considered non-sensitive [9].

Beyond MIAs, privacy concerns often involve AIA, where the
adversary aims to infer sensitive attributes of individuals from re-
leased data [38, 59]. A common metric for evaluating such attacks
is the attribute advantage [70]. Existing works that provide theoret-
ical bounds for AIAs either analyze specific attack strategies [70]
or adopt more general DRA frameworks [9, 32]. Within the latter,
the notion of ReRo has emerged as the metric for measuring the
risk of DRAs, under which attribute inference can be modeled as a
special case [9]. Moreover, Equation (1) [9] and Equation (3) [34]
provide ReRo-based DP noise calibration methods.

A note on limitations of ReRo. Balle et al.’s pioneering work [9]
introduced ReRo and linked it to DP, providing a framework to
assess the risks of DRAs and enabling risk analysis beyond MIAs.
ReRo is suitable when the adversary’s reconstruction capability is
entirely based on the participation of the record, yet extending it
to broader settings introduces significant limitations.

A general-purpose risk metric would be expected to cover all rele-
vant attack scenarios. However, ReRo does not formally account for
the impact of target-specific auxiliary knowledge, hence excluding
MIAs, AIAs and targeted DRAs as introduced in Section 2. Formally,
the attack considered in [9] (see Definition 2.3 for details), only
has access to the mechanism output M(D), i.e., A: © — D(Z),
implying that Pr(A(M(D), a(z)) € S) = Pr(A(M(D),a(z’)) € S)
for any pair of possible targets z, z’ and output set S. Under this
assumption, the attacker A cannot adapt its strategy to a specific
target z. This choice fundamentally prevents assessing the risk of
MIA and AIA, as they use full or partial knowledge of some target
records. This is a relevant limitation since most real-world privacy
attacks historically exploit publicly available information about the
target [20, 55, 63]. Moreover, we show in Sections 4 and 7 several
attacks that leverage target-specific auxiliary knowledge, and their
success highly depends on it.

All formal bounds connecting ReRo and DP were proven under
this restrictive exclusion. The requirement that the attack depends
only on M(D)—ignoring target-specific information—is critical
to establishing both Equations (1) and (3). This is not merely a
theoretical limitation: we show in Section 7 that these bounds do
not hold for attacks that exploit target-specific knowledge against
well-known mechanisms such as DP-SGD.

A direct extension of ReRo to targeted attacks A(0, a(z)) fails:
Not only do the original bounds no longer hold, but the metric
also collapses to a substantial overestimation of risk due to impu-
tation and background knowledge. For instance, the trivial MIA,
A(0,z) = z, has success probability 1, which ReRo would interpret
as a catastrophic privacy risk, even though no actual leakage occurs.
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This is not a negligible edge case; it has caused misleading overesti-
mation of risk in black-box attacks on classification models [40],
where much of the reported success arose from data imputation
rather than exploiting the mechanism’s output. Such overestima-
tion obscures the true leakage and can lead to unnecessary utility
loss when ReRo is used to calibrate noise in DP.

Even under the original assumption that the attacker has no
target-specific knowledge, ReRo still overestimates risk, as we dis-
cussed in our preliminary work [32]. The mechanism output M (D)
inherently reveals distributional information and population-level
statistics, which are the primary goals of any learning process. This
information can be used to perform imputation and infer attributes
of individual records—even those not in D—with high accuracy,
particularly when strong correlations exist (e.g., smoking corre-
lating with cancer). In this case, the apparent attack success is
driven by statistical inference rather than actual privacy violations,
a phenomenon often referred to as a privacy fallacy [23, 43]. In-
deed, several works establish that it is impossible to simultaneously
provide utility and eliminate absolute information gain [23, 43].

We conclude that ReRo is unreliable as an attack resilience metric,
as it overlooks key statistical phenomena that distort privacy risk
assessment, such as data imputation and targeted attacks. Both cases
are very common and have an impact in practice (see Section 7),
motivating the need for a novel framework to more accurately
assess the risk of DP mechanisms with respect to privacy attacks.

DP Auditing. DP auditing [3] seeks to demonstrate tight esti-
mates of the privacy budget, discover implementation flaws, and
estimate empirical privacy. However, auditing in practice remains
a significant challenge. For instance, implementation bugs or de-
sign flaws can severely degrade privacy guarantees in ways that
are not immediately obvious. To address this, black-box discovery
methods such as DP-Sniper [13] and Eureka [48] have been devel-
oped to detect DP violations by training classifiers to distinguish
between mechanism outputs from “worst-case” adjacent inputs.
While effective at uncovering certain classes of violations, this
assumption breaks down for frequency-oracle mechanisms over
high-dimensional categorical domains, where outputs are discrete
randomized encoding [7] with inherently combinatorial structure.
Consequently, the learned classifiers fail to scale, becoming prohib-
itively slow or ineffective as the domain dimension grows.

Beyond identifying bugs, existing empirical privacy auditing ap-
proaches primarily focus on MIAs [4, 12, 37, 62], which limits their
ability to detect broader forms of privacy leakage. Some auditing
techniques extend beyond MIAs to consider AIAs, but these are re-
stricted to specific contexts—such as Label DP [51] or synthetic data
generation [35]. In the LDP setting, the state-of-the-art framework
LDP AubiTor [6] relies specifically on perfect reconstruction with-
out target-specific auxiliary knowledge for auditing. Summarizing,
despite its practical importance, no existing auditing framework
supports a DRA-based analysis that goes beyond MIAs and enables
systematic evaluation across diverse DP mechanisms.

4 RECONSTRUCTION ADVANTAGE

In this section, we introduce reconstruction advantage (RAD) as a
novel, unifying metric for adversarial risk assessment. We first estab-
lish a worst-case bound on RAD that holds for any mechanism, data



distribution, and auxiliary knowledge, ensuring robustness when
the attacker’s prior knowledge is unknown. We then refine this re-
sult by deriving a tighter bound under known auxiliary knowledge
and prove its tightness by constructing the corresponding optimal
attack that achieves it. Together, these results provide a noise cali-
bration method to optimize utility for a given risk. We empirically
validate the practical tightness of our bounds in Section 7.3.

In order to address ReRo’s lack of accounting for the impact of
target-specific auxiliary knowledge, we explicitly incorporate this
concept into RAD. Formally, each record z € Z may be associated
with target-specific auxiliary information a(z) € aux. The auxiliary
information can take different forms. For instance, in an AIA setting,
where records are pairs z = (x, y), one may define a(z) = x and aim
to infer y. Alternatively, in the image reconstruction setting, the
target may be the full record z, while a(z) could correspond to a
label such as “image of a person” or “image of an animal”. The only
assumption we impose is that the type of auxiliary information is
consistent across all records: if a(z) corresponds to a set of pixels,
then for any other record z’, a(z’) must also be a set of pixels
(and not, for example, a semantic label). Having established this
formalization, we are now in a position to introduce our metric!.

Definition 4.1 (n-RAD). Let w be aprior over Z,¢: ZXZ — Ry
an error function, and a(z) € aux the target-specific auxiliary
information for each z € Z. Given a mechanism M : Z" — D(0),
any dataset D_ € Z"! and any adversary A : © X aux — D(Z)
we define the n-reconstruction advantage, n-RAD, as

Pr  [£(Z,A(0,a(21))) <npl-  Pr [£(Z,A(0,a(Z1)) < 7.
Zy~7 Zy, 2~
O~M(Dz,) 0~M(Dg)

RAD explicitly accounts for target-specific auxiliary knowledge,
providing a generalization of the membership and attribute advan-
tages to arbitrary DRAs. Importantly, RAD takes values between —1
and (1 —«,) < 1 where k; =Prz 7 .[Z = Z'], i.e, the probability
of resampling from the distribution 7, analogously to membership
and attribute advantage [70]. Intuitively, RAD measures the in-
crease in the attacker’s success probability that arises solely from
the target’s participation in the private learning process. In this
way, RAD avoids the overestimation of risk that is inherent in ReRo.
If RAD < 0, participation carries no risk, since the attacker’s prob-
ability of correctly reconstructing the record is no greater than if
the individual had not participated. Larger values of RAD indicate
higher participation risk. In the extreme case where RAD =1 -k,
participation entails absolute risk: the attacker always succeeds in
reconstructing the participant’s record, while no sensitive informa-
tion can be reconstructed from non-participants.

Previous bounds for ReRo assume that DRAs perform equally
for every target. This assumption holds when the adversary has no
target-specific auxiliary knowledge, but breaks once aux is avail-
able: for instance, knowing that a target’s surname is “Smith” might
give less information than knowing that it is “Sainthorpe-Burton”,
as the latter is less frequent and hence carries more information.
Such differences are not captured by ReRo, nor reflected in the
proofs of the corresponding bounds [9, 32], which consequently fail
for attacks utilizing target-specific auxiliary knowledge as demon-
strated in Section 7.3. Hence, we provide the first theoretical bound

!Note that we presented a preliminary idea for this metric in [32], initially calling it
U-ReRo, which, however, similar to ReRo, fails to take aux into account.
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that explicitly accounts for aux and covers any possible attack from
MIAs to the most general DRAs:

THEOREM 4.2 ((¢, §)-DP 1MPLIES §-RAD). Let 7, €, 1 > 0 as in Def.
4.1, andk, =Prz zx|Z = Z']. If a mechanism M: Z" — D(0O)
satisfies (¢, 8)-DP, then for any attack A: © X aux — D(Z), and
database D_ we have

n-RAD < TV(M)(1 - k) < ege_—(

Proor SKETCH. First, we prove that for every z € Z and
target-specific knowledge a(z), any attack defines A(D, a(z)) =
A, (M(D)) verifying

TV(A:(Dz,), Az(Dz,)) < TVIM(Dz,), M(Dyy)).
Applying this property to the RAD definition, we obtain
Pr [Az (Dz) € S5(Z1)] - Pr [Az (Dz,) € Sy(Z1)]
Zi~1 Zy.Z1~1

©)

=2, ZE”[;ZYI (Sy(Z1) | Dz)] - ZE”[;ZYI (Sy(Z1) | Dz,)]
= Zo,gE;~n 1(zy221} (;Zrl (Sy(Z1) | Dz,) - ;Zfl (Sy(Zy) | DZ(,))j

ey M) E
< 1 .
< TV( )ZO,ZIN”[ (zor21}]

Since, Bz, 7,~x [1(z,22}| =1 — X, #2 for discrete variables and 1
for continuous ones, it follows the result. m]

Note that in the discrete case, k, = 2, ﬂf, hence, the worst-case
prior corresponds 7 = U{z, z1 }. In the continuous case, this result
simplifies to n-RAD < TV (M), unaffected by the prior distribution.
Theorem 4.2 is the first bound for RAD under the strongest
threat model, where the attacker may use auxiliary knowledge.
Experiments on real datasets (see Section 7) show that this bound
is tight: attacks can achieve the predicted advantage, confirming
that it accurately captures the worst-case scenario. Hence, it is a
crucial tool for DP noise calibration, improving over ReRo.
Moreover, Theorem 4.2 allows upper bounding RAD under com-
position. Given TV(M;) = A, the T-fold adaptative composition sat-
isfies TV(M) < (1-(1-A)T). Hence, n-RAD< (1—-(1-A)T) (1-x,).
Since Theorem 4.2 does not depend on the attacker’s auxiliary
knowledge, the same bound holds whether the attacker has no
auxiliary information (aux = {@}) or complete knowledge of the
record (a(z) = z), since the result is derived in a worst-case manner.
However, when the attacker’s goal is to reconstruct an entire record
(as in DRAS) or infer parts of it (as in AIAs), it is unreasonable to
assume that the attacker already knows the full record (a(z) = z)—
as assumed for MIAs. Therefore, we next provide a tighter bound
that explicitly incorporates the target-specific auxiliary knowledge.

THEOREM 4.3. Given M: Z" — D(©) and a: T — aux mea-
surable, then for any attack A: © X aux — D(Z), we have?

r]—RADSZ Z max Z w(0,z)r,

€O x€aux 2€Z t(z,z9)<n
a(z)=x

where w(z,0) = ppm (0] 2) — pm(0).

%In the continuous case, the following sums must be changed by integrals and 7, by
the density function (see long version for details).
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Figure 1: Improvement of Theorem 4.3 over Theorem 4.2 for
different DP mechanisms, |Z| = 11 and uniform prior.

ProoF SKETCH. We denote by u the counting/Lebesgue measure
and 7 mass/density function in the discrete/continuous case. Using
probability properties, we rewrite RAD as

/ . / Pr(S,(2) | a(2),0) (o (0 | D) ~ paa(6)) du(2) d(6).
Z <)

w(z,0)

For all z1, z; such that a(z;) = a(z;) = x, and for any 0,
I;r(Sn(zl) | a(z1),0) = Ilr(sq(zl) | a(z2),0) = &I(Sq(zl) | x,0).

Hence, given a~!(x) = {z: a(z) = x} for all x € aux, given v =
poa”!, applying the disintegration theorem [8] it exists a unique
measure /i, such that

n-RAD = ./Z /@I;r(S,I(z) | a(z), O)w(z, 0)r, du(z) du(0)

_ /@ / B / 1y PES1(2) 13,002, 07 e 2) dr(2) ()

<L L.

where S5 (2) = {z: a(z) =z A £(2,2) < n}.

max
z9€Z

/ w(z, 0) 7, dpx(z) dv(x) du(0)
S35 (z9)
O

Theorem 4.3 bounds RAD when the specific M and auxiliary
knowledge, aux, are known. At the same time, it becomes more
precise than our worst-case bound Theorem 4.2. Moreover, it ad-
mits simple characterizations for commonly studied threat models.
Particularly, if in a MIA, i.e., a(z) = z for all records, we get

pRADS

zeZ 0: w(6,z)>0

®)

w(6,z)r,,

since arg max,,, = Sy(z) if w(6,z) > 0 and arg max, = 2Z\S,(2)
otherwise. On the other extreme, when aux = {@},

n-RAD < Z max Z w(0,z)r,.

€
0e0” t(z',z)<n

(6)

Moreover, if = 0 (perfect reconstruction), as in AIA and the
original ReRo setting [34]), Theorem 4.3 equation simplifies to :
max w(z, 0)r,,

0-RAD< ) Jmax. )

fe®xcaux |, 9)>o

We illustrate the benefits of Theorem 4.3 on relevant DP mecha-
nisms through next examples and visualizations in Figures 1 and 4.

Example 4.4. The generalized randomized response mechanism
(GRR) [41] is an LDP mechanism that outputs the true record z;
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with probability p = e“/(e® + m — 1) and any other record zy # z;
with probability ¢ = (ef + m — 1)~1. Since, p > g for all £ > 0,
(P -9 -m)

ifz=20
w(0,z) = {(q Py

otherwise,
and w(z, 8) > 0iff z = 6. Hence, applying Theorem 4.3 for a(z) = z:
N-RAD = 3" (p = q)(1 = 1) 7mp = &y (1= 1) = TV(1 = kz).
6

®)

While, if we consider aux = {@},

IRAD = (p=q)(1= ) m inf  Pr[6(Z:20) <)),
0

z9.0)<n Z~7

Example 4.5. The optimal unary encoding (OUE) mechanism [66]
maps each input z € Z to an m-dimensional one-hot binary vector
and perturbs each bit independently. For each position i € [m], the
obfuscated vector 6 is sampled such that Pr[6; = 1] = 1/2ifi =z,
and Pr[6; = 1] = g = Z47 otherwise. Denoting p = 1—g, according
to Theorem 4.3, we obtain that, for a(z) = z:

n-RAD < —

T 2ef+
If we consider aux = {@}, then the bound becomes:

0-RAD < Pz;pq (Z P (1 - m) - qme_im
=1 i=1 z=1

which in particular for 7 = U[m]:
(m-1)
i) )

2p-1(1-p™")
2m(1-p)
Note that when ¢ — co previous bound converges to "21—;"1, hence
even if we keep reducing the noise (increasing ¢), the attacker’s
advantage is limited.

1 (1= ky) = TV(OUE)(1 - xy).

i-1

5 m)

e —1 £

2m

0-RAD <

1+ef

Example 4.6. In the subset selection mechanism (SS) [69] users
report a subset 0 € Z = {zy,...,z,} containing their true value
z with probability p = ﬁ where @ = |0] = max (1, Lﬁj)
The subset is completed by sampling uniformly from Z \ {z}. Ac-
cording to Theorem 4.3 we obtain that for 7 = U[m]

0-RAD < 2079

maw

Example 4.7. The Laplace mechanism adds Laplace noise with
scale b Aq/e to the query value g(D) € R [25]. If Z
{z1,...,2m} is uniformly distributed and Aq = 1 applying The-
orem 4.3 we obtain

(1 - e*m).

Example 4.8. The Gaussian mechanism adds Gaussian noise
N (0, 0) the query value q(D) € R [10]. Given ® the CDF of the
standard normal distribution, if Z = {z1,...,2;,} is uniformly dis-
tributed and Aq = 1, applying Theorem 4.3 we obtain

-1 1
0-RAD < " (2 ) -1).
m 20(m—1)
These examples demonstrate the applicability of Theorem 4.3
to estimate the risk in real-world scenarios. In Figure 1 we see the

improvement when we target specific auxiliary knowledge instead
of using our worst-case bound (Theorem 4.2). Hence, Theorem 4.3

0-RAD < "1
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Figure 2: Upper bound on the Laplace mechanism query error
(utility) at 95% confidence when the noise is calibrated using
ReRo vs. RAD. We see that for the same risk estimation,
calibrating with using RAD improves utility.

offers an improved noise calibration method to ensure protection
against real attacks, when the auxiliary knowledge is well defined.
For instance, when the entire record is considered private (aux =
{@}); alternatively, when a specific attribute y is deemed sensitive,
and we consider all the remainder record public, i.e., a(z) = z\y.

Importantly, we illustrate in Figure 2 the utility gain of noise cal-
ibration using our RAD bounds compared to using the best existing
ReRo bound [34], showing the benefit of our bounds for system
design. Specifically, we consider aux = {@}—allowing compari-
son with [34]. We plot the upper bound on the Laplace mecha-
nism’s query error that can be guaranteed with 95% confidence, for
|Z| =10 and A = 1, showing a substantial improvement in utility
enabled by our RAD-based calibration.

Crucially, Theorem 4.3 is universally tight: for any M and aux,
there is an attack achieving the bound, so it cannot be further
improved. We establish this result by explicitly constructing such
attack in Algorithm 1. This result is particularly relevant to the data-
base community, as it shows that, for any accepted risk tolerance,
the utility achievable by M is fundamentally limited by our bound.
In other words, our method yields an optimal noise calibration.

COROLLARY 4.9 (ATTACK OPTIMALITY). Given the conditions as
in Theorem 4.3, Algorithm 1 achieves the highest attainable n-RAD.

Corollary 4.9 directly establishes that Theorem 4.3 is univer-
sally tight and Theorem 4.2 is tight, since there exists at least one
mechanism (GRR Example 4.4) for which the bound of Theorem 4.2
is achieved. We further validate that this is not an isolated case
by empirically demonstrating tightness on additional mechanisms,
such as DP-SGD (See Figure 3c).

Beyond the theoretical contribution, our results provide a practi-
cal tool: a general attack algorithm that practitioners can directly
use to evaluate the privacy risks of their systems or the tightness of
their bounds. As a concrete demonstration, we apply this attack in
the context of LDP auditing (see Section 6) and to assess empirical
risk and tightness of our bounds in Section 7.

Our bounds offer concrete guidance for algorithm design, as they
can be directly leveraged for noise calibration to achieve rigorous
privacy guarantees while maximizing utility. In particular, they
induce a simple protocol for practitioners. First, one must specify
which information is deemed private (e.g., the full record, a sub-
set of attributes, or membership), which determines the choice of
the auxiliary information aux and a: Z — aux. Second, if prior
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Algorithm 1: Optimal Attack.
Input :0anda(z) =x

Output:z
Compute a1 (x) = {z: a(z) = x}
forz’ € Z do
Wy () = > w(0,2)7z;
zea l(x): £(z2')<n

Select Z € argmax,, W (z’) (at random)

knowledge about the distribution of Z is available, it should be en-
coded in a distribution s. If this is not the case, however, one must
resort to the worst-case prior; otherwise, the attacker’s risk may
be underestimated. This worst-case prior typically corresponds to
7x = 1y = 1/2 for the two records that are easiest to distinguish
(see Examples 4.4 and 4.5 and Figure 4). Nevertheless, even when
the worst-case prior cannot be explicitly identified, the total varia-
tion bound given in Theorem 4.2 provides a safe upper bound for
any choice of prior and auxiliary knowledge.

Third, the resulting RAD of the mechanism can be computed
using Theorem 4.3—an auxiliary-dependent bound proven to be
universally tight, or upper-bounded by a worst-case guarantee
when the nature of aux is unknown (Theorem 4.2). Finally, by
inverting the corresponding bound, one can directly derive the
noise-injection parameters that meet a prescribed risk level. Since
our bounds are tight, this procedure yields mechanisms that are
utility-optimal for any given risk acceptance.

Note that while the closed form of Theorem 4.3 is easy to derive
for discrete data, this may not hold for continuous data, where the
bound involves Lebesgue integrals. In such case, the bound can
be evaluated numerically using a nested Monte Carlo procedure.
While numerical approximations introduce error, we show in the
long version of this paper how to obtain controlled confidence
intervals in practice. As a safer alternative, one may always use
our closed-form upper bound in Theorem 4.2. However, this bound
can be overly conservative when aux = {@}, motivating the tighter
closed-form upper-bounds derived in the next section, which avoid
numerical procedures even for continuous data.

5 n-RAD UPPER BOUNDS UNDER aux = {@}

Our bound in Theorem 4.3 is universally tight, but two limitations
remain. First, it requires full knowledge of the mechanism, making
it suitable for noise calibration; however, in DP auditing, we often
have only query access (e.g., auditing external software) without
insight into the internal protocol [31]. Second, the bound lacks a
closed form hence may rely on numerical approximation, partic-
ularly for continuous data domains. Consequently, in this section
we provide black-box bounds for the case aux = {@}, both because
this is the standard assumption in prior DP auditing [6, 50] and
data reconstruction studies [9, 34], and because it makes practical
sense: for other auxiliary-information models, one can always rely
on the closed-form bound provided by Theorem 4.2.

First, we present a general bound that applies to any reconstruc-
tion setting as long as no target-specific auxiliary knowledge is
available. For this purpose, we introduce x,(7) as the infimum



counterpart of k} , (1), formally defined as

K = inf Pr |#(Z,zy) < 1|, 9

7o) = inf Pr [6Z,20) < 1] ©)
representing the success probability of an oblivious attacker at-
tempting to reconstruct the most difficult target only using 7.

THEOREM 5.1. If a mechanism M: Z" — D(O) satisfies f-DP,

then for any attack with aux = {@}, A: © — D(Z), it satisfies
n-RAD < max 1-f(a) - a.
aelk, ,(n).xy ()]

If Z is discrete it also holds

nRAD<(1-k;) max 1-f(a)-a.
K;;j(rl)]
s P

a€|o0.

Proor SKETCH. We denote ‘A = A o M and combine Defini-
tion 2.4 and f convexity, to obtain the following upper bound

1= f(, B [Brlsy @) 1Dz 1))~ B [Brls,(Z) | D]
and we prove that under aux = {@} assumption,
ke () < [Pr(Sy(Z1) | Dz )] <o, (),

finishing the result. For the discrete case, we show that RAD <
(1 -x,) (1= f(B) — B) with

E
Zy,Z~1

Ky ()
B=r B [z PrISy(Z1) | Dz € [0, 0.

1-ter Zy,21~T

O

This result serves as an upper-bound approximation of RAD,
when aux = {@}. Moreover, as a consequence of the previous
result, we obtain a general result for any (¢, §)-DP mechanism:

PROPOSITION 5.2. If a mechanism M: Z" — D(O) satisfies
(¢,0)-DP, then for any attack A: © — D(Z), it satisfies

—K,’r’”)(e‘"—l)+5 £ —1428
ef > ef+l

n-RAD < min{lc;;’,] (ef=1)+6, a (1—kKp)}.

Proor SKETCH. The claim follows by combining Theorem 5.1
with the observation that any (¢, §)-DP mechanism is f-DP with
f(a) = max{0,1-0—e‘a, 1‘3—;“} [22], and maximize all cases. O

Next, we focus on perfect reconstruction, i.e., 7 = 0, in categor-
ical data. This case is particularly relevant since many sensitive
attributes, such as diseases, political opinions, or religious beliefs,
are categorical and do not trivially support partial reconstruction,
e.g. [28, 29]. For such settings, we derive more precise bounds:

THEOREM 5.3 (0-RAD UNDER (¢, 8)-DP). Given |Z| = m with
priorm(1—m) >+ >+ 2 my(1 — ) and M: Z" — D(O)
an (& 8)-DP mechanism, for any attack A: © — D(Z)
ef—1+4+26

ef+1

0-RAD < K,; + Rmax ;
i>K

e—1+ms _
ef+m—1

where K € [m] is the largest index satisfying R = (m — 1)
(K- 3K, m) <222 > 0 and K, = $K (1 - m)m;.

ef+1
Proor SKETCH. Given |Z| = m and aux = {@}, we rewrite The-
orem 4.2

0-RAD < i (I/E(@i | z;) - f/g(@i) Tz, (10)
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where ©; = {0 € ©: 2z € argmax; w(0,z;)7;} and for every
i > 1, ©; is recursively defined as ©;4; = {0 € ©: z;4; €
argmax; w(0, z;)m;}\ U;'C:l Ok. Then, using DP properties and O,

definition we prove that

(m—-1)(ef =1+ 6m)
ef+m-—1 ’

(11)

r= Zl (3’%(@" | 2) = Pr(®)) ] <

Finally, we prove that Pr(0; | z;) — Prap(®;) < TV(M)(1 — ;)
and combine it with Equation (11) obtaining the result. O

Note that in the extreme case where 7; = 75 = % and r; = Oforall
i # 1,2, we recover exactly the same result as in Theorem 4.2. This
formulation enables the assessment of intermediate configurations
of 7. Notably, when 7 = U[m] yields a marked improvement:

COROLLARY 5.4 (BLACK-BOX UNIFORM PRIOR). Given 7 = U[m]
the uniform distribution over Z. If a mechanism M satisfies (¢, §)-DP,
for any attack A: © — D(Z) it guarantees

ef—1+dmm-1
0-RAD <

ee+m—-1 m

Remark on Composition. Since our -RAD bounds depend explic-
itly on the privacy parameters—namely ¢, §, and/or f—they can
be directly recomputed under composition by first applying the
corresponding composition results to obtain the composed privacy
parameters (Cf. Section 2), and then evaluating the bounds on these
composed values. In the following example, we illustrate how to
derive RAD composition bounds for the particular case of DP-SGD.

Example 5.5. Given a risk threshold, RAD < y, we aim to cali-
brate the noise scale o on a full-batch DP-SGD (i.e., the standard
deviation of the Gaussian noise added to the gradients during train-
ing [1]), for T steps to protect against the threat model considered
by Hayes et al. [34], i.e., white-box access to private gradients,
uniform prior over | Z| =mand 5 =0, hence k_ =x; =1/m.

Each iteration of a full-batch DP-SGD is (¢~!)-GDP [22], hence
by f-DP composition rule, T iterations of DP-SGD are (VTo™!)-
GDP (cf. Section 2). Combining this composition result with our
theorems we obtain direct calibration rules:

Without information about aux, we use Theorem 4.2. Any p-
GDP mechanism has total variation TV < 2&( g) —1[30], hence
DP-SGD after T iterations satisfies y < '"T_l (20( ;/_Z) —1). We plot
this bound for T = 100 in Figures 3b and 3c.

If we consider the whole records sensitive, aux = {@}, then we
apply Theorem 5.1:

— 1 T
O—RADSm max 1-@ <I>_1(1—a)_£ —a
m  aefo,;15] o
H ; * s 1 _ &[T .
ence, given ¢ = miny ——, 1-@ 2 11 the minimum o to guar-

antee 0-RAD <y is:

VT
Tl (1-a) -0 (1- Sy —af)
Using this bound a practitioner can choose the minimum noise
scale o for a risk threshold. For example, if m = 10 and individuals

accept risk y < 0.1, then T = 100 training iterations require noise
o = 22. We plot this bound for the case of T = 100 in Figure 3a.




In summary, this section provides reasonable closed-form up-
per bounds (as we show in Section 7.3) for estimating RAD when
Theorem 4.3 cannot be computed explicitly or M is unknown and
aux = {@}, hence Theorem 4.2 would overestimate the risk. Impor-
tantly, these bounds offer composition results.

6 RAD FOR DP AUDITING

DP auditing is crucial for assessing the tightness of DP mechanisms,
establishing the practical impact of the mechanism parameters, and
detecting implementation flaws in deployed DP mechanisms [3, 13,
37]. While previous DP auditing tools focus on solving specifically
one of the aforementioned aspects, we propose a general-purpose
DP auditing framework: RAD-based DP auditing.

RAD provides a unifying framework for analyzing adversarial
risk under arbitrary threat models. Moreover, our bounds establish
a tight and explicit connection between RAD and the standard
privacy parameters. Taken together, these results yield a simple
and principled approach to general-purpose DP auditing. Precision
and tightness are especially critical in this context, since loose
estimates may underestimate privacy risks or fail to detect bugs
and implementation flaws.

The core idea of RAD-based auditing is straightforward: given a
measured RAD value y, we invert our theoretical bounds to estimate
an empirical privacy budget. This empirical ¢ reflects the observed
privacy loss in practice, complementing theoretical worst-case val-
ues and providing a more realistic perspective on real-world risk.
Formally, in previous sections, we provide bounding functions B
such that RAD(M) < B(e, §) for any (¢, §)-DP mechanism. Given
a bound n-RAD< B(¢, §), we compute RAD empirically obtaining
¥, and estimate £ > B~1(y, §).

The bound we employ depends on the specific setting. For in-
stance, in a completely black-box scenario—where not even the
mechanism used is known—for categorical data, in which we as-
sume 7 = U[m], the best bound is Corollary 5.4. Therefore, the DP
auditing framework consists of running an attack, measuring its
empirical RAD Y, and deriving ¢ as follows:

In (ﬂm—ti) if the term can be evaluated,

~ V-1

€= (12)
undefined otherwise.

However, if the mechanism M is known, we can use our im-
proved bound from Theorem 4.3 (See examples 4.4 to 4.6).

Our auditing framework overcomes the fundamental scalability
limitations of prior learning-based approaches such as DP-Sniper
and Eureka [13, 48], enabling auditing in high-dimensional categor-
ical LDP settings. Unlike these methods, our approach avoids costly
hyperparameter tuning and the search for worst-case neighboring
databases, and remains computationally feasible even when the
input domain contains thousands of categories (see Section 7).

Despite the importance of LDP mechanisms [27], only one major
work has so far focused on LDP auditing: LDP AupITor [6]. Apply-
ing our RAD-based DP auditing to LDP, we address key limitations
of prior work. In contrast to LDP AupIToR, which focuses exclu-
sively on perfect reconstruction without target-specific auxiliary
knowledge—excluding important use-cases such as AIAs—we allow
auditing under broader threat models by leveraging optimal attacks
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(see Algorithm 1). Moreover, our approach is not constrained by
internal parameter choices that bound the maximum privacy loss
estimate (as in LDP AUDITOR) 6], thus providing tighter and more
accurate guarantees. We investigate and empirically show the im-
provement in accuracy of our auditing approach in Section 7 (cf.
Figure 5 for results), where we audit three main LDP mechanisms—
GRR, SS and OUE—showing improved accuracy for all of them.

7 EXPERIMENTS

In this section, we empirically examine the limitations of ReRo de-
scribed in Section 3, focusing on how existing bounds fail to account
for realistic attackers with target-specific auxiliary information.
Moreover, we validate our theoretical bounds and our RAD-based
DP auditing framework in real-world databases and DP mecha-
nisms. Our experiments show that RAD accurately distinguishes
privacy leakage from imputation, with tight bounds in practice,
making it a reliable tool for interpretable noise calibration. RAD
also enables auditing of LDP mechanisms, improving both scope
and accuracy over the state-of-the-art [6].

7.1 Database Description

We evaluate private learning, aggregation and LDP scenarios, using
tailored datasets for each setting. The database selection is guided
by their relevance in prior work and availability.

For DP-SGD, we use the same dataset as in ReRo [34] for consis-
tency: MNIST [45], with 70,000 grayscale images of handwritten
digits. We also replicate results on Fashion-MNIST [67] (Fashion),
which similarly contains 70,000 grayscale images of clothing items.

To evaluate the imputation attack [40], we use the Census and
Texas-100X datasets in consistency with the original paper. The
Census dataset [40] contains 1,676,013 records with 14 attributes,
where race is treated as the sensitive attribute with eight categories.
The Texas-100X dataset [40] comprises 925,128 patient records from
441 hospitals, including demographic and medical attributes, with
a binary ethnicity attribute designated to be sensitive.

We evaluate aggregation in the Adult dataset [11], a census
dataset commonly used in privacy-preserving aggregation [61]. It
consists of 32,561, records with two numerical attributes, from
which we select (working) hours-per-week following previous
work [61], leading to the domain Z = {0,...,100}.

We evaluate our LDP auditing framework on reconstruction
attacks against location data using two real-world mobility datasets:
the Porto dataset [57] and the Geolife dataset [71]. Both datasets
are widely used in privacy and mobility research (e.g., [47, 59, 68])
and are publicly available. Each dataset consists of GPS coordinates,
which we map to the OpenStreetMap (OSM) graph format [58] like
prior work. The Porto dataset contains a total of 83, 409, 386 location
reports that we map to the OSM roadgraph at Porto’s city center
(41.1475, -8.5870) with a 2.7 km radius, capturing the urban core of
Porto. This radius leads to a universe size | Z| = 3, 052. The Geolife
dataset contains a total of 24, 876, 978 locations that we mapped to
an OSM graph centered near Tiananmen Square (39.9130, 116.3703)
with a 5 km radius covering major central districts, leading to a
universe of size | Z| = 5, 356.
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Figure 3: RAD vs ReRo results for optimal attacks against DP-SGD on MNIST. Lines show theoretical bounds and markers of
empirical risk as estimated by RAD/ReRo. Empirical results exceed the bounds as estimated by ReRo, RAD bounds hold.
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Figure 4: RAD vs ReRo results for optimal attack against Truncated Laplace on Adult. Straight lines show RAD bounds
(Theorem 4.3) and dashed lines ReRo bounds ([34]). Markers show empirical risk as estimated by RAD/ReRo.

7.2 Experiment Design

We investigate attacks on private learning (DP-SGD), aggregation
queries (Laplace mechanism), and LDP protocols (GRR, OUE, SS)
under varying auxiliary information settings to validate our bounds,
compare RAD and ReRo, and evaluate our auditing framework.

We demonstrate ReRo overestimating risk due to imputation and
how RAD overcomes this with the pure imputation attack [40]: It
uses a public dataset D_ to train a separate attack classifier Ay that,
given the public attributes of a target, returns as label a prediction
for the sensitive one. The adversary is given only the target public
attribute a(z) and outputs the prediction s, = arg max,co Prr[s; |
a(z)], where the conditional distribution Pr[s; | a(z)] is estimated
by Aj, once the imputation model has been trained on D_. This
attack does not use any information from the target model M(D);
therefore, adversarial success cannot be privacy leakage result-
ing from a user’s participation in the training dataset of M(D).
Following the original paper [40], we tested in both the Census
and Texas datasets. We set [D_| = 49,000 and a universe Z of
m = 1000, randomly selected from the remaining data records con-
sistent with [40]. We define the attack to be successful, £(z,z") =0,
if a(z) = a(z’), as is typical for AlAs.

We show RAD improvement over ReRo and the optimality of our
bounds both in private learning and DP aggregation. In both cases,
we test our optimal attacks to assess tightness.

For private learning, we run the attacks against DP-SDG on
the MNIST and Fashion image datasets in three settings: aux = z
(a MIA), aux = {@} (a DRA, replicating the setting in [34]), and
aux = a(z) (a DRA, where the adversary also knows the target
image’s label, i.e., which object is contained). We declare an attack
successful when A(0, a(z)) = z, that is, n = 0. We set [D_| = 999
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(and so the training set size is |[D_ U {z}| = 1,000) and train with
full-batch DP-SGD for T = 100 steps. We set the clipping rate, i.e.,
the maximum norm we clip the real gradients to while training,
C =0.1and § = 107> and adjust the noise scale o (see Example 5.5)
for a given target ¢. We set the uniform prior with size |Z| = 8
(disjoint from D_), meaning that K;)O = kr = 0.125. Hence, we
exactly replicate the original ReRo study [34] parameters.

For DP aggregation, we evaluate the optimal attack against the
Laplace mechanism on sum queries using the “working-hours” at-
tribute of Adult, employing truncation as a post-processing oper-
ation. We empirically compute the distribution 7 from the orig-
inal data to simulate a real-world setting (reflecting that work-
ing 40 h/week is apriori more likely than working 100 h/week), a
uniform distribution, and a completely skewed distribution with
7(100) = 7(0) = 1/2. For all cases, we set |D| = 999, aux = {@}
and evaluate the performance for n € {0, 40, 80,100}.

Finally, we evaluate RAD in LDP, and we compare our auditing
framework with the state-of-the-art tool LDP AUDITOR [6] for three
relevant LDP mechanisms: GRR, OUE and SS [7, 33]. To obtain
the results for LDP AUDITOR, we used the code from Arcolezi and
Gambs’s public GitHub repository [5]. LDP AUDITOR estimates the
empirical privacy budget in 10° runs.

We evaluate RAD based on our optimal attack (See Alg. 1) under
a uniform prior and without auxiliary knowledge, allowing com-
parison with LDP AupiTor. We then test our own LDP auditing
framework: based on the obtained RAD value y, we evaluate B~ (y)
for B following Theorem 4.3 and obtain an estimate of the empirical
privacy budget. The precise B(¢) for GRR, OUE and SS are shown
in Examples 4.4 to 4.6 respectively. Since B! is not explicit for OUE,
we approximate it numerically using the bisection method, which



Dataset ReRo RAD
Census 0.81 0
Texas 0.73 0

Table 1: ReRo Vs. RAD risk estimation for imputation attack.

converges in O(log(7™!)) iterations, where 7 denotes the tolerance
level [60]. We set T = 107°. Consistent with [6], we repeat the ¢
estimation five times and report the mean and standard deviation.

All experiments rely on empirical estimates of ReRo and RAD.
To obtain these estimates, we use Monte Carlo methods, approxi-
mating expected values by repeatedly sampling from the random
process and computing the average. Following [34], ReRo is esti-
mated by repeating J times the attack A(M(D,), a(z)) for each
z € Z and computing the 7-weighted average. The RAD correction
term is estimated analogously by evaluating J times the attacks
A(M(Dy,), a(z1)) for each target—challenger pair z;,zp € Z and
averaging the results.

For MNIST, Fashion and Adult, we set J = 1,000 (as in [34]).
Note that in the LDP cases D_ = @, and we set J = 10°/m ensuring
the total number of runs matches those 10° repetitions of LDP
AuDITOR. Finally, for the imputation attack, we do not require a
target model as it is target model-independent and set | = 1. We
repeat the imputation attack with five different seeds and report
the averaged ReRo and RAD scores.

We use Python and TensorFlow [64] to evaluate the attacks. For
DP-SGD ReRo, we rely on a minimal implementation provided
by Hayes et al. [34], which we extend to incorporate RAD and
target-specific auxiliary knowledge. For the imputation attack [40],
we adapt the authors’ public implementation [39].

7.3 Results

In this section, we present the results of RAD and ReRo empirical
risk estimates and their corresponding theoretical bounds. For both
ReRo and RAD, the y-axis shows the risk measure, with values near
one indicating high risk and near zero indicating low risk.

7.3.1  RAD covers, but ReRo breaks for auxiliary knowledge. Figure 3
shows the results of ReRo and RAD risk estimation for our optimal
attacks against DP-SGD on the MNIST dataset. Analogous results
for the Fashion dataset are provided in the long version of the paper.
We also include the corresponding theoretical bounds for ReRo and
RAD for comparison. As expected, the existing bounds for ReRo [34]
correctly upper-limit the empirically observed ReRo risk when the
adversary has no prior knowledge of the victim record (aux = {2},
Figure 3a). However, when the adversary has prior knowledge of the
victim record (Figures 3b and 3c), ReRo reveals higher disclosure
than predicted by its theoretical bounds. In contrast, our RAD
bounds consistently upper-limit the empirically estimated RAD
risks across all tested attacks.

This supports our expectation that the ReRo bound only holds
under the assumption that the adversary has no auxiliary knowl-
edge about the victim (aux = {@}), but fails to correctly estimate
privacy risks when target-specific auxiliary knowledge exists.

We can also observe that our bounds for RAD overcome this
estimation error: they hold for any auxiliary knowledge and are
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nearly tight. In particular, Figures 3b and 3¢ show that the tightness
of our worst-case bound Theorem 4.2 is not an isolated feature of
GRR, but a reliable property that also applies to other widely used
mechanisms, such as DP-SGD. Finally, Figure 3a shows that our
closed-form bound Theorem 5.1 offers a reasonable upper-bound
also when Theorem 4.3 needs to be numerically approximated (as
is the case, for instance, with DP-SGD).

7.3.2  Leakage vs. Imputation. Table 1 compares the risk estimates
of RAD and ReRo for the imputation attack. This attack is not based
on any information leakage from the mechanism and ignores any
output in the process. RAD in this case does estimate the privacy
risk to be 0, whereas ReRo reports notably higher values (0.81 for
Census and 0.73 for Texas). This underlines how RAD is the more
reliable measure of actual privacy risks: RAD shows the absence
of leakage when the attack’s success relies solely on imputation,
whereas ReRo suggests serious disclosures (or: attack potential),
effectively overestimating the privacy risk.

This tendency of ReRo to overestimate risk is not confined to this
setting. In our optimal attacks on DP-SGD (Figure 3), ReRo consis-
tently overestimates leakage across all investigated cases, with the
effect becoming more pronounced as more auxiliary information is
incorporated. Membership inference (a(z) = z) provides the clear-
est example, where ReRo reports risk values exceeding 0.6 even for
privacy budgets ¢ < 4, which are commonly considered to offer
strong privacy guarantees [46]. This behavior aligns with expecta-
tions, as ReRo cannot discount auxiliary information; consequently,
greater attacker knowledge leads to larger overestimation.

Similarly, Figure 4 shows that ReRo fails to capture the effect
of the success threshold 5. As 1y increases, an oblivious attacker’s
success probability rises, but ReRo cannot account for this since it
depends only on success probability and thus converges to 1 for
all e. This results in substantial overestimation: for n = 100, a triv-
ial setting where any guess is correct, ReRo reports maximal risk
despite the mechanism providing no advantage. In contrast, RAD
properly discounts this effect, showing that increasing  boosts ad-
vantage only up to a point (here, n = 40), after which the advantage
decreases as success becomes nearly granted.

7.3.3  Bound tightness. Figure 4 shows the results of RAD and
ReRo for our optimal attack against Laplace mechanism on Adult
including their corresponding theoretical bounds. Figure 6 shows
the analogous for LDP mechanisms, GRR, OUE and SS, on the
Porto dataset. On the x-axis, we see ¢ and the y-axes the exact
estimated risk for such ¢ selection. Note that for LDP, RAD and ReRo
results coincide, since the attack relies solely on the released output
(with no auxiliary information or imputation effects). Moreover, the
prior-based chance level under the uniform prior is negligible for
|Z| = 3,052. We therefore report only RAD to avoid redundancy.

We observe that our bounds (cf. Theorem 4.3) are tight for ev-
ery prior & and capture even subtle differences between mecha-
nisms. In particular, the RAD estimates for GRR perfectly match our
perfect-reconstruction black-box bound (Theorem 5.3), confirming
its tightness. Analogous results for the Geolife dataset are reported
in the long version of this paper.

Moreover, Figure 4 clearly illustrates the impact of the data
distribution: the skewed distribution (Figure 4c) constitutes the
worst case, while the empirical distribution represents the best
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case. This highlights that knowledge of the data distribution can
substantially improve utility; in the absence of such knowledge, the
only safe choice is calibration with respect to the worst case.

Finally, these results provide concrete evidence for the impor-
tance of attack-based noise calibration. For identical values of ¢,
OUE offers significantly stronger protection against DRAs than
GRR and SS. Hence, ¢ alone does not capture the full privacy pic-
ture, and RAD is essential for understanding the actual privacy
implications of a mechanism for users.

7.3.4  Auditing Local DP with RAD. Figure 5 shows the results from
our LDP Auditing experiments using the Porto dataset (experiments
on the Geolife dataset yield similar results, which we show in the
long version). They compare the accuracy of predicting the actual
¢ using our RAD-based auditing versus LDP aubpIiToRr. The closer
the empirical ¢ is to the theoretical value (diagonal line), the more
accurate the auditing tool. Additionally, smaller standard deviations
indicate greater stability of the method.

For all tested mechanisms, our auditing approach improves over
LDP AubrTor for all ¢ values. In particular, we see that the highest ¢
LDP AubpITOR manages to estimate for both GRR and SS are capped
around ¢ ~ 12.25, hence preventing auditing of deployments with
higher values. This limitation was already acknowledged by the
authors of LDP AUDITOR, as it stems from the intrinsic shortcom-
ings of the Clopper-Pearson method underlying their approach [6].
In contrast, the tightness of our RAD bound enables our auditing
approach to accurately estimate empirical privacy budgets for the
whole range, without such a limitation. Notably, for GRR and SS,
our DP auditing yields near-perfect estimates for all epsilon values.
For the OUE mechanism, our approach also outperforms LDP Aubi-
TOR, however, the estimation accuracy declines at ¢ < 9. Note that
this is an inherent limitation of OUE auditing as already mentioned
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in [6]: as we prove in Example 4.5, 0-RAD converges to "zl—r_nl when
¢ tends to infinity. Overall, these results support that the universal
tightness of our theoretical bound Theorem 4.3 enables precise and
reliable auditing based on DRAs.

8 CONCLUSION

In this paper, we investigate the reconstruction risk that users incur
when their data are processed by DP mechanisms. Our results reveal
that the current state-of-the-art risk metric, ReRo [9], drastically
overestimates the actual leakage of DP mechanisms when target-
specific public knowledge exists—leading to excessive utility loss if
used as noise calibration methods. Crucially, we show that under
real attacks, existing ReRo bounds are violated.

To address these limitations, we first introduce n-RAD, a novel
metric consistent with attribute and membership advantage, that
accurately captures the privacy risk imposed by any specific mech-
anism. More importantly, we advance the understanding and prac-
tical interpretation of DP guarantees by proving tight bounds that
connect DP mechanisms with their risk, using RAD. Offering new
insights and clarity beyond existing analyses, we establish (i) univer-
sally tight bounds when the attacker’s knowledge is specified, along
with optimal strategies achieving them, (ii) closed-form bounds
that remain valid regardless of auxiliary knowledge, and (iii) black-
box upper bounds for settings with completely secret records. Our
theoretical and empirical evaluation—across private learning, DP
aggregation and LDP settings—demonstrates not only the robust-
ness of RAD as a risk measure, but also the significant impact of our
bounds on improving DP noise calibration (proving better utility)
and auditing in DP (broadening the scope and improving accuracy).

Overall, our work demonstrates that privacy risk depends on
the mechanism’s structure, not just its nominal privacy parame-
ters, and provides both fundamental insight and practical tools for
privacy risk assessment and calibration—enabling notable utility
gains without increasing the effective privacy risk.
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