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ABSTRACT of a social graph. However, social graph analytics becomes quite

challenging when the entire graph is not available to a single en-
tity and stored in a decentralized manner. In this scenario, each
user possesses only a limited local view comprising its attributes
and neighbor list (i.e., a list of the indices of users directly con-
nected to them) in the social graph, and the complete information
of the social graph is formed by the collective views of all users.
Decentralized social graphs exist in various practical applications
[19, 34, 41]. One prominent example is contact-tracing applications
(e.g., Apple/Google Exposure Notification framework [2]) for infec-
tious disease control, which are installed on users’ personal devices.
These applications log interactions between devices via Bluetooth,
resulting in a contact-tracing network that is inherently decen-
tralized. Each user sees only their direct contacts, and the global
contact network exists only in the union of all these local datasets.
Another example is emerging decentralized social networking plat-
forms like Scuttlebutt [40], which represent a new generation of
social network architectures focused on providing strong privacy

Decentralized social graphs, where no single entity possesses the
information of the entire graph, and each user maintains only a
limited view of the graph, contain great value for different applica-
tions. However, simply collecting local views for analytics raises
privacy concerns due to the sensitive information of social relation-
ships they capture. To address this, a canonical approach involves
privately fitting a generative graph model to the decentralized so-
cial graph, generating a differentially private synthetic graph that
serves as a proxy for analytics. Existing solutions, however, often
fail to capture the inherent directionality of edges and attribute-
edge correlations when dealing with decentralized directed social
graphs, leading to synthetic graphs with poor utility. To bridge this
gap, we present PrivAGM, a new solution that harnesses the syner-
gies among differential privacy, secure multiparty computation, and
generative graph models, enabling the secure construction of differ-
entially private directed attributed graph models on decentralized
social graphs while ensuring the privacy preservation of individu-
als. We evaluate PrivAGM on three real-world directed social graph guarantees through user-controlled data distribution.

datasets. The results show that PrivAGM outperforms the state- In the context of decentralized social graphs, the collection of

of-the-art methods, generating synthetic graphs with significantly individual users’ local views for analytics may raise significant

higher utility. privacy concerns, particularly when these local views contain sen-

sitive information about social interactions, political preferences,
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of the original decentralized graph—such as degree distribution,
attribute—edge correlation distribution, and community structure—
and serving as a reliable proxy for conducting social graph analytics
tasks. For example, synthetic graphs built from decentralized social
networking services (e.g., Scuttlebutt [40]) can be used to detect the
presence of malicious users by analyzing the connection strength
between vertices, or to simulate community message dissemination
mechanisms and validate community dissemination algorithms.
Synthetic graphs built from contact-tracing applications (such as
the Apple/Google Exposure Notification framework [2]) can be
used to detect the presence of disease hotspots or simulate disease
propagation mechanisms. Note that based on the post-processing
invariance property of differential privacy (DP) [13], the synthetic
graph remains differentially private.

Existing solutions. In the literature, there have been a number
of works considering the setting of centralized graphs for the con-
struction of differentially private generative graph models (e.g.,
[6,22,51], to list a few). On the contrary, little work [5, 34, 48, 53] has
been done for constructing differentially private generative graph
models over decentralized social graphs. The works in [5, 34, 53]
concentrate solely on modeling graph structure, disregarding vertex
attributes and their correlations with the graph structure. Neverthe-
less, real-world social graphs possess vertex attributes and exhibit
such correlations. These correlations can be leveraged in various
analyses; for instance, in the field of relational machine learning,
they are used to predict missing or future attribute values [22]. The
prior work most closely related to ours is AsgLDP [48], which aims
to construct differentially private attributed graph models (AGMs)
on decentralized social graphs.

However, AsgLDP, as well as other works [5, 34, 53], focus on
idealized decentralized undirected social graphs, where each user
holds its complete neighbor list. In practice, however, decentral-
ized social graphs can also be directed, where each user holds the
neighbor list consisting of only “one-sided relationships”. For exam-
ple, in decentralized social networking platforms like Scuttlebutt
[40], a user can follow another user unilaterally, without requiring
any reciprocal action. Another example is the contact tracing net-
work, which can be either directed or undirected, depending on
the specific application context. For instance, in the Apple/Google
Exposure Notification framework [2], each device independently
records only the identifiers of nearby devices it detects, resulting in
inherently one-sided contact logs that do not require mutual con-
sent. In this case, device A may detect device B, but device B does
not necessarily detect device A. However, all previous works do not
consider the inherent directionality of the edges when construct-
ing the generative graph model, leading to synthetic graphs with
poor utility when dealing with directed graphs. Therefore, secure
construction of differentially private directed AGMs (AAGMs) on
decentralized directed social graphs remains to be fully explored.
Our contributions. We address the following three challenges
when endeavoring to design PrivAGM.

Challenge 1: How to collect neighbor lists while striking a balance
between privacy, utility, and efficiency?

To privately collect neighbor lists, a widely-used method is the
randomized neighbor list (RNL) method [34], which enables users to
flip each bit in their neighbor lists by a certain probability to achieve
pure edge LDP. However, the RNL mechanism significantly disrupts
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the structure of the decentralized social graph, as it requires flipping
a considerable number of bits in each neighbor list to achieve the
desired level of privacy protection. Another plausible method is
to let users conceal each bit of their neighbor lists using secure
multiparty computation (MPC) techniques (e.g., additive secret
sharing [9]). However, this incurs significant performance overhead
as the neighbor lists are normally sparse [8]. To strike a balance
between privacy, utility, and efficiency, we instead propose layering
the concept of selective MPC [18] with RNL to protect the neighbor
lists. Unlike typical secret sharing-based MPC techniques, where
all computing parties receive shares for all private values, selective
MPC works by randomly selecting a subset of parties to receive
shares for each private value. With our sparsity-aware neighbor list
secret sharing method, PrivAGM achieves pure edge LDP for the
neighbor lists without introducing any noise that would compromise
their utility or incurring significant performance overhead.
Challenge 2: How to securely extract the differentially private char-
acteristics essential for AAGM from the collected secret-shared social
graph while ensuring their utility?

Constructing the differentially private dAGM requires the addi-
tion of calibrated noises to the extracted characteristics from the
original graph. However, for certain characteristics (e.g., triangle
subgraph count), the global sensitivity of the calibrated noises is
large, which could severely compromise the utility of the extracted
characteristics. To overcome this challenge, we develop techniques
for oblivious edge clipping, enabling the oblivious restriction of the
maximum degree of the secret-shared social graph. This helps miti-
gate the worst-case impact of a single vertex or edge and achieve
a small global sensitivity. Moreover, we develop a suite of MPC-
based secure components, including degree sequence extraction,
attribute-edge correlation distribution extraction, attribute distri-
bution extraction, and triangle counts extraction. Their integration
allows to securely produce the differentially private characteristics
essential for constructing the dAGM.

Challenge 3: How to construct the dAGM to effectively capture the
inherent directionality of the edges in the decentralized social graph?

The existing AGMs [6, 22, 33, 48] have mainly focused on undi-
rected graphs, resulting in a lack of capability to capture the inherent
directionality of edges within the original graph. This directional-
ity is of utmost importance for various analytics tasks on directed
graphs, such as the discovery of social roles [12] and prediction of
disease outbreaks [22]. However, no existing AGMs can be trivially
adapted to capture the inherent directionality of edges. To address
this, we identify key graph characteristics—such as vertex degrees,
attribute-edge correlations, and triangle subgraph counts—that can
capture the directionality, filling the gap in the field of AGMs. Specif-
ically, we begin with the widely used Chung-Lu (CL) model [7],
which operates on undirected graphs, and develop a directed ver-
sion of the CL model to incorporate edge directionality as reflected
in vertex degrees. Building on this directed CL model, we modify
the classical AGM framework [22] to capture the directionality in
attribute-edge correlations and triangle subgraph counts.
Evaluation results. Our results clearly demonstrate that, in terms
of utility of synthetic graphs, PrivAGM not only outperforms the
state-of-the-art decentralized setting-based method AsgLDP [48]
but also surpasses the state-of-the-art centralized setting-based
method CAGM [6]. For instance, in terms of the Hellinger distance



between the degree distribution of the synthetic and input social
graphs, PrivAGM is 58.3% lower than AsgLDP, and also is 42.9%
lower than CAGM, with the privacy budget ¢ = 1 on the Gplus
dataset [28]. We also evaluate the system cost. Notably, with ¢ =
1.2, PrivAGM’s sparsity-aware neighbor list secret sharing method
achieves about 70% savings in the size of resulting shares over the
simple method of secretly sharing every bit of the neighbor lists.

2 PRELIMINARIES

2.1 Attributed Graphs

This paper focuses on directed and unweighted attributed graphs.
An attributed graph is represented as G (A,F). Here, A €
{0, 1}N*N i the asymmetric binary adjacency matrix of size N x N,
where N is the number of vertices. Each vertex is denoted by
i € [1,N]. A[i,j] = 1 indicates the presence of a directed edge
from vertex i to vertex j, while A[i, j] = 0 indicates the absence of
such a directed edge. We exclude self-connected edges in our consid-
eration, meaning that A[i,i] = 0,i € [1, N]. The number of edges in
G is denoted as M. We use A[j, :] to denote the i-th row of A, which
corresponds to the out-neighbors of vertex i. The number of vertex
i’s out-neighbors (resp. in-neighbors) is named as its out-degree
(resp. in-degree), denoted as d} (resp. d;). F € {0, 1%L s the at-
tribute matrix, where L is the dimensions of each vertex’s attribute
vector. F[i,:] is vertex i’s attribute vector. The attribute vectors are
assumed to be binary, following previous works [6, 22, 33, 48].
We use {0i};c[1,y] to denote the set {01, -, oy}, and omit the
subscript i € [1,y] when it does not impact the presentation.

2.2 Attributed Graph Model (AGM)

We provide an overview of the classical and widely adopted AGM
[33] as a foundational approach to demonstrate AGM’s underlying
principles. Given the input graph, the AGM learns:

o The degree sequence of all vertices: D = {di};e[1,n]-

e The attribute distribution O : Op(y) = r;\]—y, where ny is the
number of vertices in the graph that have attribute vector y.

o The attribute-edge correlation distribution Ox : Ox(y —y’) =
n’;lyl , where y — y’ is named as attribute-edge correlation (i.e., an
edge connecting two vertices with attribute vector y and y’, respec-
tively), ny_y» is the number of y — y” in the input graph.

To generate a graph, the AGM samples an attribute vector for each
vertex from OF. It then iteratively samples edges based on the new
attributes from D and Ox.

2.3 Differential Privacy for Graphs

In this paper, we consider two variants of DP in the context of
attributed graphs: edge LDP [34] and edge DP [22].

DerINITION 1. (Edge LDP [34]) A randomized mechanism M
satisfies e-edge LDP, if and only if for any two neighbor lists A[i,
1, A’[i,:] that differ in one bit, we have: Vb € Range(M),

PriM(A[i,:]) = b] < e - Pr[M(A’[i,:]) = b],
where Range(M) is M’s possible outputs; ¢ is the privacy budget.

DEFINITION 2. (Edge DP [22]) A randomized mechanism M sat-
isfies (¢, §)-edge DP, if and only if for any two neighboring attributed
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Figure 1: The system architecture of PrivAGM.

graphs G and G’ that differ in the presence of a single edge or in the
attribute associated with a single vertex, we have: VG € Range(M),

PriM(G) =G] < € - PrIM(G’) = G] + 6.

If § = 0, we say that M provides pure edge DP. The discrete
Laplace distribution Lap(-) is commonly employed to draw discrete
noises to provide DP.

DErFINITION 3. (Discrete Laplace distribution [17]) A discrete
random variable follows Lap (¢, 8, A) if its probability mass function:

£
ed —1 —elx—p|
. A .

Pr(x] =

1)

= e
ex +1
where 1 is the mean of the distribution and A is the sensitivity.

2.4 Additive Secret Sharing

In 2-out-of-2 additive secret sharing (ASS) [9], a secret value x € Z,;
is split into two secret shares (x)1 and (x)2, which are distributed to
two parties P; and Py, respectively. We denote the ASS of x as [x]. If
only certain values in an entity Q (e.g., set or table) are secret-shared,
we represent the entity as [Q2]. The basic secure operations in the
ASS domain are as follows: (1) Linear operations: Given constants
¢, ¢’ and secret-shared values [x], [y], computing [z] = [c¢-x+¢’-y]
involves Pjeq 2} locally computing (z); = ¢ - (x); + ¢’ - {y)i. (2)
Multiplication operations: To compute [z] = [x - y], P1,2 prepare
a Beaver triple ([w], [u], [¢]) offline, where w = u - v. Picq 2}
computes (e); = (x); — (w)i, (f)i = (y)i — (v)i, then communicates
with each other to reveal e, f. Finally, P; 2 compute (z); =e- f+f -
(u)+e-(v)y1+{(w)1 and (z)2 = - (u)2 +e- (v)2 +(w)2, respectively.

3 PROBLEM STATEMENT
3.1 System Architecture

PrivAGM’s system architecture is illustrated in Figure 1. In the
system, there are two types of entities: users and aggregators. The
N users, along with the connections among them, form the decen-
tralized social graph G = (A, F). Each user corresponds to a vertex
i € [1,N] and holds a local view (A[i, :], F[i,:]), where A[i, :] rep-
resents user i’s neighbor list held by it (named as local neighbor
list) and F[i, :] represents user i’s attribute vectors. In contrast to
previous studies [34, 48] that focus on idealized decentralized social



graphs where each user’s local neighbor list completely includes
its out/in-neighbors, i.e., A is symmetric, our attention is directed
towards a more realistic directed social graph scenario. Here, each
user’s local neighbor list only includes its out-neighbors, i.e., A is
asymmetric. Such decentralized social graphs are more commonly
encountered in practice (e.g., the phone networks [34] and the
Google-Apple Exposure Notification framework [2]).

The aggregators collect decentralized social graph data from
users to perform various graph analytics tasks, and users can remain
offline after uploading their data. However, privacy concerns hinder
users’ participation in the tasks [34, 51]. In this paper, we leverage
a distributed trust framework where three aggregators (referred to
as Py 5 3)) from different trust domains cooperatively construct the
dAGM. Such framework has recently gained significant attentions
in both academia [36, 42-44, 46, 52] and industry [16, 29, 31].

3.2 Threat Model and Security Guarantees

Threat model. We consider a semi-honest and non-colluding ad-
versary model, where each aggregator honestly follows the pro-
tocol, but may individually infer users’ local views. In practice,
such non-colluding aggregators could be cloud servers hosted by
different competitive commercial cloud providers (e.g., Amazon,
Microsoft, and Google). The competitive nature of these providers
creates strong incentives for them to maintain independent and
non-collusive operations. Such non-colluding multi-server model
has also been widely adopted for building secure database appli-
cations (e.g., [36, 44, 46, 52]) and is also utilized in industry (e.g.,
Safeheron Wallet [37]). Additionally, we assume that the users are
trusted, as they only provide their local views.

Security guarantees. From the view of individual aggregators, Pri-
vAGM guarantees the following: (1) during the decentralized social
graph collection phase, the local neighbor lists are differentially
private (edge LDP); (2) during the dAGM construction phase, the
learned dAGM is differentially private (edge DP). Based on the post-
processing invariance of DP [13], the synthetic graphs generated
by the differentially private dAGM are still differentially private.

4 SECURE SOCIAL GRAPH COLLECTION

Motivation. To protect A[i, :], a simple method is to directly apply
lightweight ASS over the entire A[i, :] of length N (i.e., dense encod-
ing). However, this method is inefficient due to the sparsity of social
graphs. According to Facebook’s statistics [8], the average user has
around 130 friends in a social network, which is much less than the
total number of vertices, i.e., N. As a result, A[i, :] will be mostly
filled with zeros, leading to high sparsity. Therefore, applying ASS
over Ali,:] would result in significant uplink communication cost,
as well as unnecessary workload during the subsequent dAGM con-
struction. Another simple method is to consider only the non-zero
bits in A[i,:] (i.e., sparse encoding) and apply ASS solely to the
indices of these non-zero bits. Specifically, user i stores A[i,:] in
sparse encoding: E; = {(i, j)|A[i, j] = 1, j € [1, N]}, and then se-
cretly shares E; as [E;] = {(i, [j])|A[i, j] = 1,j € [1, N]}. However,
the secret sharing of indices makes it difficult to securely access the
neighbors of each user. Since accessing neighbors is a fundamental
operation required to extract parameters necessary for dAGM, the
method also imposes a heavy workload on the aggregators.
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Observation. We observe that while both offering privacy protec-
tion, the two aforementioned methods represent two extremes: the
first one allows efficient accessing of neighbors but sacrifices spar-
sity, while the second one preserves sparsity but hinders efficient
neighbor accessing. This indicates that the challenge here lies in
balancing the preservation of privacy and the benefits of sparsity,
while facilitating efficient neighbor accessing. We note that employ-
ing edge LDP [34] is a strategic approach to address the challenge.
To achieve edge LDP, our starting point is the randomized neigh-
bor list (RNL) mechanism. RNL applies randomized response [47],
allowing each user to flip each bit of its local neighbor list with a
certain probability. However, to achieve the desired level of privacy
protection, RNL must flip a considerable number of bits in each
local neighbor list, which significantly disrupts the structure of the
decentralized social graph. To address this issue, our insight is to
layer the concept of selective MPC [18] with RNL to achieve pure
edge LDP for the local neighbor lists without compromising their
utility or incurring significant performance overhead. Unlike typi-
cal secret sharing-based MPC techniques [9], where all computing
participants receive secret shares for all private values, selective
MPC randomly selects a subset of participants to receive secret
shares for each private value.

Layering selective MPC with RNL. Given A[j,:], user i first
constructs the set E; = {(i,j,1)|A[i,j] = 1,j € [1,N]} to fully
capture the nonzero bits in A[i, :]. Next, for every zero bit A[i, j] =
0, j € [1, N], user i includes (i, j, 0) to E; with a probability of p. The
resulting local neighbor list is denoted as E; = {(i, j, bi;) }, where
bij = 1 or 0. User i then applies ASS over each b;; in E; to obtain
the secret shares [E;] = {(i, j, [bij])}. After that, a straightforward
method is to distribute {(i, j, (b)1)} and {(i, j, (b)2)} to P; and Py,
respectively. However, this approach cannot achieve pure edge
LDP in the view of P; or P, because it solely adds zero bits to E;
and does not remove nonzero bits from E;, thereby capturing only
additive noise without accounting for subtractive noise. Our insight
to address this issue is to leverage the concept of selective MPC [18].
Specifically, for each (i, j, [bi;]) € [E:], user i sends (i, j, (b)1) and
(i, j, (b)2) to two randomly selected aggregators, respectively. Thus,
each aggregator only has access to a random subset of [E;]. In other
words, our method simulates removing some nonzero bits from
the view of each aggregator, capturing subtractive noise (similar to
how adding zero bits captures additive noise), thereby achieving
pure edge LDP in each aggregator’s view (as proved in Section 7.2)
without compromising the utility.

For each (i, j, [bij]) € [Ei], user i allows the two selected ag-
gregators to be aware of each other to facilitate subsequent com-
putations in the ASS domain. We use {[E;] (1.2) +A{LE:] (23) }, and
{[E13V} to represent the secret-shared local neighbor lists of
all users jointly held by the pairs of aggregators (Py, P2), (P2, P3),
and (P3, P1), respectively, and use {[E;]} = {[E;](?) U [E;]23) U
[E;] D} to represent the complete secret-shared neighbor lists.
Secretly sharing the attributes. Before encrypting the attribute
vector F[i,:], user i first parses it into a value:

fi= Z tequoFli 1] - 28

User i secretly shares f; into [f;] and distributes (fi)1 to P1; (fi)2
to P,. Finally, the secret-shared graph is ({[E:]}, {[fi]})-

@
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Figure 2: Running example of private dAGM construction.

5 PRIVATE DAGM CONSTRUCTION

Next, we describe how the aggregators securely construct a differ-
entially private JAGM on the collected graph. Note that during the
graph collection phase, users do not add any true noise to perturb
their local views. As a result, if the aggregators directly recover
the dAGM parameters extracted from the secret-shared graph, the
resulting dAGM will not be differentially private. Therefore, the ag-
gregators should add secret-shared noise to the dAGM parameters
before recovering them, ensuring the construction of a differentially
private dAGM. Figure 2 provides an overview of the process.
Parameters necessary for dAGM. Our dAGM is built on the
widely adopted AGM [33], which involves learning three sets of
parameters from the input attributed graph: the degree sequence
D, the attribute-edge correlation distribution ©y, and the attribute
distribution © . However, it focuses on undirected graphs, whereas
PrivAGM specifically addresses directed graphs. Hence, we extend
it by adapting its parameters, enabling to capture the directionality
in the input directed graph. Since the attribute does not possess
directionality, we only focus on adapting the pther parameters.

When considering the degree sequence, we note that in directed
graphs, each vertex has both out/in-degree. Hence, to capture the di-
rectionality by the degree sequence, we tailor PrivAGM to learn the
sequence of (out-degree, in-degree) pairs: D* = {(d],d;)}ic[1,N]-
When considering the attribute-edge correlation distribution, we
tailor our dAGM to learn ©3 : O3 (f — = nf%f’f - e
Zy1 X Zy1, where ng_, ¢ is the number of edges from a vertex with
attribute value f (mapped from an attribute vector by Eq. 2) to a
vertex with attribute value f’. The distinction between our ©3 and
the AGM [33]’s ©x lies in our consideration of attribute-edge corre-
lations f — f” and f” — f as distinct, whereas the AGM [33] treats
them as equivalent. Hence, ©; can capture the edge directionality.

The work [22] points out that the count of triangles in the input
graph plays a pivotal role in refining the structure of synthetic
graphs. However, it considers all triangles to be identical, thus also
failing to capture the directionality of edges. To address the limi-
tation, we propose counting non-isomorphic triangles separately.
Specifically, we identify two non-isomorphic triangles “TriA” and
“TriB”, regardless of the vertex attributes:

TriB 0

TriA
O—D O—D

Our dAGM counts the number of occurrences of TriA, TriB in the
input graph separately, denoted as n‘g, nlz, respectively.

5.1 Oblivious Edge Clipping

Motivation. Edge clipping is necessary due to the significant sen-
sitivity A involved in achieving edge DP for O, n‘g, and nlz. For
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Algorithm 1: Basic Oblivious Edge Clipping

Input: Secret-shared neighbor lists {[E;]}; clipping parameter k.
Output: Secret-shared clipped local neighbor lists {[E;]}.
// P12 operate on {[E;]2)}:
Initialization: [d*] = [o]; [d; ] = [0]; [E:1*? = 0,i € [L,N].
for (i, j, [bi;]) € [E:]?,i € [1,N] do
[d7] = [d7] + [b:;1: [d; ] = [d; ] + [bis]-
[isClip,] = secComp([[d;], k/3). // Oblivious comparison.
[isClip,] = secComp([[d; ], k/3). // Oblivious comparison.
[isClip] = [isClip,] - [isClip,]. // Aggregate the results.
[5; ;1 = [bi;] - [isClip]. // Obliviously clip the edge.
[E:12) .add((i, j, [}, ;1)) // Add the updated edge.
Py 3 (resp. P31) perform the above operations on {[E;]®%} (resp.
{[E:1®V}) to produce {[E;]*¥)} (resp. {[E:]*V}).
return {[E;]} = {[E;]"? U [E;]® U [E;]®D}.

=
5]

-

1

A B
A O,

example, the addition or removal of a single edge changes n
by at most dpax — 1, where dp,qx is the maximum (out or in)-degree
in the input graph, which can range up to N — 1. Setting such sensi-
tivities and adding noises will completely destroy the utility of the
extracted parameters. Hence, it is crucial to mitigate the worst-case
impact of a single vertex or edge. This can be accomplished by ap-
plying edge clipping on the original graph to restrict its maximum
out/in-degree. A naive method would be for each user to locally
perform edge clipping on their local neighbor lists. However, in
decentralized graphs, each user holds an incomplete neighbor list.
Basic oblivious edge clipping. Our (basic) oblivious edge clipping
algorithm is built on the widely-used edge clipping algorithm in the
plaintext domain [3]. It projects an original graph with arbitrary
degrees onto a graph where the maximum degree is k. Given a
graph and a clipping parameter k, it iterates through each edge in
a random order. If either of the two vertices connected by an edge
currently has a degree larger than k, the edge is deleted.

However, the algorithm [3] focuses on undirected graphs, mean-
ing it does not differentiate between out/in-degrees. We adapt it
to accommodate directed graphs. Specifically, when considering
an edge from vertex i to j, their degrees df, d;” are incremented to
1.Then, if d;' > k or dl._ > k, the edge is deleted. As stated in Sec-
tion 4, each aggregator only holds a subset of each local neighbor
list. Hence, they cannot simply clip the edges using the clipping
parameter k. Our insight is to enable each pair of aggregators to
independently perform oblivious edge clipping on their jointly held
local neighbor lists via a clipping parameter of k/3. It ensures that
the maximum out/in-degree in the subgraph held by each pair of
aggregators is restricted to k/3, and the maximum out/in-degree is
limited to k/3 + k/3 + k/3 = k. Algorithm 1 presents the protocol.

Note that secComp(-, -) is the oblivious comparison operation.
Specifically, secComp([a], f) outputs [1] if @ < f and [0] if & >
B. We employ the efficient function secret sharing (FSS) based
distributed comparison function (DCF) [4] to instantiate it. Finally,
P12 execute the clipping operation (line 8). The design intuition
is that if isClip = 0, b;j is assigned 0, i.e., the edge is clipped; if
isClip =1, b;j is assigned b;j, i.e., the edge is unchanged.
Efficient oblivious edge clipping. As Algorithm 1 iterates
through each edge sequentially, its communication rounds grow



Algorithm 2: Efficient Oblivious Edge Clipping

Algorithm 3: Secure Degree Sequence Extraction

Input: {[E;]}; clipping parameters k; batch size w.
Output: Secret-shared clipped local neighbor lists {[E;]}.
1 //Py operate on {[E; ]2}
2 Initialization: [d]] = [0]; [d; ] = [o]; [E;109 = 0,i € [1,N].
3 Restrict the out-degree of vertex i € [1, N] in parallel:
4 Initialize a queue Q; = 0.
s for (i, j, [b;;]) € [E:11? do
[d;] = [d;]1+[bi;]; Qi-push((i, j, [bi;]))-
if the size of the queue Q; > w then
[isClip] = secComp([d;]. k/3).
while Q; # 0 do
L (i, j, [bi;]) = Qi-pop(); [b7 ;] = [bs5] - [isClip].
[E:102).add((i, j. [b},])).
12 Restrict the in-degrees on [E;] (%% in parallel as above.

6

7
8
9
10

11

13 Py3 (resp. P3 ;) perform the above operations on {[E;]>®} (resp.
{[E:1®V}) to produce {[E;]**} (resp. {[E:] D)),
u return {[E;]} = {[E:]0:2) U [E,]3 U [E]3D),

linearly with the number of edges. To address this issue, we pro-
pose an efficient protocol based it, as given in Algorithm 2. The
enhancement comes from the independence of the out-degree (resp.
in-degree) of each vertex from the out-degree (resp. in-degree) of
other vertices. Hence, Algorithm 2 enables the aggregators to si-
multaneously restrict each vertex’s out/in-degree in parallel (lines
3 and 12). Another performance improvement from our proposed
batch edge clipping technique. We observe that the true edges in
the secret-shared local neighbor lists are sparse. This means that
directly clipping the edges in a batch after a single check of the
current degree (incremented by the edges in the batch), will seldom
lead to clipping true edges. Hence, to reduce the number of required
oblivious comparison operations, we modify the procedure to check
whether the current secret-shared out-degree or in-degree is larger
than k/3 after iterating w edges (i.e., a batch), instead of performing
the check after iterating each edge. The edges in each batch are
updated without distinction based on the comparison result.

5.2 Secure Degree Sequence Extraction

Design rationale. Algorithm 3 presents how P 2 3 securely extract
the noisy version of the degree sequence D* from the secret-shared
clipped local neighbor lists {[E;]}, while ensuring that the extracted
noisy sequence D* is differentially private. A naive method is
to add secret-shared discrete Laplace noise to each secret-shared
out/in-degree, followed by recovering them. However, this method
introduces a significant amount of noise, particularly in low-degree
vertices, which are abundant in real social graphs [22]. Our insight
is to let P; 23 extract the differentially private histogram of (out-
degree, in-degree) pairs and then derive D* from the histogram.
Secure degree histogram construction. P 3 3 first construct the
histogram [H]. We observe that the primary challenge is to securely
index ([d}],[d;]) in [H]. Our insight is to let P12 obliviously
shuffle the secret-shared degree pairs by a random permutation
unknown to them to break the mappings between the degree pairs
and the vertices, and then securely reveal the shuffled degree pairs.
However, simply recovering the secret-shared degree pairs after
the oblivious shuffle will directly expose H. To address this, we let
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Input: {[E;]}; k; privacy budget ep; privacy parameter 8p.
Output: Differentially private degree sequence D*.

/] Py, P2, and P3 locally count the secret-shared degrees:
Initialization: [d}] = [0]; [d; ] = [0].i € [1,N].

(471 = [d7] + [bi;]. 1d; ] = [d; ] + [bis]. G [bis]) € {[E:]}-

Ps secret-shares its shares of degrees with P; 5.

[

)

w

'

Py add the received shares from P; to their own shares to obtain

[d;].[d;].i € [1,N] in 2-out-of-2 ASS.

Py ; arrange the secret-shared degrees into table [T], where

[T0,:1] = 4 T00d; TeD.i € (LN and p = 1.

// P3 constructs dummy degree pair table T’: T = [].//Empty table.
for (d*,d™),d* € [0,k],d” € [0,k] do
n = max(0, Lap(ep,dp,4)). // Draw a noise.
L Append n rows of d*||d~||p to T’, where p = 0.
P5 secret-shares T” with P; ; to produce [T'].
// P12 perform the remaining operations:

1 = 111
- .1
[T'] = secShuffle([T]). // Oblivious row-wise shuffle.

Safely reveal columns 1 and 2 of [T'] to obtain [T'].
Initialize degree histogram [H] = [o]] (k*1)*(k+1)
for d*||d||[p] in [T'] do

L [H[d*,d~1] = [H[d*,d~ 1] + [p]. // Index edge to histogram.
[H[d*,d"1] = [H[d*,d" 1] + [Lap(ep,0,4)],d*,d~ € [0,k].
Safely reveal the differentially private histogram H.

H'[d*,d"] = max(0,H[d*,d"]),d*,d~ € [0,k].

H'[dt,d | =H[d",d"] - —~,d*,d™ € [0,k].

sum(H')
Initialize degree sequence D* = 0.
Vd*,d~ € [0,k],add H [d*,d" ] tuples (d*,d~) to D*.

return Differentially private degree sequence D*.

«

=N

<

®

// Vertical concatenation.

T
® N

Pj3 secret-share a certain number of dummy entities d*||d~ ||p (with
flag p = 0) for each possible degree pair (d*,d™) with Py 5 (lines 7-
11). Py 2 then perform the oblivious row-wise shuffle [15] (denoted
as secShuffle(+)) on the real degree pairs (with [p] = [1]) together
with the dummy degree pairs. The oblivious shuffle ensures that
Py2 cannot distinguish between the dummy and real degree pairs.
To ensure the revealed frequency of degree pairs in the views of
Py 5 is differentially private, the number of dummy entities for each
degree pair is drawn from Lap (e, dp, 4) and truncated to 0 (line
9). Here, A is set to 4, as the addition/removal of an edge changes
the frequency of at most four degree pairs. We will prove in Section
7.2 that the revealed degree pairs are differentially private in the
individual view of Py, Py, even if the noises may be truncated to
0. Note that we cannot use the revealed frequency of degree pairs
as H due to P3 knowing the number of dummy entities, i.e., the
frequency is not differentially private in P3’s view. Instead, Pj 2
add the secret-shared flag of each degree pair to the corresponding
element of [H] (lines 16-18).
Secure degree sequence construction. To construct D* based on
[H], P12 first add a secret-shared noise drawn from Lap (e g, 0, 4) to
each element of [H] (line 19). The noises can be generated offline by
the protocol in [14]. Py 2 reveal the differentially private histogram
[H] to obtain H. D* can be constructed based on H (lines 21-24).



Algorithm 4:Secure Attribute-Edge Distribution Extraction

Algorithm 5: Secure Triangle Counts Extraction

Input: Local neighbor lists {[E;]}; secret-shared attributes {[f;]};
maximum degree k; privacy budget, parameter ex, 5x.

Output: Differentially private attribute-edge distribution e) 3.
// P15 operate on {[E;]"? } and {[£]}: [T] = [; T = [].
for (i, j, [b;;]) € [E:1?,i € [1,N] do

L Append row LATI L5111 [] to [T, where [o] = [bi;].
// P3 constructs dummy attribute-edge correlation table T’:
forf i f’ € ZZL X ZZL do

n =max(0, Lap(ex, 8x,2 - k/3)). // Draw a noise.

L Append n rows of f||f’||p to T', where p = 0.
P; secret-shares T” with P; ; to produce [T'].
// Py perform the remaining operations:

T N

© 9 o

©

10 [T] = AT /) Vertical concatenation.
']

1

oy

[T'] = secShuffle([T]). // Oblivious row-wise shuffle
Safely reveal columns 1 and 2 of [["i‘,]] to obtain [T'].
Initialize secret-shared histogram [H] = [[OﬂzszLA
for row f | f|[p] in [T'] do

L MHLf, £ 11 = [HLf. f/1] + [p]- // Index correlation to [H].
[H[f, £/ 1]+ = [Lap(ex. 0,2 - k/3)]. f = f' € Zpr X Zy1.
Safely reveal the differentially private histogram H.
H'[f, ] = max(0,H[f, f'1), f = f' € Zyr X Zyr. // Truncation.
q1f 1= B
H [f’f ] - sum(ﬁ,) ’
Initialize attribute-edge distribution © ¢
Ox(f =) =HIf.f')f = f €Ly XLy
return Differentially private attribute-edge distribution © 3.

12

13

14
1

@

16

1

NI

18

19 f — f' € ZyL X Z,1. // Normalization.

Lo ,L
20 = {0}2"x2",
21

22

5.3 Secure Attribute-Edge Correlation
Distribution Extraction

Py 23 then securely extract the noisy version of attribute-edge cor-
relation distribution © ;. PrivAGM ensures that the extracted distri-

bution (denoted as (:))—() is differentially private. Algorithm 4 gives
the protocol. Its design intuition shares similarities with Algorithm
3. Since the edges held by each aggregator are incomplete, we let
a pair of aggregators to compute C:);( on their jointly held local
neighbor lists. The sensitivity A is set to 2 - k/3 (lines 6 and 15), as
modifying the attribute value of a vertex can affect, at most, k/3
edges, resulting in changes to the frequency of 2 - k/3 attribute-
edge correlations. Appendix A of the full version [45] details how to
extract the differentially private attribute distribution (denoted as
©F). The privacy budget and parameter are ¢ and 8p, respectively.

5.4 Secure Triangle Counts Extraction

Algorithm 5 presents how to extract the noisy version of triangle
counts n‘g, ng, while ensuring that the extracted noisy counts (de-
noted as ﬁ‘g, ﬁlz) are differentially private. The idea is to iterate over
every possible set of three connected edges in pairs, incrementing
the secret-shared product of flags for the three edges to the triangle
count. However, since multiplication in the secret sharing domain
requires communication between the involved parties, the method
can only count triangles whose edges are held by the same pair of
aggregators. To address this issue, our solution is based on the ob-
servation: the probability of each triangle’s edges being distributed
to the same pair of aggregatorsis 3- & - 1 . 1 = 1 Hence, PrivAGM

3 3
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Input: {[E;]}; privacy budget e7; maximum in/out-degree k.
Output: Differentially private triangle counts 774 and 5.
1 Initialize [#4] = [0]; [nB] = [0] in 3-out-of-3 ASS.
2 // P12 operate on {[E;]2)}:
3 fori:i € [1,N] in parallel do
for j: j <iand (i, j, [bij]) € [E;112) do
fork : k <iand (j,k [bjx]) € [E;]1? do
L if (k,i, [bri]) € [Ex]%? then
L [n2] = [n21+ 0540 - [65x] - [bsall-
8 fori:i € [1,N] in parallel do
for j.k:j #k, (i, j, [bij]), (i, k, [bi]) € [E:]? do
L if (. k [bjx]) € [E;j]10? then
L L [n20 = [nZ] + [B3;] - [bac] - [
P53 (resp. P31) count triangles on {[E;]1@¥} (resp. {[E:]1®D 1) as
above and aggregate the triangle counts to [n4] and [n2].
[n41 =9 [nl: [nB] =9 [nE].
[74] = [n2] + [Lap(er, 0,k — 1)]. //Add secret-shared noise.
[7B] = [nB] + [Lap(er., 0,k — 1)]. /Add secret-shared noise.
Safely reveal the differentially private triangle counts ﬁz‘, nB.

PO ST

9
10

11

-

2

-
@

-
-

-
a

-

6
return Differentially private triangle counts 7% and 75.

-

7
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Figure 3: Overview of directed attributed graphs generation.

enables each pair of aggregators to count triangles over the edges
they jointly hold. The counts are then multiplied by 9 to obtain
approximate triangle counts. The sensitivity is set to k — 1 as adding
or removing an edge change the triangle count by at most k — 1.
Remark. We note that performing Algorithm 5 sequentially would
entail a significant number of communication rounds. As the it-
erations in the two outermost loops (i.e., lines 3 and 8) are inde-
pendent of each other, we can execute them in parallel. Moreover,
we observe that the primary cost arises from the secure 3-input
multiplication gates in lines 7 and 11. To speed up Algorithm 5, we
use the technique in [32] to reduce the communication cost of each
secure 3-input multiplication gate from 2 rounds and 8 elements to
1 round and 6 elements. Additionally, we use a random sampling
strategy to further reduce the cost. Specifically, instead of iterating
over each vertex, we only iterate over n randomly sampled vertices,
and then multiply the secret-shared triangle counts by %



6 ATTRIBUTED GRAPHS GENERATION

Hence, our contribution is to adapt it to cater for the requirements
of generating directed graphs.

Overview. Figure 3 gives an overview. We note that the CL model
is a widely used generative graph model. However, it is designed
exclusively for undirected graphs. Therefore, we propose a directed
version of it, which is used to sample an initial directed edge set
E© = {(i, j)} based on D*. Next, Algorithm 6 is used to rewire the
edges to ensure that the counts of TriA and TriB formed by E (0) are
no less than 5‘2 and ﬁg, respectively. The rewired edges are denoted
as E’(9) In addition, the vertex attribute set { fitier1,n] (wWhere f; for
vertex i € [1,N]) is sampled from OF. The accept/reject sampling
technique is applied to generate new edge sets. Specifically, the edge

acceptance probabilities @ioc)

graph (' {£;}) and C:);( Then a new edge set E() is sampled
by the directed CL model and a variant of Algorithm 6 considering

are computed based on the current

G)goc). This process iterates until © 4. converges.

6.1 Directed CL Model

In the CL model [7], each vertex is assigned a degree based on the
degree sequence {d;};c[1,n) of the input graph. Then, };c(1 N di
edges are sampled by a probability that is proportional to the desired
degrees of the vertices. Specifically, an edge between vertices i, j

is sampled with a probability of 5 id; . However, this

i#j,i,je[1N] di-d;
cannot capture the directionality of edges. Hence, we propose the
directed CL model (denoted as directedCL(-)).

In our directed CL model, we first assign each vertex i a de-
sired out/in-degree pair (d;r, di_) based on D*. Then, for each di-
rected edge from i to j, we add it into the edge set E© with a
probability proportional to i’s out-degree and j’s in-degree, i.e.,

i %
Ditjije[LN]
sample max(X;e[1,n] d;r, Yie[1,N] 9; ) edges. Clearly, our model
can capture the edge directionality in the original graph by sam-
pling each edge based on the out-degree of the edge’s starting vertex
and the in-degree of the edge’s ending vertex.

—7=- To maintain the expected degree distribution, we
L

6.2 Refining Graph Structure

The (unattributed) graphs generated by the directed CL model only
capture the degree information of the original graph. Therefore,
the AGM [22] proposes iterative edge rewiring to ensure that the
number of triangles in the generated graph is no smaller than that in
the original graph. However, the AGM overlooks the directionality
of edges in the original graph and treats all triangles as identical.
Therefore, we propose Algorithm 6 (denoted as Rewire(-)).
Algorithm 6 operates on the edge set E generated by the directed
CL model. It iteratively rewires the edges until the counts of TriA
and TriB formed by the edges surpass 5‘2 and ﬁlg, respectively.
Specifically, to create a new edge for constructing TriA (lines 4-
12), the algorithm proceeds as follows: (1) sample a vertex i from
[1, N] where each vertex i € [1, N] is sampled with a probability
of #ﬁ,]d; (2) randomly sample a vertex j from vertex i’s out-
neighbérs; (3) randomly sample a vertex k from vertex j’s out-
neighbors. If (k, i) ¢ E, indicating that vertices i, j, and k form an

4689

Algorithm 6: Refining Graph Structure by Edge Rewiring

Input: Edge set E; degree sequence D*; triangle counts 'ﬁg, nB.
Output: The new edge set E’ after rewiring.
1 n%, nB = countTriangle(E). // Count triangles on E.
2 while n? < 74 and n® < 7B do
// Construct TriA:
i = Sample([1, N1, D*). // Sample a vertex based on D*.
Jj = SampleNbr(E, i); k = SampleNbr(E, j).
if (k,i) ¢ E then
(g,r) = oldestEdge(E). // Get the oldest edge from E.
if replacing (q,r) by (k, i) boosts triangle counts then
E.replace((q,r), (k,i)).// Replace (g,r) by (k,i).
Make edge (k, i) the youngest edge in E.

A B
LONRN

3

o ® N G A

11 = countTriangle(E).

12 else Make edge (g, r) the youngest edge in E.

/] Construct TriB:

i = Sample([1, N], D*); j, k = Sample2Nbr(E, i).
L If (j, k) ¢ E, replacing the oldest edge by (j, k) as above.
16 return The edge set E’ = E after rewiring.

13

14

15

incomplete TriA, ie,  ’ , the algorithm attempts to replace

the oldest edge in E by edge (k, i) to construct TriA (lines 7-12).
Specifically, if replacing the oldest edge (g, r) in E with edge (k, i)
would increase both the counts of TriA and TriB, edge (q,r) is
replaced by edge (k, i) and (k, i) is set as the youngest edge in E.
Otherwise, edge (g, r) is set as the youngest edge in E.

Similarly, Algorithm 6 creates a new edge to construct TriB as

follows (lines 14-15). First, a vertex i is sampled from [1, N| where
+

. . . !
each vertex i € [1, N] is chosen with a probability of m
iel1, i
Then, two vertices j and k are randomly sampled from vertex i’s
out-neighbors. If (j, k) ¢ E, indicating that vertices i, j, and k

form an incomplete TriB, i.e., ‘., the algorithm checks if

replacing the oldest edge (g, r) in E with edge (j, k) would increase
both the counts of TriA and TriB. If it does, the algorithm replaces
edge (g, r) with edge (j, k) and makes (j, k) the youngest edge in
E. Otherwise, it makes edge (g, r) the youngest edge in E.

We present how to integrate the above algorithms in Appendix
B of the full version [45].

7 PRIVACY AND SECURITY ANALYSIS

In Section 7.1, we parametrize the leakage function £. In Section
7.2, we conduct a formal analysis to prove that the output of £ is
differentially private. In Section 7.3, we prove that the adversary’s
view can be simulated solely based on the output of L.

7.1 Leakage Function

We define the leakage function as £ = (Lg, Lo, Lx, Lr, La):

o L = {[Ei]}, where [E;] = {(i, j, (bi;j))} denotes the local neigh-
bor list held by the adversary for user i.

o Lp= ([’i”z)] Hyp), where [’i”D] and Hy) are the table and his-
togram revealed in lines 15 and 20 of Algorithm 3, respectively.



While the adversary learns additional information during the exe-
cution of other operations in Algorithm 3, since the information is
derived from Hg, it is not included in £ ¢.

o [x = ([’i";(] Hy), where ["i";(] Hy are the table and histogram
revealed in lines 12, 17 of Algonthm 4, respectlvely

o [ = ([TF] Hp), where [TF] and Hp are the table and his-
togram revealed in secure attribute distribution extraction.

o L, = (ﬁi‘,ﬁlz): ﬁ‘g, ﬁlz are the counts revealed in line 16, Algo. 5.

7.2 Privacy Analysis

THEOREM 1. The neighbor list [E;] of user i held by the adversary
satisfies pure eg-edge LDP with ¢g = max{In(1/p),In(3 — 2p)}.

Proor. Note that [E;] can be described as an N-dimensional
bit vector b = (by,---,by) for the adversary, where b; = 1 if
(i, j, (bij)) € [Ei], and otherwise b; = 0. We use Pr[A[i, j] — bj]
to denote the probability that, given A[i, j], the adversary observes
bj € {0,1}. Pr[Al[i, j] — bj] can be categorized into four cases:

e A[i, j] =0and b = 0: The zero bit A[j, j] is not included in E;
(with probability of 1 — p), or A[j, j] is included in E; (with prob-
ability of p), but the adversary is not choosed to receive (i, j, (0))
(with probability of 1/3),i.e., Pr[0 — 0] =1—p+p-1/3=1-2p/3.
e A[i, j] =1 and bj = 0: The nonzero bit A[j, j] is included in E;
(with probability of 1), but the adversary is not choosed to receive
(i, j, (1)) (with probability of 1/3), i.e., Pr(1 —» 0] =1-1/3 =1/3.

e A[i,j] =1and bj = 1: The nonzero bit A[j, j] is included in E;
(with probability of 1) and the adversary is also choosed to receive
(i, j, (1)) (with probability of 2/3), i.e., Pr(1 — 1] =1-2/3 = 2/3.

e A[i,j] = 0 and b; = 1: The zero bit A[i, j] is included in E;
(with probability of p) and the adversary is also choosed to receive

(i, j, {0)) (with probability of 2/3), i.e., Pr[0 — 1] =p - 2/3 = 2p/3.
Given any two local neighbor lists A[i,:] and A’[i, ] that differ
in one bit, we need to prove that % < €°E, where

eg = max{In(1/p),In(3 — 2p)}. Without loss of generality, let us
assume that A[i, 1] and A’[i, 1] are not identical. Then we have:

PriM(A]i,:]) =b] _ Pr[A[i,1] — by]---Pr[A[i,N] — by]
Pr{M(A’[i,:]) = b] Pr[ "[i,1] — b1]---Pr[A’[i,N] — by]
PrALi] = bi] "
Pr[A’[l, 1] — b1]

We analyze Eq 3 in four cases:

Pr[0—0] _ 1-2p/3 _ Pri1—0] _ 1/3 _ 1 .
1 P:[1—>0] /3 = 3-2p;2) P:[0—>0] = 1-2p/3 ~ 3-2p°
Prio—1] _ 2p/3 _ Pr(1—>1] _ 2/3 _
3) o] = 275 =259 Frost] = 35 = VP

We note that the upper bound of the set {3 — 2p, ﬁ,p, 1/p}.
> pand 3-2p > ﬁ.
Therefore, {3 — 2p, ﬁ,p, 1/p} < max{1/p,3 — 2p} = €%E, and

eg = max{In(1/p),In(3 — 2p)}. O

Since 0 < p < 1, we have 1/p

THEOREM 2. Given L g, in the view of adversary, [TD] adheres
to (ep, dp)-edge DP and Hyqy adheres to pure gy -edge DP.

Proor. Note that only P; 2 have access to ["i‘;;)], and thus we
only analyze the view of the adversary controlling P; or P,. Since
the shares (i.e., the 3nd column of table ['i"D]) reveal nothing about
the corresponding values, ['i",z)] can be described as a histogram
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(denoted as Hypy) of degree pairs. We then prove that with proba-
bility 1 — ¢, the probability for the adversary viewing the same
H gy from two neighboring graphs G and G’ is bounded by e“?. If
all the noise (drawn in line 9 of Algorithm 3) are non-negative, the
probability to output the same noisy histogram Hyy from G, G’ is

[1Pr[Hpld*",d"] - Hgld*,d"]]
PriM(G)=Hgp] _ d*,d-e[0k] @
PriM(G’')=Hyp] [1Pr[Hpld*,d~] -Hg [d*,d"]]
d+,d-e[0,k]

Pr[Hgp[d*,d ] -Hg[d*,d~]] is the probability drawing the noise
Hyp[d",d"] —Hg[d*,d7] from Lap(ep, 59, 4). Let Dp be the set
of bins where Hg # Hg. We can rewrite Eq. 4 as:
e’fTD.|HD[d+,d*]—HG[d+,d*]—m
(d*,d~)eDy

“1-Hg [d*d™] -yl
(d*.d~)eD,
ep  ([Hpld*,d™|-Hgr[d*.d™]-p|
e * —IHpld"d™]-Hg[d".d"]-pul)
(d*.d~)eD,

[Hp[d*.d" |-Hg [d*.d" | -p
[Hp[d*.d~]-Hg[d".d™]-pl

£D

4 _
(d*.d=)eDy

£D

4
<e

P

(d*,d=)eDy

[Hg[d*.d™]-Hg [d*,d" ]|
<e

D

T 4

= D

The proof is based on: as G, G’ differ by the presence/absence of an

edge, the maximum discrepancy in the values of their degree pair

histograms is 4, i.e., 2 g+ 4-)eD, |Hg[dt,d"] -Hg/ [d',d7]| < 4.
The probability to draw a negative noise from Lap(sz), dp,4)

o e 24 ol KD
is [17]: Pr[n < 0] = 2.2, &5— - e = £5—. Given
e 4 +1 e 4 +1

U= —% -ln((efTD +1)-(1-(1 —59)%)), we have Pr[n < 0] =1—
(1 —5@)% . As there are at most 4 bins in Hg, Hg/ that are not equal.
Hence, the overall failing probability is 1 — (1 — Pr[n < 0])* = §p
Since the noises added to H o (line 19 of Algorithm 3) are drawn
from Lap(ep, 0,4) (i.e., § = 0), M satisfies pure epp-edge DP. O

We can apply the same method for other leakage.

THEOREM 3. Given L = (ﬁg‘, ﬁIZ), in the view of the adversary,
both 7w’} and nB adhere to pure ¢ -edge DP.

Proor. First, we establish the £, -edge DP of ﬁ‘g, and the same
conclusion holds for ﬁlg. Given G, G’, we have |n‘2‘ - n'AA| <k-1,
where nA n'AA represent the count of triangle TriA in G, G’ respec-
tively, after edge clipping with parameter k. The probability to

output the same noisy count ﬁi‘ is bounded by

_ _ —ep -7

PrIM(G) =] Prinf —74] e Er

PrIM(G’) =74]  Prin —ﬁA] RS
= B (AR = Inf ) < - (nf-nd]) < gen

M satisfies ¢, -edge DP for 7’ n based on Definition 2.

7.3 Security Analysis

We use the simulation paradigm [26] to analyze the security.

DEFINITION 4. Let [] denote the protocol for securely constructing
dAGM. Let A be an adversary who statically corrupts one of P(q 5 3}



Table 1: Overallg;¢ under different privacy budget allocations

lep, ex, eF, en] MOOC Twitter Gplus
[0.3,0.1,0.2,0.2] 0.191 0.185 0.221
[0.3,0.3,0.2,0.1] 0.171 0.159 0.194
[0.4,0.1,0.1,0.2] 0.163 0.132 0.154
[0.4,0.3,0.1,0.1] 0.159 0.135 0.155
[0.5,0.2,0.1,0.1] 0.126 0.119 0.125
[0.6,0.1,0.1,0.1] 0.108 0.096 0.113

or one of the users, and let ViewlR_[e be the view of the corrupted
parties during the protocol run. In the ideal world, a simulator S
generates a simulated view Viewl‘z’e'gl given only the leakage L. We

say that [] is secure, if there exists a probabilistic polynomial time

simulator S such that Viewl‘z’L I .
eal Real

THEOREM 4. Based on Definition 4, PrivAGM is secure.

is indistinguishable from View

We present the proof in Appendix C of the full version [45].

8 PERFORMANCE EVALUATION
8.1 Setup

We develop a prototype implementation of PrivAGM using a com-
bination of Python and C++. All experiments are conducted on a
workstation equipped with 24 Intel Xeon Gold 6240R CPU cores,
a NVIDIA RTX A6000 GPU, 128 GB of RAM, and 2 TB of external
SSD storage, running Ubuntu 20.04.3 LTS. Following the setup of
prior MPC-based studies [24, 30], each aggregator is executed as an
independent process on the workstation. To emulate the network
environment, we use the Linux tc command to simulate a 1 Gbps
bandwidth with 1 ms latency. In addition, we use a MacBook Air
with 8 GB of RAM to simulate users, secretly share the local views.
All public and private values are encoded in Zy32. In addition, we
set the privacy parameters 8¢ = 8x = 6p = 107°.

Datasets. We use three directed social graph datasets: MOOC (7047
vertices; 411749 edges; 3.7 MB) [25], Twitter (81306 vertices; 1768149
edges; 21.1 MB) [28], and Gplus (107614 vertices; 13673453 edges;
156.5 MB) [28]. For each dataset, we treat each vertex as a user.
Therefore, for the three datasets, the average amount of data held
by each user is about 0.54 KB, 0.27 KB, and 1.49 KB, respectively.
Baselines. We use two state-of-the-art methods as baselines for
utility comparison: CAGM, which operates in a centralized setting
with edge DP guarantees [6], and AsgLDP, which operates in a
decentralized setting with edge LDP guarantees [48].

Utility metrics. We evaluate the utility using four widely-used met-
rics [6, 22, 34, 48]. (1) Degree distribution: We use the Kolmogorov-
Smirnov statistic to evaluate how well a synthetic graph captures
the degree distribution of the original graph (KSgegree)- As KSgegree
is less sensitive to differences in the tails of the distributions, we
also report the Hellinger distance (HDgegree) between the degree
distributions of the synthetic and original graphs. (2) Attribute-edge
correlation distribution: We report the mean relative error (MRE)
(MREcorr) and the Hellinger distance HD¢orr between the attribute-
edge correlation distribution of the synthetic and original graphs.
(3) Local clustering coefficient: We report the MRE between the aver-
age of the local clustering coefficient of the synthetic and original
graphs (MREyster)- (4) Triangle counts: We report the average MRE
in TriA and TriB (MRET).
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Downstream task. We also implement a widely used downstream
task—truss-based community detection—which aims to identify
groups or clusters of vertices in a graph that are more densely
connected to each other than to the rest of the graph [27]. We
use the F; score as the metric to evaluate the differences between
the truss communities detected on the synthetic graphs and those
detected on the original graphs. The detailed computation method
of the above metrics is given in Appendix D of the full version [45].

8.2 Effect of Key Parameters

Privacy budget allocation. We first determine the best privacy
budget allocation of PrivAGM by empirically measure the over-
all difference Overallgjg. Overallyis is calculated as the average of
the above utility metrics, excluding the F; score of the truss com-
munity structures. Recall that only four privacy budgets impact
the utility of the synthetic graphs: €5 for the degree sequence,
ex for the attribute-edge correlation distribution, ef for the at-
tribute distribution, and two e, for the two types of triangle counts.
Hence, the overall privacy budget accolcation can be represented
as € = e€p + ex + € + 2 - £p. The results are shown in Table
1 (¢ = 1). We can observe that a larger ¢y corresponds to a
smaller Overallyjf, and the optimal privacy budget allocation is
ep = 0.6,ex = 0.1,ép = 0.1,eo = 0.1. This is due to the degree
sequence is crucial for capturing the input graph’s structure [22].

Effect of clipping parameters. We next evaluate how the clipping
parameter k and batch size w affect Overallg;¢ and the system cost.
Figure 4 presents the experimental results on the Gplus dataset.
We observe that k does not impact the cost, as the edge clipping
is performed in an oblivious manner, incurring a fixed overhead
regardless of the value of k. However, a smaller k results in lower
utility loss, as it reduces the sensitivity during noise generation for
DP guarantees, thereby decreasing the magnitude of the noise and
better preserving the graph structure. We observe that larger values
of w yield greater cost savings. However, this comes at the expense
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of higher Overall s, indicating a trade-off between efficiency and
utility. In the following experiemnts, we set k = VN and w = VN.

8.3 Utility Comparison

Degree distribution. Figure 5 presents a comparison between
PrivAGM and the baselines in terms of KSgegree and HDgegree- It is
evident that AsgLDP shows the largest KSgegree and HDgegree since
it is based on LDP, which introduces larger noise than central DP
under the same privacy budget. In contrast, our PrivAGM achieves
the smallest KSgegree and HDgegree-

Attribute-edge correlation distribution. Figure 6 shows a com-
parison between PrivAGM and the baselines in terms of MREqr
and HD¢orr. PrivAGM consistently achieves the smallest MREcorr
and HDcorr across all privacy budgets and datasets. Moreover, as
¢ decreases, the difference in MREcorr, HDcorr between PrivAGM
and the baselines becomes more significant.

Local clustering coefficient. Figure 7 presents a comparison be-
tween PrivAGM and the baselines in terms of MRE | ster- We can
observe that MRE | ster Of PrivAGM and CAGM is approximately
similar. In certain cases (e.g., ¢ = In3 on Gplus), the MRE|ster
of CAGM is even lower than that of PrivAGM. This disparity is
because MRE | ster fails to capture the difference in edge direction-
ality between the synthetic and the original graphs. Hence, the
advantage of PrivAGM in capturing the directionality of the origi-
nal graphs cannot be fully reflected by MREj,ster- We compare the
utility of triangle counting in Appendix E of the full version [45].
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Downstream task: truss community detection. Figure 8 com-
pares PrivAGM with the baselines in terms of the F; score of the
truss community structures. The results show that PrivAGM consis-
tently achieves the highest F; scores across all privacy budgets and
datasets. Moreover, PrivAGM’s F; score is comparable to that of
non-private methods [1, 27, 49], highlighting the practical utility of
the synthetic graphs it generates for real-world downstream tasks.

8.4 System Cost Evaluation

Local neighbor list secret sharing. The amount of data each user
sent to each server is approximately 32 N - S"Tp. For example, when
p = 0.1, the amount of data sent to each server is approximately
2.1 KB, 23.8 KB, and 31.5 KB for the MOOC, Twitter, and Gplus
datasets, respectively. The ratio of user-held data to the data trans-
mitted to each server is 0.25, 0.01, and 0.05 for the three datasets,
respectively. Figure 9 presents the lower bound e and the savings
on the resulting size. The results show that PrivAGM achieves a
significant reduction in the resulting ciphertext size compared to
direct secret sharing of the complete local neighbor list (up to 90%
under p = 0.1, eg = 2.3).

Oblivious edge clipping. Figure 10 compares the basic and effi-
cient oblivious edge clipping protocols. The results for the basic
protocol are estimated from processing 1000 edges, as it is signif-
icantly slow (taking a few days). The comparison shows that the
efficient protocol achieves a substantial speedup compared to the
basic protocol (up to 10000x). Additionally, the efficient protocol
achieves approximately 50% savings in communication cost com-
pared to the basic protocol. For instance, with p = 0.1 on the Twitter
dataset, the basic protocol incurs a communication cost of 0.19GB,
requires 7,449,031 rounds of communication, and takes 5.4 hours
for offline preparation. In contrast, the efficient protocol reduces
the communication cost to 0.1GB, requires only 89,032 rounds of
communication, and takes just 0.06 hours for offline preparation.
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Figure 12: Time/communication cost on the Weibo dataset.

Differentially private dAGM construction. Figure 11 shows the
time and communication costs, along with their breakdown. We
can observe that the majority of the cost is attributed to the secure
triangle counting. Additionally, the results further demonstrate that
our local neighbor list secret sharing can significantly save the cost.
While the cost of dAGM construction is relatively high, it is a one-off
process. In addition, the system’s cost is sensitive to the selective
probability p. For example, with p = 0.1 on the Twitter dataset,
PrivAGM requires approximately 1 hour of computation, 801,288
rounds of communication, and 0.7 hours for offline preparation.
Scalability. To evaluate the scalability of PrivAGM, we conduct
experiments on the significantly larger Weibo social graph dataset".
This dataset contains 1,776,950 vertices and 308,489,739 edges. Fig-
ure 12 presents the results, which demonstrate the good scalability
of PrivAGM. Even on a graph with ~1.7 million vertices, the run-
ning time increases by only 2.12X to 4.66x and the communication
cost increases by just 1.43X to 2.2X, compared to the case of Gplus
dataset with ~107k vertices.

8.5 Remark

Based on the results, we observe a clear trade-off among privacy,
utility, and efficiency in PrivAGM. As stronger privacy guarantees
(i.e., smaller ¢) are enforced, the utility of the synthetic graphs tends
to diminish. Nonetheless, PrivAGM consistently outperforms base-
lines [6, 48] in utility preservation, demonstrating its robustness
and adaptability. The superior performance of PrivAGM compared
to the centralized method [6] can be attributed to two main factors.
Firstly, while PrivAGM is a decentralized method, the noise is added
to the extracted parameters only after the social graph has been
collected. This means that, similar to the centralized method, the
noise is injected at the same point in the process, i.e., during the
post-collection phase. Secondly, PrivAGM is the first approach that
explicitly considers the inherent directionality of edges in the input

“Weibo dataset is available at https://www.aminer.cn/influencelocality.
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graph. This allows PrivAGM to preserve the structural characteris-
tics of the graph more effectively than centralized method.

9 RELATED WORK

Private centralized graph analytics. In the centralized setting,
there is a substantial body of work on private graph analysis. In this
setting, a curator holds the complete graph and publishes some dif-
ferentially private information. Some works publish differentially
private statistics of the original graph, e.g., degree distribution
[35] and subgraph counting [10]. Other works [6, 22, 51] develop
differentially private generative graph models. Chen et al. [6] pro-
pose CAGM, an extension of [22], which additionally captures the
community structure. However, since they are designed for the cen-
tralized setting, they cannot be directly applied to the decentralized
setting. Moreover, they focus solely on undirected graphs.
Private decentralized graph analytics. Another line of work
considers the more challenging decentralized setting. Several
works [19, 20, 41, 50] focus on subgraph counting. Other works
[5, 34, 48, 53] focus on constructing differentially private generative
graph models. However, these methods [5, 34, 53] fail to capture
the attributed information of the graph. AsgLDP [48] is the work
most related to ours. However, since it does not consider the direc-
tionality of the edges in the input graph, it has poor utility when
dealing with directed graphs, as shown in our experiments.
Graph neural network training with privacy awareness. There
exist other works on training differentially private graph neural
networks (GNNs) in the centralized setting [39] or decentralized
setting [38]. However, the work in [39] is designed for the central-
ized setting and is not applicable to our decentralized setting. For
the work in [38], their techniques are specifically developed for
training GNNs with DP guarantees over decentralized social graphs.
Since their approach is centered around adapting the GNN model
parameters based on the loss function, it does not address the gen-
eration of synthetic graphs. As a result, the problems tackled and
the techniques used in these studies are fundamentally different
from those explored in this paper, and their methodologies and
objectives remain distinct.

10 CONCLUSION

This paper presents PrivAGM, the first solution for the secure con-
struction of differentially private dAGM on decentralized social
graphs. By bridging the gap among edge DP, edge LDP, MPC, and
generative graph models, PrivAGM enables aggregators to effec-
tively construct differentially private JAGM on decentralized social
graphs without compromising the individual privacy of the users.
The evaluation results on three real-world graph datasets demon-
strate that PrivAGM outperforms the state-of-the-art baselines.
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