S3AND: Efficient Subgraph Similarity Search Under Aggregated
Neighbor Difference Semantics

Qi Wen
East China Normal University
Shanghai, China
51265902057 @stu.ecnu.edu.cn

Xiang Lian
Kent State University
Kent, Ohio, USA
xlian@kent.edu

ABSTRACT

For the past decades, the subgraph similarity search over a large-
scale data graph has become increasingly important and crucial
in many real-world applications, such as social network analysis,
bioinformatics network analytics, knowledge graph discovery, and
many others. While previous works on subgraph similarity search
used various graph similarity metrics such as the graph isomor-
phism, graph edit distance, and so on, in this paper, we propose
a novel problem, namely subgraph similarity search under aggre-
gated neighbor difference semantics (S* AND), which identifies sub-
graphs g in a data graph G that are similar to a given query graph
q by considering both keywords and graph structures (under new
keyword/structural matching semantics). To efficiently tackle the
S3AND problem, we design two effective pruning methods, keyword
set and aggregated neighbor difference lower bound pruning, which
rule out false alarms of candidate vertices/subgraphs to reduce the
S3AND search space. Furthermore, we construct an effective index-
ing mechanism to facilitate our proposed efficient S’ AND query
answering algorithm. Through extensive experiments, we demon-
strate the effectiveness and efficiency of our S3AND approach over
both real and synthetic graphs under various parameter settings.
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1 INTRODUCTION

The subgraph similarity search over graphs has been widely used as
an important and fundamental tool for real-world applications, such
as social network analysis [28], knowledge graph discovery [29],
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Figure 1: An S’AND example of the skilled team search.

bioinformatics mining [9], and so on. Specifically, a subgraph simi-
larity search query retrieves those subgraphs g in a large-scale data
graph G that are similar to a given query graph pattern gq.

Existing works on the subgraph similarity search used graph
similarity metrics, such as graph edit distance [5, 8] and chi-square
statistics [7], to measure the similarity between subgraphs g and
query graph g. While different graph similarity semantics are help-
ful for different real applications (e.g., with similar graph structures
or statistics), in this paper, we propose a novel graph similarity mea-
sure, called aggregated neighbor difference (AND), which is given
by aggregating the neighbor differences of the matching vertices
between subgraph g and query graph g. Based on this AND seman-
tic, we formulate a new problem, namely subgraph similarity search
under aggregated neighbor difference semantics (S>AND), which
obtains subgraphs g C G that match with g with low AND scores.

Below, we give a motivation example of our S>AND problem in
the application of collaboration social network analysis.

ExampiE 1. (The Skilled Team Search in Collaboration Social
Network) To accomplish a new project, a manager wants to recruit
an experienced team that consists of members with relevant skills and
previous collaboration experiences. Figure 1(a) shows a collaboration
social network G, which consists of 12 user vertices, vy ~ v12, each
with a set of skill labels (e.g., user v has the “back-end” development
skills), and collaborative edges (each connecting two users, e.g., vy and
v3, indicating that they collaborated on some project before).

Figure 1(b) shows a target (query) graph pattern q, which repre-
sents a desirable team structure, specified by the project manager. In
particular, each member q; (1 < i < 5) in this experienced team must
have certain skills (i.e., query keywords), for example, team mem-
ber qa should have the “back-end” skill. Moreover, during the project
period, team members are required to communicate frequently for
accomplishing the project together. Thus, it is preferred that they have
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previous experience in project collaboration to reduce the one-to-one
communication overhead. As an example, the “back-end” team mem-
ber g, is expected to have collaborative experience (i.e., edge e(q2,q4))
with a “front-end” member q4 before.

However, in practice, it is rare to find a perfect subgraph that exactly
matches the query graph q. For example, in Figure 1, we cannot find
a subgraph of G that is structurally isomorphic to the query graph q.

Alternatively, the manager can issue an > AND query to obtain
a team from G (e.g., the subgraph g within the dashed circle of Fig-
ure 1(a)), whose members have the required skills to accomplish project
tasks (i.e., data vertices in g must contain the required keywords in
query vertices), but follow some relaxed constraints on the collabora-
tion experience. As an example, in subgraph g of Figure 1(a), although
user vy does not have experience working with user v3 before (as
required by edge e(qi1,q3) in query graph q), they can still build
good collaborative relationships through the new project, however,
with some extra costs (e.g., time delays and/or communication ef-
forts, as they were not familiar with each other before). Similarly,
compared with the target team q, collaborative edge e(v3,vs) is also
missing in g. Thus, although subgraph g and query graph q do not
structurally match with each other, subgraph g can still be a poten-
tial candidate team that follows strict skill constraints and meets
the relaxed collaboration requirements (e.g., within some budget of
extra collaboration costs, defined later as the aggregated neighbor
differences (AND) in Section 2.2). The S* AND query can exactly help
obtain such a team (subgraph) g in G, satisfying the keyword set
containment relationship between query and data vertices and with
low collaboration/communication overheads (i.e., AND scores). [ |

The S®AND problem has many other real applications. For ex-
ample, in the Semantic Web applications [44], a SPARQL query can
be considered as a query graph g over a large knowledge graph
G. Our S>AND query can be used to return RDF subgraphs that
follow the keyword constraints and have minor structural changes
compared with q.

Inspired by the examples above, our S>AND problem considers
novel aggregated neighbor difference (AND) semantics for subgraph
similarity search over a large data graph G. Efficient and effective
S3AND query answering is quite challenging, due to complex graph
manipulations (e.g., graph structure/keyword checking and AND
score calculation over a large-scale data graph). Therefore, in this
paper, we will design a general framework for S3AND query pro-
cessing, which seamlessly integrates our proposed effective pruning
strategies (with respect to keywords and AND scores) to reduce
the problem search space, effective indexing mechanisms over pre-
computed data from graph G, and efficient S>AND query algorithm
via the index traversal.

Specifically, we make the following contributions in this paper.

(1) We formulate a novel problem, subgraph similarity search
under aggregated neighbor difference semantics (SAND) in
Section 2, which is useful for real application scenarios.

(2) We propose a general framework for tackling our S*AND
problem efficiently and effectively in Section 3.

(3) We design effective pruning strategies (w.r.t. constraints of
keywords and aggregated neighbor differences) in Section
4 to prune false alarms of candidate vertices/subgraphs.

(4) We devise an effective indexing mechanism to facilitate our
proposed S>AND processing algorithm in Section 6.
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(5) We validate the S*AND performance in Section 7 through
extensive experiments on real/synthetic graphs.

Section 8 overviews previous works on subgraph matching and
subgraph similarity search. Finally, Section 9 concludes this paper.

2 PROBLEM DEFINITION

2.1 Graph Data Model
We first provide the formal definition of a large-scale data graph G.

DErFINITION 1. (Data Graph, G) A data graph G is in the form
of a triple (V(G), E(G), ®(G)), where V(G) is a set of vertices, vj, in
graph G, each with a keyword set v;. W, E(G) represents a set of edges
e(v;,05) (connecting two ending vertices v; and vj), and ®(G) is a
mapping function: V(G) x V(G) — E(G).

2.2 Aggregated Neighbor Difference Semantics

The Vertex-to-Vertex Mapping, M : V(q) — V(g): Consider a
target (query) graph pattern g and a subgraph g of data graph G
with the same graph size, that is, |V (g)| = |V (q)|. We say that there
is a vertex-to-vertex mapping, M : V(q) — V(g), between g and
g, if each vertex g; € V(g) has a 1-to-1 mapping to a query vertex
qj € V(q), such that their keyword sets satisfy the condition that
q j.W Co;.W.

The Vertex Subset Mapping Function, y(-): Accordingly, we
denote p(-) as a mapping function from any vertex subset, V' (g), of
V(q) to its mapping subset, V’(g), of V(g) (via the vertex-to-vertex
mapping M). That is, we have p(V’(q)) = V’(g), where any vertex
qj € V'(q) is mapped to a vertex M(q;) = v; € V'(g).

Neighbor Difference Semantics, ND(q;,v;): Let N(v;) be a set
of 1-hop neighbors of vertex v; € V(g) in the subgraph g. Similarly,
N(qgj) is a set of g;’s 1-hop neighbors in the query graph g.

Then, for each vertex pair (v;, q;) between g and g, their neighbor
difference, ND(q;, v;), is defined as the number of (matching) 1-hop
neighbors (or edges) that v; is missing, based on the target vertex
g; (and its neighbors). Formally, we have the following definition
of the neighbor difference semantics.

DEFINITION 2. (Neighbor Difference, ND(qj,v;)) Given a tar-
get vertex, q;, of a query graph q, a vertex, v, of a subgraph g, and
a mapping function u(-) from any subset of V(q) to its correspond-
ing subset of V(g) (via vertex-to-vertex mapping M), their neighbor
difference, ND(q;, v;), is given by:

ND(gj,vi) = |#(N(q;)) — N(vi)l, (1)

where N (+) is a set of 1-hop neighbor vertices, “—" is a set difference

operator, and | - | is the cardinality of a set.

Intuitively, in Definition 2, for each vertex pair (g;,v;) in g and
g, the neighbor difference, ND(qj,v;), is given by the number of
missing edges e(v;,v;) with an ending vertex v; (when their corre-
sponding edges e(q;, qj) in the target query graph g exist).

ExampLE 2. (Continue with Example 1). In the previous example
of Figure 1, compared with the query vertex q1 in query graph q, the
data vertex vy in subgraph g has one missing edge between v, and v3
(while edge e(q1, q3) exists in q). Thus, we have the neighbor differ-
ence ND(qi,v1) = 1. Similarly, since vertex vy has 1-hop neighbors
v1 and vy (while edges e(qo, q1) and e(qo, q4) exist in q), we have
ND(gz,v2) = 0. u



query graph q subgraph g

vertex-to-vertex mapping M

(a) query graph g and its matching subgraph g

query vertex missing edges e(;,v;) neighbor difference aggreg;;::el;iifhbor
q; €V(q) in subgraph g ND(q;,vy) AND(q, 9)
a1 e(vy,v3) ND(q1,v1) =1 MAX: 2
q = ND(qz,v2) =0
q3 e(vs,v1),e(vs,vs)  ND(q3,v3) =2 AVG:0.8
94 - ND(q4,v4) =0
as e(vs,v3) ND(gs5,v5) = 1 SUM:4

(b) aggregated neighbor difference between g and g

Figure 2: An Example of the Aggregated Neighbor Difference.
The Aggregation Over Neighbor Differences, AND(q, g): Next,
we consider the aggregated neighbor differences (AND), AND(q, g),
for vertex pairs (gj,;) from query graph q and subgraph g, re-
spectively. Intuitively, AND(q, g) outputs an aggregation over the
numbers of missing edges e(v;,v;) (or 1-hop neighbors v; in N(v;))
for all vertices v; in g, according to the targeted query graph q (i.e.,
edges e(qj,q;) in q).

DEFINITION 3. (Aggregated Neighbor Difference, AND(q, g))
Given a query graph q, a subgraph g, and a 1-to-1 vertex mapping M
from V(q) toV(g) (note: |V(q)| = |V(g)|), the aggregated neighbor
difference, AND(q, g), between q and g is defined as the aggregation
over neighbor differences of all the matching vertex pairs (q;,v;), i.e.

AND(q.9) = f ({ND(gj,0)I¥(gj,0), 5.t M(g)) =vi}),  (2)
where ND(qj, v;) is given by Eq. (1), and f (S) is an aggregate function
(e.g., MAX, AVG, or SUM) over a set S.

In Definition 3, the aggregated neighbor difference, AND(q, g),
is given by the aggregation over neighbor differences ND(q;,v;)
of all the matching pairs (qj,v;) between g and v;. The aggregation
function f(S) can have different semantics such as MAX, AVG, or
SUM. In Example 1 (i.e., the skilled team search), the MAX aggregate
function returns the maximum possible collaboration effort (i.e.,
ND(gj,v;)) that team members v; need (due to no collaboration
experience with other team members before). Similarly, AVG (or
SUM) aggregate function obtains the extra collaboration cost each
team member has to spend on average (or the total collaboration
cost for the entire team).

ExAMPLE 3. Figure 2(a) illustrates the vertex-to-vertex mapping M
from vertices of query graph q to that of subgraph g (as given in Exam-
ple 1), whereas Figure 2(b) shows the neighbor differences, ND(q;,v;),
in subgraph g, for each query vertex q;, and their aggregated neighbor
differences AND(q, g) under different semantics.

Specifically, in Figure 2(b), we can see that vertex v is not con-
nected tovs in g, compared with the edge e(q1, q3) in the target query
graph q. Thus, we have ND(q1,v1) = 1. Similarly, we can compute
neighbor differences for other vertex pairs (qj,v;) (fori > 2). By
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aggregating these neighbor differences ND(qj,v;) (for1 < i <5)
with different aggregation functions f(-) (as given in Definition 3),
we can obtain their aggregated neighbor difference, AND(q, g), that
is, 2 (= max{1,0,2,0,1}) for MAX, 0.8 ( = W) for AVG, and
4(=14+0+2+0+1) for SUM. ]

Note that, since the AND score AND(q, g) with the AVG aggre-
gate is given by the AND score with the SUM aggregate divided
by a constant (i.e., |V(g)|). In subsequent discussions, we will only
focus on MAX and SUM aggregates for f (note: AVG has the same
S3AND query answers as SUM).

2.3 The S’AND Problem Definition

In this subsection, we formulate the subgraph similarity search
problem under the aggregated neighbor difference semantics (S> AND).

DEFINITION 4. (Subgraph Similarity Search Under Aggre-
gated Neighbor Difference Semantics, SSAND(G, q)) Given a
data graph G, a query graph q, a vertex-to-vertex mapping M :
V(q) — V(g), and an aggregation threshold o, a subgraph sim-
ilarity search under the aggregated neighbor difference semantics
(S AND) retrieves connected subgraphs g of G, such that:

o (Equal Subgraph Size) [V(q)| = |V (9)|;
¢ (Keyword Set Containment) for the mapping vertices q; €
V(q) andv; € V(g), it holds that q;.W C v;. W, and;
o (Aggregated Neighbor Difference) the aggregated neigh-
bor difference satisfies the condition that AND(q,g) < o,
where AND(q, g) is given by Eq. (2).

Intuitively, in Definition 4, the S3AND problem retrieves all the
subgraphs g that satisfy the AND constraints, with respect to the
query graph g. In particular, there exists a 1-to-1 vertex mapping, M,
from each subgraph g to query graph g. Thus, they have equal graph
size, that is, [V (q)| = [V (g)|. Moreover, for the mapping vertices g;
and v; from graphs q and g, respectively, their associated keyword
sets satisfy the containment relationship, that is, g;. W < 0;.W.
Further, their aggregated neighbor difference AND(q,g) should
be as low as possible (i.e., AND(q,g) < o). The three conditions
above guarantee that the subgraphs g can maximally match with
the required target graph pattern q.

In Definition 4, we used the constraint of the Keyword Set Con-
tainment. In practice, we may also consider other keyword matching
constraints such as keyword embedding similarity, ontology simi-
larity, and so on, and adapt our proposed techniques (e.g., pruning
and indexing) to handle such keyword matching constraints. More-
over, the AND score, AND(q, g), considers the (mis)matching of
edges between query/data vertices and their 1-hop neighbors. As
in Example 1, the AND score implies the communication overhead
between team members and their collaborators (i.e., 1-hop neigh-
bors in collaboration networks). We would like to leave interesting
topics of considering variants of S>AND query semantics (e.g., with
different keyword matching or topological similarity options) as
our future work.

Table 1 depicts the commonly used notations and their descrip-
tions in this paper.

3 THE S’AND PROCESSING FRAMEWORK

Algorithm 1 illustrates a general framework for S3AND query an-
swering in a large-scale data graph G. Figure 3 provides a visual



Table 1: Symbols and Descriptions

[ Symbol [ Description
G a data graph
V(G) a set of vertices v;
E(G) a set of edges e(u, v)
q a query graph
g a subgraph of data graph G
v;i. W a keyword set of vertex v;
N (0v;) a set of vertex v;’s 1-hop neighbors
ND(qj, v;) the 1-hop neighbor difference between vertices g and v;
AND(q,9) the aggregation over all the neighbor differences of vertex pairs (¢ 7, ;)
in graphs g and g
o a threshold for the aggregated neighbor difference

workflow of the pseudo code in Algorithm 1, which consists of two
phases, offline pre-computation (lines 1-3 of Algorithm 1) and online
S3AND query processing phases (lines 4-7 of Algorithm 1).

Specifically, as illustrated in Figure 3, in the offline pre-computation
phase, we offline pre-compute some auxiliary data, v;.Aux, of each
vertex v; in large-scale data graph G (lines 1-2 of Algorithm 1), and
construct a tree index 7 over these pre-computed data v;.Aux to
facilitate online query optimizations like pruning (line 3 of Algo-
rithm 1).

In the online S*AND query processing phase, for each S>AND
query, we traverse the tree index 7 by applying our proposed prun-
ing strategies (e.g., the keyword set and AND lower bound pruning)
to retrieve candidate vertices w.r.t. query vertices g; in the query
graph g (lines 4-5 of Algorithm 1). Next, we assemble candidate ver-
tices of query vertices q; and obtain candidate subgraphs g (line 6
of Algorithm 1). Finally, we refine candidate subgraphs g and return
a set, S, of actual S> AND subgraph answers (line 7 of Algorithm 1).

4 PRUNING STRATEGIES

In this section, we present effective pruning strategies that reduce
the problem search space during the online S>AND query process-
ing phase (lines 5-7 of Algorithm 1). Due to space limitations,
we report proofs of lemmas throughout this paper in our
technical report [37] and omit them below.

4.1 Keyword Set Pruning

In Definition 4, the keyword set v;.W of each vertex v; in the S3AND
subgraph answer g must be a superset of the keyword set q;.W for
its corresponding query vertex g; in the query graph q. Based on
this, we design an effective keyword set pruning method to rule out
candidate vertices that do not satisfy this keyword set constraint.

LemMA 1. (Keyword Set Pruning) Given a candidate vertex v;
and a query graph q, vertex v; can be safely pruned, if it holds that:
0. WNgqj.W #q;. W (ie,qj.W & 0;.W), forall qj € V(q).
Discussions on How to Implement the Keyword Set Pruning:
In order to enable the keyword set pruning (as given in Lemma 1),
we can offline pre-compute a bit vector, v;.BV, of size B for the
keyword set v;.W in each vertex v;. In particular, we first initialize
the bit vector v;.BV with 0, and then hash each keyword in v;. W
into a bit position in v;.BV (via a hashing function; setting the
position to “1”). The case of computing query bit vector ¢;.BV for
query keyword set g;.W (w.r.t. query vertex q;) is similar.

As a result, the pruning condition, ;.W N q;.W # g;.W, in the
keyword set pruning method can be written as:

v;.BV A qj.BV # q;.BV, (3)

where “A” is a bit-AND operator between two bit vectors.

Enhancing the Pruning Power via Keyword Grouping: Since
the keyword domain of the real data may be large, the size, B, of
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Algorithm 1: The S>AND Processing Framework

Input: i) a data graph G, ii) a query graph g, and iii) an
aggregated neighbor difference threshold o
Output: a set, S, of subgraphs g matching with the query
graph g under AND semantics

// offline pre-computation phase

1 for eachv; € V(G) do

2 L compute the auxiliary data v;. Aux

3 construct a tree index 7 over pre-computed aggregate data
in graph G

// online S*AND query processing phase

4 for each > AND query do

traverse the tree index I by applying the keyword set
and AND lower bound pruning strategies to retrieve
candidate vertices w.r.t. query vertices q; in the query
graph g

assemble candidate vertices of query vertices q; and
obtain candidate subgraphs g

refine candidate subgraphs g and return a set, S, of

5

actual SAND subgraph answers

Query Graph, g

Data Graph, G

Pre-Computation
of Auxiliary Data,
v;.Aux

S3AND
Answers,
S

Candidate
Subgraph
Refinement

Index Traversal

Construction of
> Bal d Tree
Index, I

Offline Pre-Computation Phase

[

Figure 3: The workflow of S AND query processing.

|Pruning Strategiesl

Online SAND Query Processing Phase

bit vectors v;.BV is much smaller than the keyword domain size,
which may lead to hashing conflicts (i.e., different keywords are
hashed to the same bit position in v;.BV). In order to enhance the
pruning power of keyword set pruning, we propose a keyword
grouping optimization approach, which can reduce the probability
of incurring false positives via keyword set pruning.

Specifically, we divide the keyword domain into m disjoint groups.
For each vertex vj, if a keyword in v;. W falls into the x-th keyword
group, we will hash this keyword into the x-th bit vector v;. BV (%)
(for 1 < x < m) via a hashing function. This way, the pruning con-
dition, v;. W N q;.W # q;.W, in the keyword set pruning (Lemma
1) can be rewritten as:

\”7 (0B N BV 2 g;.BV),

x=1
where 0;.BV*) and q j.BV(x ) are bit vectors with the hashed key-
words from the x-th keyword group in v;.W and q;.W, respectively.

©

4.2 AND Lower Bound Pruning

According to Definition 4, the aggregated neighbor difference (AND)
between a subgraph g and a query graph g must satisfy the AND
constraint, that is, AND(q, g) < o. Therefore, we present an AND
lower bound pruning method, which effectively filters out candidate
subgraphs with high AND values below.

LEmMA 2. (AND Lower Bound Pruning) Given a candidate
subgraph g, a query graph q, and an aggregated neighbor differ-
ence threshold o, subgraph g can be safely pruned, if it holds that
Ib_AND(q, g) > o, wherelb_AND(q, g) is a lower bound of AND(q, g).



Discussions on How to Compute an AND Lower Bound,
Ib_AND(q, g9): Based on Eq. (2), in order to compute a lower bound,
Ib_AND(q, g), of the AND score AND(q, g), we only need to obtain
alower bound, Ib_ND(qj,v;), of the neighbor difference ND(qj, v;)
(as given in Eq. (1)) for each matching vertex pair (q;, v;). This way,
we have:

Ib_AND(q,9) = f ({lbeD(qj,Ui)|V(qj,U,-),s.t.M(qj) = vi}) . (5

The Computation of the Neighbor Difference Lower Bound
Ib_ND(qj,v;). To compute a lower bound Ib_ND(gj,v;) of the
neighbor difference ND(qj, v;), we can rewrite the neighbor differ-
ence ND(qj,v;) in Eq. (1) as follows:

ND(gj,0i) ln(N(g;)) = N(vi)l (6)
lu(N(gj))| = 11(N(g;)) N N(oi)l.

In Eq. (6), the first term |z(N(g;))| is a constant during online
S3AND query processing (i.e., the number of vertex q;’s neighbors
in the query graph gq). Thus, in order to calculate the ND lower
bound [b_ND(qj,v;), we alternatively need to compute an upper
bound of the second term in Eq. (6) (i.e., [u(N(q;)) N N (v;)]). Since
N(v;) 2 (#(N(gj)) N N(v;)) holds, we can obtain its upper bound:
IN(vi)] 2 [#(N(qj)) N N(o3)]-

In other words, we have the ND lower bound below:

Ib_ND(g;,v;) = max{0, [u(N(g;))| = [N (0:)[}. ™

The Computation of a Tighter Neighbor Difference Lower Bound

Ib_ND(qj,v;). Note that, some neighbors, q;, of query vertex g;

may not match with that, v, of data vertex v; with respect to their
keyword sets (i.e., g;.W € v;.W). Therefore, [N (v;)| may not be a
tight upper bound of |(N(gq;)) "N (v;)|, and in turn [b_ND(qj, v;)
in Eq. (7) is not a tight neighbor difference lower bound.

Below, we will consider the keyword set matching between
(neighbors of) vertices v; and g;, and derive a tighter neighbor
difference lower bound. Specifically, for each neighbor g; of query
vertex g, if its keyword set q;.W is a subset of the union of keyword
sets from N (v;) (i.e., v;’s neighbors), we can count 1, for the upper
bound of |u(N(q;)) N N(v;)]). Formally, we have this upper bound:

> ®(aW € UvgenioparW) = (N (g) N NGyl
q1€N(q;)
where @(-) is an indicator function (i.e., ®(z) = 1, if z is true;
®(z) = 0, otherwise).

As aresult, we can obtain a tighter ND lower bound below:

Ib_ND(gj,v;) = |u(N(g;))| —Zfb (qle c UvU,eN(u,-)Uz-W) - (8
q1€N(q;)

To efficiently check the containment of two keyword sets in
Eq.(8) (ie., q;-W € Uyyen(o;)v1-W), we can also use their keyword
bit vectors to replace the parameter of the indicator function ®@(-)
in Eq. (8), that is,

Ib_ND(qj,vi) = |p(N(g)))I ©)
m
_Z [0 /\ qlBV(x)/\ \/ Z)I.BV(x) =q1~BV(x) ,
q1eN(q;) \x=1 Yo, €N (v;)

where A and V are bit-AND and bit-OR operators between two bit
vectors, respectively.
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Algorithm 2: Offline Pre-Computation of Auxiliary
Data
Input: i) a data graph G, and ii) the number, m, of keyword
groups
Output: the pre-computed auxiliary data v;.Aux for each
vertex v;
1 for each vertexv; € V(G) do
// keyword bit vectors
2 for keyword group x = 1 tom do
3 L hash the keywords in the x-th keyword group of

v;.W into a bit vector U,’.BV(x> of size B

4 for each vertexv; € V(G) do
// neighbor keyword bit vectors
5 initialize neighbor keyword bit vectors v;. NBV (X) with
0 (for 1 < x < m)
6 for each neighbor vertexv; € N(v;) do
7 for keyword group x = 1 tom do
L | 0i.NBV®) =0, NBV™¥) v 0 BV ()

// the number of distinct neighbor keywords
9 | vink =|UyyeN(y) v1-W]

// obtain the auxiliary data structure v;.Aux
10 v;. Aux = (Ui.BV(x),vi.NBV(x),U,-.nk)

11 return v;. Aux

ND Lower Bound Pruning for Individual Vertices: Note that,
Lemma 2 uses AND lower bound, [b_AND(q, g), to prune the entire
candidate subgraphs g (which are not available during the filtering
phase). Therefore, in the sequel, we will discuss how to utilize ND
lower bounds, Ib_ND(qj,v;) (w.r.t. individual vertices v;), to filter
out false alarms of vertices v; (or retrieve candidate vertices v;), for
different aggregation functions f(-) (e.g., MAX or SUM).

ND Lower Bound Pruning on Individual Vertices. From Lemma 2

and Eq. (5), we can derive that: a candidate vertex v; can be safely
pruned (for either MAX or SUM), if its ND lower bound [b_ND(q}, v;)
is greater than the aggregate threshold o. Formally, we have the
corollary below.

COROLLARY 4.1. (ND Lower Bound Pruning) Given a query
vertex qj € V(q) and an aggregate threshold o, a vertex v; can be
safely pruned, if it holds that Ib_ND(qj,v;) > 0.

5 OFFLINE PRE-COMPUTATION
5.1 Offline Pre-Computed Auxiliary Data

To facilitate efficient online SAND computation, Algorithm 2
offline pre-computes relevant aggregation information for each
vertex in graph G, which can be used for pruning candidate ver-
tices/subgraphs during the S*AND query processing. Due to space
limitations, please refer to our technical report [37] for the detailed
descriptions of Algorithm 2.
e m keyword bit vectors, v;.BV ) (for 1 < x < m), of
size B, which is obtained by using a hashing function f(w)
to hash each keyword w € v;.W of each group to an integer
between [0, B— 1] and set the f(w)-th bit position to 1 (i.e.,
0;.BV(®) [f(w)] = 1; lines 2-3 of Algorithm 2);
o m neighbor keyword bit vectors, v;. NBV(*) (for1 <
x < m), which is computed by aggregating all keywords in



v;.W from neighbor vertices v; € N(v;) (i.e., 0;.NBV(¥) =
\/VvleN(Ui)Ul,BV(x); lines 4-8 of Algorithm 2), and;

o the number, v;.nk, of distinct neighbor keywords, which
is given by counting the number of distinct keywords from
neighbors v; € N(v;) of vertex v; (i.e., v;.nk = | Uyy eN (o))
v7.W|; line 9 of Algorithm 2).

5.2 Indexing Mechanism

In this subsection, we show the offline construction of a tree index
T on data graph G with the pre-computed auxiliary data in detail
to support online S>AND query computation.

The Data Structure of Index 7: We will construct a tree index
T on the data graph G. Specifically, the tree index J contains two
types of nodes, leaf and non-leaf nodes.

Leaf Nodes: Each leaf node N contains a vertex set in the data
graph G. Each vertex v; is associated with the following pre-computed
data in v;.Aux:

e m keyword bit vectors, 0;.BV®) (for 1 < x < m);

e m neighbor keyword bit vectors, 0;. NBVX) (for 1 < x <
m), and;
o the number of distinct neighbor keywords, v;.nk.
Non-Leaf Nodes: Each non-leaf node A has multiple entries N;,
each corresponding to a subgraph of G. Each entry M; is associated
with the following aggregates:
e a pointer to a child node, N;.ptr;

o m aggregated keyword bit vectors, Nj.BV (*)
= vvvleNivl.BV(x) (for 1 < x < m);

o m aggregated neighbor keyword bit vectors, N;.NBV () =
VvuleNiUl-NBV(x) (for 1 < x < m), and;
o the maximum number of distinct neighbor keywords for
vertices o; under entry Nj, thatis, Nj.nk = maxy,, e n; 07.nk.
Index Construction: Algorithm 3 illustrates the pseudo code of
constructing a balanced tree index 7 in a top-down manner.

Specifically, given the fanout, fanout, of index nodes, we first
calculate the tree height h = [logfanou:(IV(G)])], and use the
tree root root(Z) to represent the entire vertex set V(G) (lines
1-2). Then, we construct the index 7 in a top-down fashion (i.e.,
level I from h to 1). In particular, for each node N () on the I-th
level of index 7, we invoke a cost-model-based partitioning func-
tion, CM_Partitioning(N(l),fanout), to obtain fanout partitions
Ni(l*l) (1 i £ fanout) of similar sizes as child nodes (lines 3-5).
After we partition each non-leaf node on level [ = 1, we obtain leaf
nodes on level 0 and complete the construction of index 7. Finally,
we return this balanced index 7 (line 6).

ExaMPLE 4. (The Construction of a Tree Index, I') Figure 4
illustrates a tree index I over a data graph G in the example of
Figure 1, via cost-model-based graph partitioning (i.e., Algorithm 4),
where n = 4 and y = 0.2. In particular, the tree root Ny (i.e., graph G)
contains 4 leaf entries (i.e., 4 subgraph partitions, N1, No, N3, and
Ny, respectively). Each entry (e.g., N1) is associated with a branch
pointer Ny.ptr and some aggregates (i.e., Nq BV®) | Ny NBVX),
and Ni.nk).

Similarly, each leaf node (e.g., N1) contains a set of vertices (e.g.,
v1 and v12), where each vertex, say v1, is associated with auxiliary
data, for example, v1.Aux = (Ul.BV(x),ZJl.NBV(x),ZJ].I’lk).
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Algorithm 3: The Balanced Tree Index Construction

Input: i) the pre-computed auxiliary data v;.Aux over a
data graph G, and ii) the fanout, fanout, of the index
node

Output: a balanced tree index, 7, of data graph G

1 tree height h = I-logfanoutqv(G)l)]
2 tree root root(Z) = V(G)
3 for level | = h to 1do
4 for each node N'!) on the I-th level of index I do
// cost-model-based top-down partitioning
5 invoke function CM_Partitioning(N o, fanout)
to obtain fanout partitions Ni(l_l)
(1 i £ fanout) of similar sizes as child nodes

6 return J

Ny BV
V4. NBV®
Ny.nk
V1 V12 e vy V1o
1. BV® | v, BV® v7.BV® | vy BV®

v,. NBV® | by, NBVE) v, NBV®)| 9. NBVE)

vy.nk vyp.nk vy.nk vy9.k

Figure 4: An example of constructing a tree index 7 based on Fig-
ure 1 (n=4, y=0.2).

The Cost Model for Vertex Partitioning: In line 5 of Algorithm
3, we need to divide a set of vertices into n partitions of similar
sizes, by invoking function CM_Partitioning (-, -). Since different
partitioning strategies may result in different pruning effects, our
goal is to propose a formal cost model to guide such partitioning.
Intuitively, we would like to group those vertices with similar key-
word bit vectors in the same partitions (achieving high pruning
power), and dissimilar bit vectors in different partitions. We use a
cost model, Cost(Par), to evaluate the “goodness” (quality) of the
partitioning strategy Par as follows.

intra—partition distance |

n

Z Z i dist(v.BV ™) ¢;. BV (%))

i=1 vePar; x=1

m
Z Z dist(cq.BV™), ¢y BV X)) + 1

1<a<b<nx=1

Cost(Par) = , (10

inter—partition distance T
where c; is the center of partition Par; (i.e., mean of all bit vectors in

this partition), and dist(v.BV™), ¢; BV(¥)) ig given by the Li-norm

distance [24] between vectors 0.BV*) and ¢;.BV(*) (note: in the

special case of bit vectors, this is the Hamming distance [22]).
Here, we have:

B
dist(0.BV ™), ;. BV ) = ) }o.BV@‘) [e] - ;. BV®[e]],  (11)
e=1

where v.BV () [¢] is the e-th position in vector 0.BV¥) and ®(")
is an indicator function (®(z) = 1, if z is true; ®(z) = 0, otherwise).



Algorithm 4: CM_Partitioning

Input: i) a set, Par, of vertices (or an index node) to be
partitioned, ii) the number, n, of partitions (or the
fanout of the index node), iii) the number,
global_iter, of global iterations, and iv) the number,
local_iter, of local iterations

Output: a set, global_Par, of n partitions

global_cost = +oo;

2 for k = 1to global_iter do

3 randomly select n center vertices C = {c1,¢2, - ,¢cn},s

and assign each vertex v in Par to a partition, Par;,

with the closest distance Y7 dist(v.BV(x), ¢;. BV(®))
obtain an initial partitioning strategy local_Par =

{Pary, Pars, - - - , Pary} with cost

local_cost = Cost(local_Par) // Eq. (10)

for j = 1to local_iter do

// update n center vertices

fori=1tondo

L ¢i-BV ™) = (Zyepar, 0BV ™)) /|Pari| (for

1<x<m)
for each vertexv € Par do
assign v to a partition Par;
(IPar]| < (1+7y) - |Par|/n) with the closest
distance Y7, dist(v.BV¥), ¢; BV (¥))

obtain a new partitioning strategy
local_Par’ = {Pari,Paré, -+, Par},} with new cost
local_cost’ = Cost(local_Par’) // Eq. (10)

if local cost’ < local_cost then
L local_Par<local_Par’, local_cost<local cost’

[

10

11
12

if local_cost < global_cost then
L global_Par « local_Par, global_cost « local_cost

13
14

15 return global_Par

Intuitively, the lower value of the cost Cost(Par) indicates the
good quality of the partitioning strategy (i.e., with small intra-
partition distances and large inter-partition distances). Thus, we
aim to find a good vertex partitioning approach that minimizes the
cost function Cost(Par).

Cost-Model-Based Partitioning Function, CM_Partitioning (-, -):

Algorithm 4 illustrates the partitioning process based on our pro-
posed cost model. Specifically, to avoid local optimality, we run
our partitioning algorithm for global_iter iterations to achieve the
lowest cost global_cost (lines 1-14). For each iteration, we start
with a set of n random initial center vertices C = {c1,¢2,* - ,cn}
and assign each vertex v in Par to a partition Par; with the closest
center vertex ¢; (for 1 < i < n; line 3). This way, we can obtain an
initial partitioning strategy local_Par with the cost local_cost =
Cost(local_Par) (as given in Eq. (10); line 4).

Then, we will iteratively update center vertices ¢; and in turn
their corresponding partitions Par;, by minimizing intra-partition
distances and maximizing inter-partition distances (in light of our
cost model in Eq. (10); lines 5-12). In particular, for local_iter itera-
tions, we update the bit vectors, c,-.BV(x), of center vertices c; (for
1 < x < m), by taking the mean of bit vectors for all vertices in each
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partition Par; (lines 6-7). We then assign vertices v € Par to a par-
tition Par{ with the distance 3.7 dist(v.BV®), ¢; BV(*)) closest
to the updated centers c;, satisfying the constraint of the balanced
partitions (i.e., |Par;| < (1 +7y) - |Par|/n), where y is a relaxation
coeflicient for the partition size (lines 8-9). As a result, we obtain
a new partitioning strategy, local_Par’, with cost local_cost’
Cost(local_Par’) (line 10). If this new partitioning local_Par’ has
lower cost (i.e., local_cost” < local_cost), we will accept this new
partitioning strategy by letting local_Par = local_Par’ with the
lower cost local_cost = local_cost’ (lines 11-12). After local_iter
iterations, we will update global_Par and global_cost with the best
partitioning strategy so far and its cost, respectively (lines 13-14).
Finally, we return the best partitioning strategy global_Par (after
global_iter iterations) to obtain n good-quality partitions (line 15).
Time Complexity Analysis: The time complexity of offline pre-
computations is given by O(|V(G)| - m - (deg + [10g fanou: |V (G)|1 -

fanout - local_iter - global_iter) + Zl‘:/l(c)‘ |0;.W]). Due to space

limitations, please refer to our technical report [37] for the detailed
complexity analysis.

6 ONLINE S°’AND QUERY COMPUTATION
6.1 Pruning for Index Nodes

In this subsection, we propose effective pruning methods on index
nodes to prune index nodes with (a group of) vertex false alarms.
Index-Level Keyword Set Pruning;: If all vertices under an index
entry N;j do not contain some keyword in q;.W for a query vertex
qj € V(q), then index entry N; can be pruned w.r.t. this query
vertex q; (i.e., N; does not contain any vertices matching with g;).

Below, we provide an effective index-level keyword set pruning
method, using the m aggregated keyword bit vectors N;.BV (%)
stored in Nj;.

LEmMA 3. (Index-Level Keyword Set Pruning) Given an index
entry Nj and a query vertex q; € V(q), index entry N; can be pruned

with respecttoqj, if \/ e, (Ni.BV(x) A qj.BV(x) # qj.BV(x)) holds.

Index-Level ND-Lower-Bound-Based Pruning: We also propose
an index-level candidate node retrieval based on ND lower bounds
(via Corollary 4.1) below.

LEmMMA 4. (Index-Level ND-Lower-Bound-Based Pruning)
Given an index entry Nj, a query vertex q;, and an aggregate thresh-
old o, index entry Nj can be safely pruned with respect to q;, if
Ib_ND(qj, Ni) > o holds, where we havelb_ND(qj, N;) = miny,e p;,
{Ib_ND(gqj,0)}.

ExAMPLE 5. (Pruning Over Index I ) We continue with the ex-
ample in Figures 1 and 4 to illustrate the index pruning in Lem-
mas 3 and 4. For the index-level keyword set pruning, in Figure 1,
the keyword sets of vertices v; and vig have no intersection with
that of any query vertex in query graph q. Since node Ny contains
vertices v7 and vyg, its aggregates Ny.BV(X) satisfy the condition
that: \/T., (N4.BV(X) A qj.BV(x) # qj,BV(x)) is true (assuming
no conflicts in bit vectors), for each query vertex q; € V(q). Thus, we
can safely prune entry Ny in root Ny without accessing this branch.

For the index-level ND-lower-bound-based pruning, in Figure 4,
the ND lower bound 1b_ND(q1, N1) for query vertex q1 and node
N1 is given by minyye o, {Ib_ND(q1,0)} = min{lb_ND(q1,01),
Ib_ND(q1,v12). From Egs. (7) and 9, we have the tight ND lower



bounds Ib_ND(qi1,v1) = 1 and Ib_ND(q1,v12) = 2. Thus, we obtain
Ib_ND(q1, N1) = min{1,2} = 1. Based on index-level ND-lower-
bound-based pruning (Lemma 4), if the ND lower bound, Ib_ND(q1, N1)
(= 1), is greater than the threshold o, we can safely prune entry N
in root Ny without accessing the leftmost branch via pointer Ni.ptr.

6.2 S>AND Query Algorithm

Algorithm 5 illustrates our proposed S*AND query answering algo-
rithm, which traverses the index I to retrieve candidate vertices (via
pruning strategies) and refines candidate subgraphs by combining
candidate vertices to return actual S>AND answers.

Initialization: When an S3AND query arrives, we first initialize
an empty S>AND query answer set S (containing subgraphs that
satisfy both keyword and AND constraints w.r.t. query graph g; line
1). Moreover, for each query vertex q; € V(q), we hash keywords
in qj.W into m keyword bit vectors g j.BV(x), and initialize an
empty set q;j.V,4nq to record candidate vertices that match with
q;j (lines 2-4). We also maintain a maximum heap H for the index
traversal, accepting entries in the form (N, key), where N is an
index entry, and key is a heap entry key (defined as the N.nk;
intuitively, node entries with large keys tend to contain vertices
with lower ND values; line 5). Then, we add the tree root root ()
(in the form (root(I),0)) to H, and let its corresponding query
vertex set root(1).Q be V(q) (lines 6-7).

Index Traversal: We next traverse the index 7, by utilizing the
maximum heap H. Each time, we pop out an entry (N, key) with
the maximum key from # (lines 8-9). When N is a leaf node, we will
check each vertex v; € N. That is, with respect to each query vertex
qj € N.Q, if vertex v; cannot be pruned by the Keyword Set and
ND Lower Bound Pruning (Lemma 1 and Corollary 4.1, respectively),
then we add v; to candidate vertex set g;.Ve4p,q of q; (lines 10-14).

When N is a non-leaf node, we consider each node entry N; € N

and check whether we need to access the children of entry Nj; (lines
15-22). In particular, we first initialize an empty query set N;.Q,
and then check if entry N; can be pruned with respect to each
query vertex g; € N.Q by Lemmas 3 and 4. If N; cannot be ruled
out (w.r.t. ¢;), we will add g; to NV;.Q (lines 17-20). In the case that
N;.Q is not empty, we insert entry (N, Nj.nk) into heap H for
later investigation (lines 21-22).
Candidate Subgraph Retrieval and Refinement: After the index
traversal, we obtain a candidate vertex set q;.V4pq for each query
vertex g ;. Since we used keyword bit vectors for pruning, there may
still exist some false positives. We thus need to refine candidate
vertices v; in q;j.Vqnq, by comparing the actual keyword sets (i.e.,
checking g;. W C v;.W; line 23).

Then, we will compute a query plan Q, which is a sorted list of
query vertices in q to guide the order of candidate vertex concate-
nation and obtain candidate subgraphs (lines 24-27). Specifically,
we initialize the first vertex in Q with a query vertex q; with the
smallest candidate set size |q;.Veqnq| (line 24). Next, each time we
append a query vertex g; € V(q) to the end of the sorted list Q, until
Q = V(q) holds, where q; is a neighbor of g; (for all g; € Q) with
the minimum candidate set size |q;.V.4nq| (lines 25-27). After that,
we call function Refinement f (G,q,0,5,0,0,0) in Algorithm 6,
and return final S3AND subgraph answers in § (lines 28-29).
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Algorithm 5: Online S>AND Query Processing
Input: i) a data graph G, ii) a query graph g, iii) an
aggregate threshold o, iv) an aggregation function
f(-), and v) the index I over G
Output: a set, S, of SAND subgraph answers similar to ¢
// initialization
1S« 0;
2 for each query vertex q; € V(q) do
3 L obtain m keyword bit vectors qj.BV(x) (for1 <x <m)

4 qj-Veana < 0

5 initialize a maximum heap H accepting entries in the form
(N, key)

insert entry (root(J),0) into heap H

root(1).Q =V(q);

// index traversal

while H is not empty do

=Y

N}

o

9 (N, key) «— H.pop()

10 if N is a leaf node then

1 for each vertexv; € N do

12 for each query vertex q; € N.Q do

13 if v; cannot be pruned by Lemma 1 and
Corollary 4.1 then

14 L 9j-Veand < 4j-Veana Y {vi}

15 else

// N is a non-leaf node

16 for each entry N; € N do

17 N;.Q « 0;

18 for each query vertex qj € N.Q do

19 if Nj cannot be pruned (w.r.t, q;) by
Lemmas 3 and 4 then

2 | MO — NiQU {g;}

21 if N;.Q is not empty then

22 L insert entry (Nj, Nj.nk) into heap H

23 refine candidate vertex sets q;.V,,,q by checking the
keyword matching with g;.W in query vertices q; (for
1<) < V(g

// generate a query plan Q

24 obtain the first query vertex g; with the smallest candidate
vertex set |q;.Veqnql, and initialize a sorted list (query plan)
Q={q;}

25 while Q # V(q) do

for all query vertices g; € Q, find a neighbor q; € N(q;)

with the minimum candidate set size |q;.V.an4l

append q; to the end of the sorted list Q

2

*

2

N

// candidate subgraph retrieval and refinement
28 S — Reﬁnementf (G,q,0,5,0,0,0);
29 return S

Discussions on How to Retrieve and Refine Candidate Sub-
graphs: Algorithm 6 illustrates the pseudo code of a recursive
function to retrieve and refine candidate subgraphs. Specifically,



Algorithm 6: Refinement

Input: i) a data graph G, ii) a query graph g, iii) a sorted
candidate vertex list (query plan) Q, iv) a vertex list,
M, matching with query vertices in Q, v) a recursion
depth dep, and vi) an aggregate threshold o

Output: a set, S, of subgraphs that satisfy keyword and

AND constraints for g

if |Q| = dep then

2 if subgraph g with vertices V(g) = M is connected and

AND(q, g) < o then

3 | S—Su{g}

[

4 else

5 for each candidate vertexv € Q[dep|.V 4nq andv ¢ M
do

6 if vertex v is connected to some vertex M[i] (for

0 < i < dep) or some candidate vertex in Q[i].V.qnag
(fordep +1 < i < |Q|) then
7 Mldep] =v

L Reﬁnementf (G,q,Q,S,M,dep + 1,0)

9 return S

in the base case that the recursive depth dep is |Q|, we have all
the matching pairs of vertices between M and Q, and check the
S3AND constraints between subgraph g (with vertices in M) and
query graph q. If candidate subgraph g is the S>AND query answer,
then we add g to the answer set S (lines 1-3).

When the recursive depth dep has not reached |Q|, we will con-
sider each candidate vertex v in Q[dep].V, 4,4 (not a duplicate in M;
line 5). In particular, if candidate vertex v is not connected to some
vertex M[i] (0 < i < dep)in the current vertex list M and any vertex
in Q[i].Veana (dep +1 < i < |Ql), then it implies that the resulting
subgraph g will not be connected and we can terminate the recursive
call; otherwise, we can set the matching vertex M[dep] to v, and
recursively invoke function Reﬁnementf(G, q.0,S, M,dep +1,0)
for the next depth (dep+1) (lines 6-8). Finally, we return the S AND
query answer set S (line 9).

Complexity Analysis: The time complexity of online S>’AND
query processing (i.e., Algorithm 5) is given by O( 3, V(9] lg; W+

j=1
I “anout V(G .
sl to9renowe VO £onour. (1- PPy + V(@) + 1112 1Q11] Vianal).

Due to space limitations, please refer to our technical report [37]
for the detailed discussions on the complexity.

7 EXPERIMENTAL EVALUATION
7.1 Experimental Settings

Real-World Graph Data Sets: We use 5 real-world graphs, Facebook
[38], PubMed [26], Elliptic [36], TWeibo [38], and DBLPv14 [31],
whose statistics are depicted in Table 2, where “Abbr.” stands for
the abbreviation of the name, and “| ), |” stands for the keyword
domain size. Facebook is a social network, where two users are
connected if they are friends, and keywords of each user are ob-
tained from one’s profile. PubMed is a citation network of scientific
publications on diabetes, where keywords are from lexical features.
Elliptic is a Bitcoin transaction network, where each node repre-
sents a transaction, edges represent financial connections, and each
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Table 2: Statistics of the Tested Real-World Graph Data Sets.

[ Name “ Abbr. “ 1V(G)]| “ |E(G)]| “ DA ]
Facebook [38] || FB 4,039 88,234 1,284
PubMed [26] || PM 19,717 44,338 501
Elliptic [36] EL 203,769 234,355 166
TWeibo [38] W 2,320,895 || 9,840,066 || 1,658
DBLPv14 [31] || DB 2,956,012 || 29,560,025 || 7,990,611

Table 3: Parameter Settings.

‘ Parameters H Values
the threshold, opax (= o), of MAX || 1,2,3,4
neighbor difference
the threshold, osyy (= o), of SUM || 2,3,4,5
neighbor difference
the size, |v;. W/, of keywords per vertex || 1,2,3,4,5
the size, | 3 |, of the keyword domain 10, 20, 50, 80
the size, |V (q)|, of query graph q 3,5,8,10
the size, |[V(G)|, of data graph G 10K, 25K, 50K, 100K, 250K, 1M, 10M, 30M

node contains transaction attribute category keywords. TWeibo is
also a social network, where each node represents a user, each edge
represents a following relationship, and the keyword for each node
is from the user profile. DBLPv14 is a citation network extracted
from DBLP, where each author’s keywords were extracted from
their relevant paper titles. It is worth noting that if a vertex in
the graph mentioned above does not have keyword attributes, we
create a dummy keyword label “0” to indicate None for this vertex.
Synthetic Graph Data Sets: We generate synthetic small-world
graphs in the Newman-Watts-Strogatz model [35], using NetworkX
[12], where parameters are depicted in Table 3. By using different
distributions of keywords in }; (i.e., Uniform, Gaussian, and Zipf),
we obtain three types of synthetic graphs: Syn-Uni, Syn-Gau, and
Syn-Zipf, respectively.

Query Graph: For each graph data set G, we randomly sample 100
connected subgraphs. For each extracted subgraph g, we remove
each of its edges with probability 0.3 (as long as the subgraph g is
connected after the edge removal). As a result, we obtain 100 query
graphs g for the SAND query evaluation.

Competitors: To our best knowledge, no prior work studied the
S3AND problem. Thus, we will compare our S>AND approach
(i.e., Algorithm 5) with three methods, a straightforward base-
line method (named Baseline), CSI_GED [10], and MCSPLIT [25].
Specifically, for each vertex in a query graph g, the Baseline method
obtains a set of candidate vertices in the data graph that match with
keywords in q. Then, we aggregate those subgraphs from |V (g)|
candidate vertex sets that meet the S3AND query requirements as
the returned results. CSI_GED and MCSPLIT first retrieve a set
of candidate subgraphs that are similar to a given query graph g,
where the graph similarity is measured by the Graph Edit Distance
(GED) or Maximum Common Subgraph (MCS), respectively. After
obtaining CSI_GED (or MCSPLIT) candidate subgraphs, we next
refine/return subgraphs (in these candidates) so that they satisfy
the keyword set constraints and have the same size as g (note: the
subgraph connectivity is relaxed and not required). In the experi-
ments, we set the parameters to default values, and let the GED (or
MCS) threshold be 1 for CSI_GED (or MCSPLIT) by default.
Measures: We evaluate the S AND query performance, in terms
of pruning power and wall clock time. The pruning power is the
percentage of candidate vertices pruned by our pruning strategies,
whereas the wall clock time is the average time cost to answer
S3AND queries. We report the average values of the evaluated
metrics over 100 runs.
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Figure 6: The comparison of our S>AND approach with the
Baseline, CSI_GED, and MCSPLIT methods over real graphs.

Parameter Settings: Table 3 shows the parameter settings, where
default values are in bold. Each time we vary one parameter, while
setting other parameters to default values. By default, we set the
keyword group number m to 5, and the fanout, fanout, of index I
to 16. For the index construction, global_iter and local_iter are set
to 5 and 20, respectively. We ran all the experiments on a PC with
an AMD Ryzen Threadripper 3990X CPU, 256 GB of memory. All
algorithms were implemented in Python 3.11.

7.2 The S’AND Effectiveness Evaluation

In this subsection, we report the pruning power of our proposed
pruning strategies in Section 6.1 for SSAND query processing over
real-world/synthetic graphs.

Figure 5 conducts an ablation study on the pruning power of
different pruning combinations in our S>AND approach over real-
world/synthetic graphs. Each time we add one more pruning strat-
egy and test three pruning combinations: (1) keyword set pruning
(KS), (2) keyword set + ND lower bound pruning (KS + [b_ND; note:
Ib_ND(:) is given by Eq. (7)), (3) keyword set + ND lower bound
pruning + Tighter ND lower bound pruning (KS+1b_ND +t-1b_ND;
note: t-Ib_ND(-) is given by Eq. (9)), where all parameters are
set to default values. From the figures, we can see that our pro-
posed pruning combinations can achieve high pruning powers
(i-e., above 93.5%) for both real and synthetic graphs. With more
pruning strategies used, our proposed S>AND approach can have
higher pruning power. The overall pruning power with all the three
pruning methods can reach 96.62% ~ 99.70% for real-world graphs
and 94.59% ~ 99.69% for synthetic graphs, which confirms the
effectiveness of our proposed pruning strategies.

7.3 The SAND Efficiency Evaluation

In this subsection, we compare our online SAND query algorithm
with Baseline, CSI_GED, and MCSPLIT, under default parameters
over real-world graphs, in terms of the wall clock time. Figure 6
illustrates the comparative results over real-world graphs, where pa-
rameters are set to their default values. From the figure, we can see
that the SAND query efficiency outperforms that of Baseline by 1-3
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orders of magnitude, for either SUM or MAX aggregate. For exam-
ple, when f is MAX, our S>AND query time is 0.07 ~ 246.32 sec for
real-world graphs and 1.03 ~ 5.94 sec for synthetic graphs. More-
over, our S>AND algorithm incurs lower time cost than CSI_GED
and MCSPLIT methods, due to the costly calculation of GED or
MCS. Note that, since CSI_GED and MCSPLIT have different se-
mantics from S*AND and are used as the filter to retrieve candidate
subgraphs, CSI_GED and MCSPLIT may not return answers of
good quality (please see the case study in Figure 10 of Section 7.5).
To verify the robustness of our S*AND approach, in the sequel,
we will compare with Baseline (which also outputs exact S>AND
answers) and test different parameters (e.g., o, [0;. W|, | 3} |, [V (g)|,
and |V (G)|) on synthetic graph, Syn-Uni. The experimental results
over Syn-Gau and Syn-Zipf are similar and reported in technical
report [37] due to space limitations.
The Efficiency w.r.t. the Threshold, ojr4x, of MAX Neighbor
Difference: Figure 7(a) illustrates the S>AND query performance
for MAX aggregate (i.e., f = MAX), compared with Baseline, where
the AND threshold opax varies from 1 to 4, and other parame-
ters are set to default values. From the figure, we can see that for
both S3AND and Baseline, the wall clock time increases for larger
omax over all three synthetic graphs. This is because a larger MAX
threshold o4 x results in more candidate vertices, thereby raising
the refinement cost. Nevertheless, our SSAND approach outper-
forms Baseline by 1-3 orders of magnitude, and remains low (i.e.,
1.03 ~ 12.24 sec) over synthetic graph Syn-Uni.
The Efficiency w.r.t. the Threshold, o5y, of SUM Neighbor
Difference: Figure 7(b) compares the S>AND query performance
for SUM aggregate (i.e., f = SUM) with that of Baseline, where
osuM = 2,3,4, and 5, and other parameters are by default. Similar
to MAX aggregate threshold oar4x, when osprps increases, more
candidate vertices will be retrieved for the refinement, which leads
to higher query processing cost. Nonetheless, our $> AND approach
takes 3.99 ~ 28.36 sec query time, and performs significantly better
than Baseline by about 2 orders of maganitude.
The Efficiency w.r.t. the Number, [0;.W|, of Keywords Per
Vertex: Figure 7(c) reports the effect of the number, |v;.W|, of
keywords per vertex on the SSAND query performance, where
|0;.W| varies from 1 to 5, and default values are used for other
parameters. With more keywords in v;. W per vertex v;, the pruning
powers of keyword set and ND lower bound pruning become lower
(i.e., with more candidate vertices), which thus leads to higher time
cost. Nonetheless, the S3AND query cost remains low (i.e., 0.05 ~
13.23 sec) for different |v;.W| values, and outperforms Baseline by
1-3 orders of magnitude.
The Efficiency w.r.t. the Size, | }; |, of the Keyword Domain }:
Figure 7(d) presents the S>AND query performance with | ¥ | = 10,
30, 50, and 80, where other parameters are set to default values. With
the same number, |v;.W|, of keywords per vertex, higher | 3’ | value
incurs more scattered keywords in the keyword domain, enhancing
keyword set pruning power, with fewer candidate vertices. Thus,
as confirmed by the figure, for larger | 3" | value, the SSAND query
cost decreases and remains low (i.e., 0.98~16.37 sec), outperforming
Baseline by 2-3 orders of magnitude.
The Efficiency w.r.t. the Size, |V (q)|, of Query Graph g¢: Fig-
ure 7(e) demonstrates the SAND query performance for different
query graph sizes |V (q)|, where [V(q)| = 3,5,8 and 10, and other
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Figure 7: The SSAND query efficiency on synthetic graph,
Syn-Uni, compared with the Baseline method.
parameters are set to their default values. When the query graph
size, |V (q)|, becomes larger, more sets of candidate vertices w.r.t.
query vertices need to be retrieved and refined, resulting in higher
query costs. Nevertheless, the time cost of our S*AND approach
still remains low (i.e., 0.82 ~ 53.91sec), which outperforms Baseline
by 1-2 orders of magnitude.
The Efficiency w.r.t. the Size, |V(G)|, of Data Graph G: Fig-
ure 7(f) tests the scalability of our S*AND approach for different
data graph sizes |V(G)| varying from 10K to 30M, where default
values are used for other parameters. From the figure, we can see
that, with the increase of the data graph size |V(G)|, the num-
ber of candidate vertices also increases, which leads to higher re-
trieval/refinement costs and in turn larger query time. For large-
scale Syn-Uni graph with 30M vertices, the time cost is 1,296.82
sec, outperforming Baseline by 2-3 orders of magnitude, which
confirms the efficiency and scalability of our S>AND approach.

7.4 Evaluation of the S’AND Offline
Pre-Computations

Figure 8 presents the S>AND offline pre-computation cost (includ-
ing time costs of auxiliary data pre-computation and index con-
struction) over real-world/synthetic graphs, where parameters are
set to default values. In Figure 8(a), for real-world graph size from
4K to 2.95M, the overall offline pre-computation time varies from
33.03 sec to 11.85 h. On the other hand, for synthetic graphs, when
the graph size |V(G)| is 50K, the overall offline pre-computation
time in Figure 8(b) varies from 44.47 sec to 46.15 sec.

Figures 9(a) and 9(b) show the space consumption statistics for
the precomputed indexes on real and synthetic graphs. From figures,
we can see that for most real/synthetic graphs, the space cost of the
index for our S*AND algorithm is about one order of magnitude
less than that of the original data graph.
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7.5 Case Study

To illustrate the effectiveness of our S>AND semantics, we conduct
a case study in Figure 10 and evaluate top-1 query answer of our
S3AND semantics (with the smallest AND score), compared with
baselines CSI_GED and MCSPLIT (with the minimum GED or
maximum MCS, respectively), over the DBLPv14 graph, DB, where
the query graph size |V (q)| is set to 5.

In this case study, a user may want to conduct new multidisci-
plinary research, especially in quantum and 3D videos. Thus, he/she
can search for a collaboration team from the DBLP graph, whose
members have quantum and/or 3D videos background and have
co-authored papers before. Figure 10(a) shows the targeted collab-
oration team, whereas Figure 10(b) provides a subgraph answer
satisfying the S3AND constraints (under MAX aggregate). In par-
ticular, author “Dong” is an expert in systems and quantum (i.e.,
matching with “g3”), and co-authored with “Elanor” (matching with
“q1”). Other authors, Michael, Mark, and John, have the expertise
related to the quantum and 3D videos, which include all the query
keywords in each of query vertices gz, g4, and g5, respectively.

In contrast, Figures 10(c) and 10(d) return top-1 query result
of CSI_GED and MCSPLIT, respectively. However, these returned
subgraph answers contain isolated vertices (e.g., “Tim” in Figure 10(c)
and “Xiao” in Figure 10(d)), which are not the desired collaboration
teams (as some authors lack co-author relationships with others,
and may incur high communication/cross-learning costs). Thus,
our S*AND query more effectively returns subgraphs satisfying
both keyword and neighbor difference conditions in this scenario.

We also tested other parameters (n, global_iter, local _iter, oaprax,
and osy ), and other graph data (Syn-Gau and Syn-Zipf). Full re-
sults and parameter tuning details are in our technical report [37].

8 RELATED WORK

8.1 Subgraph Matching

Exact Subgraph Matching: Existing works on exact subgraph
matching considered backtracking-search-based [3, 4, 13] and multi-
way-join-based algorithms [17, 18, 30]. Backtracking-search-based
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algorithms perform deep matching of a given query graph via
vertex-to-vertex mapping and backtrack upon failure. CECI [3],
CFLMatch [4], DP-iso [13] optimize the overhead of generating in-
termediate results, by using preprocessing-enumeration paradigms.
An example of multi-way-join-based algorithm is GpSM [32], which
merges candidate edges based on pairwise join to obtain matching
results and is suitable for tree-shaped or non-cyclic graph queries.
Recently, embedding or learning-based approaches such as GNN-
PE [40] employed path embeddings for the exact subgraph matching
problem over a data graph under the graph isomorphism semantics,
where path embeddings are defined as the concatenation of embed-
ding vectors from vertices on the path (i.e., embeddings of these
vertices and their 1-hop neighbors), learned by Graph Neural Net-
works (GNNs). GNN-PE assumed that each vertex in the data graph
is only associated with a single keyword (rather than a keyword
set in SSAND), and the subgraph matching considers graph iso-
morphism (instead of $>AND matching semantics such as keyword
set containment and aggregated neighbor difference constraints).
Therefore, with a different graph data model and query semantics,
we cannot directly use previous techniques in GNN-PE for tackling
our SAND problem.

Approximate Subgraph Matching: When the response time is
more critical than the accuracy, approximate subgraph matching
can efficiently return top-k approximate subgraphs that are similar
to the query graph, and is widely used in real applications [11, 14,
23]. Existing approximate subgraph matching algorithms usually
searched for top-k similar subgraphs from a (large) data graph,
by setting different similarity metrics for various scenarios, e.g.,
GED [10, 15, 42] and GBD [20]. Although these matches can give
answers quickly, they do not guarantee the accuracy and are more
limited to the task scenario (e.g., the algorithms cannot give the
exact locations of similarity subgraphs in the data graph).

8.2 Subgraph Similarity Search

Previous works on subgraph similarity search extensively studied
the subgraph partitioning [21, 43], filtering optimization [6, 39], and
indexing retrieval [16, 33, 34] to improve the efficiency. NeMa [16]
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obtained top-k subgraphs with minimum matching costs, defined
as the sum of keyword matching and distance proximity costs be-

tween query and data vertices. The keyword matching cost is given
by the Jaccard similarity over keyword sets from a pair of query
and data vertices. Moreover, the distance proximity cost is defined
as the difference between neighborhood vectors [16] from a pair
of query and data vertices, where the neighborhood vector records
distances from a vertex to its h-hop neighbors. In contrast, our
S3AND query semantics consider the containment relationship of
keyword sets for the vertex matching (i.e., different from the Jaccard
similarity measure in NeMa), and take into account the structural
difference between subgraph g and query graph g (i.e., aggregated
1-hop neighbor difference of each vertex v;, compared with query
vertex q;) which differs from the NeMa semantics (i.e., the distance
proximity cost, caring more about the similarity of distances from
query/data vertices to their h-hop neighbors). SLQ [39] obtains the
top-k subgraphs with the highest ranking scores, given by the sum
of edge and node matching costs, where the edge matching cost (or
node matching cost) is defined as the (weighted) number of transfor-
mation functions (pre-defined in a library) that can transform the
data edge (or data node) to the query edge (or query node). Differ-
ent from SLQ that considered the graph data model with semantic
information in vertices and edges, the graph model in our S*AND
problem assumes vertices associated with keyword sets. Further-
more, our S>AND query semantics focus on the 1-hop neighbor
structural difference between subgraph g and query graph g, which
differs from the ranking scores in SLQ. Thus, with different graph
data models and query semantics, we cannot directly apply the
approaches proposed in NeMa and SLQ to tackle our S>AND prob-
lem. Recently, many embedding-based subgraph similarity search
algorithms [1, 2, 19, 27, 41] have been proposed, which incur faster
online processing time. However, the accuracy and model training
cost of these methods are still insufficient for the needs of critical
applications. Due to different graph similarity semantics, we cannot
directly borrow previous techniques to solve our S3AND problem.

9 CONCLUSIONS

In this paper, we formulate a novel problem, subgraph similar-
ity search under aggregated neighbor difference semantics (S>AND),
which has broad applications (e.g., collaborative team detection and
fraud syndicate identification) in real-world scenarios. To enable
efficient S*AND queries, we propose effective pruning strategies
to rule out false alarms of candidate vertices/subgraphs. We devise
an index over offline pre-computed data, which can help apply our
pruning methods to retrieve candidate subgraphs during the index
traversal. Finally, we conduct extensive experiments to confirm the
performance of our S*AND approach on real/synthetic graphs.
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