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ABSTRACT

Teleworking has become a social gain following the COVID-19 lock-
downs. In many professions, remote work is becoming a common
practice, either at the employee’s home or in a shared space nearby.
However, this creates an implicit private/work-life tension as pri-
vate activities may be carried out during work time and vice versa.
Detecting boundary crossings is of outmost relevance — they serve
as evidence of the workers’ breaks and right to rest. However, this
must be achieved without excessive surveillance. Existing activity
recognition techniques either do not address the border crossing
problem or require a priori training.

To address this issue, this article proposes TELESAFE, a bound-
ary crossing detector solution for teleworking. TELESAFE does
not require any training nor instrumentation of the teleworker
home and can be run locally in resource-constrained devices. To
illustrate its suitability, it is applied on electric consumption trails
so as to enable self and third-party assessment (e.g., work inspec-
tors) on working conditions. Results on real-world datasets show a
Fscore over 90% for identifying private activities involving one or
more devices with usage patterns of varying lengths. Interestingly,
TELESAFE outperforms Machine and Deep-Learning approaches
in the most complex settings, without the burden of training.
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1 INTRODUCTION

Teleworking has emerged as a new norm in many societies, es-
pecially after COVID-19. According to FlexJobs [25], it is a well
accepted work modality by employees as 65% would like to work
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fully remote. It contributes to productivity, as teleworkers are 35%
more productive, and 73% declare working outside their work hours.
Motivation and goal. During work periods, workers (and, of
course, teleworkers) are supposed to take breaks. This leads to
a boundary crossing effect — private activities are carried out dur-
ing working hours [31]. For instance, personal activities like using
household appliances such as hair dryers or coffee machines, or
even engaging in leisure activities like playing video games or
watching TV, can overlap with work tasks during working hours.
The observance of these breaks is of outmost relevance to prevent
burnout and ensure basic conditions for the worker. Indeed, em-
ployee well-being is a basic premise in most modern countries (e.g.,
EU Directive [18]). However, 86% of teleworkers report experienc-
ing burnout, according to ThinkRemote [54].

These boundary crossing effects may also happen the other way
around — work activities being carried out during non-working
periods. This raises issues like work overinvolvement, and it poses
a conflict against the right to disconnection, which is regarded as
a basic principle for mental health. Remarkably, workers report a
number of health problems such as anxiety or stress (e.g., see [2]).

Thus detecting these boundary crossings is relevant so as to as-
sess the quality of working periods (in which interruptions should
exist to a certain extent) and private life (in which boundary cross-
ings should be minimized). To address this matter, many countries
have implemented the role of work inspector as a public author-
ity in charge of supervising work activities. This is the case, for
example, of France [21], Spain [20], Germany [23] and the US [45].

Limits of existing works. Detecting boundary crossings using
fine-grained device data would be straightforward. In the last years,
the Internet of Things (IoT) enables a direct communication with
devices [35]. By instrumenting all devices, it would be possible to
ascertain when they are used and, in the case of computer devices,
even the purpose (e.g., by installing bosswares). However, this may
pose some conflicts with privacy regulations. While some regions
allow this kind of supervision (e.g., US’s Interguard [32]), others
have ruled against it. In fact, the European Union has already im-
posed strict limits in the context of telework [17]. This is due to the
potential threat posed by time series analysis. For example, energy
data could inadvertently reveal information about teleworkers’ ap-
pliance use and environment [15], revealing their daily routines
and behaviors [52]. Indeed, in the post-COVID context, this leads
to power imbalances between employers and employees [56].
Other works have proposed a reduced instrumentation of the
teleworker space. For example, [58] includes three low-cost sensors
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(namely accelerometers and light sensors). However, such a trans-
formation of the teleworker environment could be rejected by the
worker based on the notion of inviolability of the home, which is
present in Constitutions of dozens of countries. Remarkably, the EU
Convention on Human Rights states the right of protecting one’s
home and the avoidance of interferences from public authorities
in this right [44]. This can only be circumvented under extreme
circumstances and only when no other means can be implemented,
which is not the case of the context described so far.

To address this issue, many contributions have been devoted
to non-intrusive activity recognition. Among them, Non-Intrusive
Load Monitoring (NILM) approaches rely on the analysis of ag-
gregated time series (e.g., electric consumption trails of all devices
together) to distinguish individual activities [8, 11, 34, 42]. However,
detecting boundary crossings requires considering the notion of
work and leisure periods. Thus, the same activity (e.g., using the
coffee maker) may be regarded as a boundary crossing (during work
hours) or as a normal task (during leisure time). Moreover, leading
approaches generally depend on supervised machine learning sys-
tems [42], notably Deep Learning algorithms [34, 48]. These require
extensive annotated data from various teleworkers” household en-
vironments, as daily profiles vary with individual practices and
behaviors. Previous works have already shown that performance
(and thus device usage) varies significantly among teleworking
days [4]. Nevertheless, no studies have yet demonstrated the effec-
tiveness of such solutions in the so-variable teleworking context.

Personal activities 4= Work activities
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time, length
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Figure 1: Proposal overview

Approach. To overcome these limitations, this work proposes
TELESAFE, which stands for TELEwork Safety and Activity
Feedback Evaluation, a mechanism to detect work-private bound-
ary crossings by analyzing aggregated, non-annotated time series.

To illustrate its suitability, TELESAFE is applied on electric con-
sumption trails in a teleworker home (see Figure 1), an easily acces-
sible data source for all teleworkers via the smart meter, which has
penetrated 80% of US households and 14 EU countries [3]. Using
other types of time series data, such as network consumption and
accelerometer readings, is straightforwardly feasible with the pro-
posal; however, these approaches need the installation of specific
software or hardware.

Without loss of generality, TELESAFE is devoted to detecting
private activities during work periods, or vice versa. These de-
tected events are then used by the employee for self-monitoring.
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At their own will, the teleworker may share this information with
a trusted party (e.g., work inspector). Therefore, TELESAFE data
remains solely under the control of the teleworker. We also compare
TELESAFE to supervised Al-based techniques, showing its superi-
ority under some settings. This paper represents the first attempt to
formalize the problem and reflect real-world teleworking scenarios,
paving the way for future research.

Technical contributions. Specifically, this paper makes the fol-
lowing contributions:

e We formalize the issue of detecting boundary crossings of
work/private activities using a time-series of numeric data re-
lated to the user;

We propose TELESAFE, an unsupervised pattern-aware ap-
proach to identify work/private patterns in such time-series;
We evaluate our proposal using real-world datasets to show
the effectiveness and scalability of TELESAFE, including its
operation on devices with limited computing resources;

We release our experimental framework code to foster further
research.

Scope and Limitations. This work focuses on identifying work-
private boundary crossings from aggregated, non-intrusive time
series data. While our approach is general, we focus on an ap-
plication using energy consumption patterns collected via smart
meters in the context of telework. Unlike traditional methods, our
approach avoids intrusive monitoring, does not rely on labeled
datasets, and minimizes infrastructure requirements, making it suit-
able for real-world teleworking scenarios. Nevertheless, our method
is inherently limited to detecting patterns that are observable in
the available data and may not capture activities unrelated to mea-
surable signals (e.g., non-electronic tasks), or distinguish work and
private patterns with very similar traces.

Relevance to the database community. The work presented in
this article allows extracting new knowledge (work/private activi-
ties) by analyzing a time series using data mining techniques related
to Matrix Profile (MP) through an unsupervised approach, without
the need for manual tagging. We evaluate both the quality of our
algorithms and their experimental efficiency and scalability via a
real world inspired use case of teleworkers’ electric consumption
time series. Our results show that this approach provides a practical
solution to this problem.

2 PROBLEM ANALYSIS

The teleworking environment stands apart from both the house-
hold and the conventional workplace, necessitating a specialized
approach to problem analysis. We first introduce the use case in
Section 2.1. The required definitions are introduced in Section 2.2.
Finally, the objective and the underlying constraints are stated in
Section 2.3. Table 1 summarizes the main notations.

2.1 Use Case: Telework Self-Inspection

In most countries, a legal framework establishes the boundaries of
the employer-employee relationship, outlining the rights and obli-
gations of both parties. Alongside these regulations, governments
appoint authorities, often referred to as work inspectors, tasked
with ensuring compliance with these principles. Work inspectors



Table 1: Notations

Symbol Definition
Su Teleworker profile: time series of a user u
(t,s) (timestamp, value) pair of a time series
w Work period
w Private period
n Length of the time series
t Length of a subsequence
€ Distance threshold
A(S, Q) Distance function between time series S and Q
DP(S;, Q) Distance Profile between time series S; and Q
PWM(S, Q) Private/Work Matrix of e-close
subsequences between S and Q

typically ensure that employees take a sufficient amount of breaks
as defined by the law. For example, lunch breaks are typically desig-
nated as private time because employers are required to provide a
30-minute meal period to nonexempt employees, freeing them from
all duties, as mandated by laws like California’s labor code [1]. In
the same vein, work inspectors also verify that no work activities
are being carried out systematically beyond working hours. In a
traditional workplace, work inspectors may conduct inspections
on the premises of the company. However, in a telework context,
this is legally challenging.

To address this, a self-monitoring system can be provided to
employees, enabling them to monitor their own compliance with
regulatory breaks and respect for the right to disconnect after work.
This system would allow employees to log their work and break
times, receiving feedback and reminders to ensure they adhere to
legal requirements. Moreover, these detected events could also be
voluntarily shared by the teleworker with third parties, such as
work inspectors or doctors monitoring employees’ health.

Ethical and legal considerations. TELESAFE detects boundary
crossings without invasive methods like home instrumentation, re-
ducing concerns about privacy intrusion in private spaces. However,
using energy consumption data to infer private activities raises eth-
ical and legal issues if accessed or misused without explicit consent.
As a self-monitoring tool, TELESAFE empowers teleworkers by
giving them control over their data, allowing them to evaluate their
work-life balance. From a legal perspective, it operates within the
data portability right, under privacy regulations like GDPR Arti-
cle 20. This enables individuals to use their energy consumption
data from smart meters (as a typical use case for Personal Data
Systems [6, 7, 22]), to evaluate breaks, their right to disconnect,
and potential risks of overwork or burnout, promoting a healthier
work-life balance. In telework inspections, labor inspectors tradi-
tionally ensure compliance with labor laws at company premises,
but teleworking complicates this due to home privacy protections.
TELESAFE adresses this challenge by enabling employees to self-
monitor and voluntarily share their data with, e.g., labor inspec-
tors or health professionals, ensuring regulatory compliance while
respecting autonomy. Ethical and legal concerns arise if data is
accessed without explicit consent, risking privacy violations and
surveillance. Privacy-preserving methods like differential privacy
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(b) Boundary crossings during working hours (in red) and non-
working hours (in blue).

Figure 2: Boundary crossings on a teleworker profile.

for time series [41], should be explored to anonymize data, ensuring
ethical and legal compliance across various applications.

2.2 Definitions

In order to address the proposed use case, a number of definitions
are required. Firstly, we define work and private periods in the
teleworking context in Def. 1. Depending on the context, these
periods may be determined dynamically by when an employee logs
into their employer’s portal, or they may be fixed based on the
employment contract or an employee’s statement.

Definition 1 (Work (resp. Private) Periods). The work (resp. pri-
vate) periods w (resp. w) of a teleworker, are defined as the time
intervals within the teleworker’s schedule that are designated for
work activities (resp. personal activities).

(ExampPLE) Work and private periods:

For a typical working day, we may have a work period w
[09h;12h] U [14h; 17h] and a private period w = [00h; 9h] U
[12h; 14h] U [17h; 24h], as shown in Figure 2a.

We consider the time series (i.e., collection of values obtained
from sequential measurements over time [26]) of the electricity
consumption curve for that given day of teleworker u. Each data
point s; represents the aggregated energy consumption value of
all active devices at that moment. We call teleworker profile, the
corresponding time series noted Sy, = Uje (1,1} (i, $i)-

(ExampLE) Teleworker profile:

Figure 2a shows the example of the power consumption on a
given day of teleworker u.



The specificity of teleworking from home lies in the overlap
between professional and personal activities. This overlap typi-
cally constitutes what we term a private-work boundary crossing
problem, which can be defined as follows:

Definition 2 (Boundary Crossing Problem). S, exhibits a bound-
ary crossing problem if there exists a subsequence S during a work
period w that is due to personal activity; or if there exists a subse-
quence S during a private period w that is due to work activity.

Our goal in this paper is to detect and resolve the boundary
crossings problems in the teleworker profile.

(ExAMPLE) Resolution of the boundary crossings problems:

As shown in Figure 2b, a subsequence due to private activity
occurs during the designated work period w at around 10k and
another around 16k, e.g., when the teleworker turns the televi-
sion on (as part of a personal activity) before finishing work.

2.3 Problem, Assumptions, and Constraints

Problem formulation. Given a teleworker profile consisting of a
time series S, of measures corresponding to work and private ac-
tivities, and a work period w (the other periods are private periods
annotated as w), our goal is to resolve boundary crossings prob-
lems, detect activities and classify them as WORK or PRIVATE:
(1) any time window w’ C w where private activities occur and
influence work periods patterns; and (2) any time window w’ C W
where work activities occur and influence values in private periods
patterns. Note that we are not interested in recognizing the type of
activity associated with these patterns, which is different from the
state-of-the-art NILM approaches (see Section 3).

The ultimate goal is to ensure that telework complies with the
legal work framework. This implies that working hours count on a
minimal amount of breaks, as well as leisure time does not include
work-related activities.

Assumptions. The identification and classification of subsequences
of time series is grounded on the assumption that personal activities
(resp., work activities) tend to occur more frequently during private
hours (resp., work hours). This provides a general solution without
assuming activity specifics or device details.

Constraints. Considering the use case, our approach must adhere
to several constraints:

e Local: Processing must be conducted locally, as work inspectors
cannot access a teleworker’s home.

Non-intrusive: It must use data produced from electric consump-
tion, without additional device-specific insights.

Unsupervised: It should not rely on labelled data from employees
for identifying boundary crossings.

Lightweight: It must operate on a smart meter or user device
with limited computational capabilities.

Addressing the boundary crossings problem under these con-
straints is challenging. It requires working in isolation on a resource-
limited device, using unannotated time series data without prior
knowledge. As shown in the next section, these constraints invali-
date classic Al-based supervised techniques.
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3 RELATED WORK

There are two areas related to the focus of this work - the bound-
ary crossing problem in telework and activity recognition for time
series. Table 2 summarizes the comparison. As one can see, our
approach is the first to cover the telework context and consider a
solution for the boundary violation problem. By construction, it
does not require prior training, representing a significant advance-
ment over existing research that is predominantly theoretical or
limited in scope regarding telework-specific challenges.

3.1 Boundary crossings in Telework

Although telework has increasingly captured the attention of em-
ployers and employees alike, the study of boundary crossing within
this context remains plagued by a lack of conceptual clarity. As
a result, there is growing evidence to suggest that there is a dark
side to telework, where the lines between work and personal life
become blurred. However, these findings remain scattered and the-
oretical, missing practical implementations and solutions to detect
such crossings.

Much of the existing research uses the term “boundary viola-
tion problem” and emphasize the need of new research to manage
such violations. However, we think that the term “violation” im-
plies a negative connotation suggesting breaches of personal and
professional limits, thus, we consider the term “crossing” to be
more appropriate for capturing the boundary dynamics in telework.
Hunter et al. [31] discuss the conceptual foundations of boundary
violations, pointing out how telework can blur traditional work-life
boundaries. Sivunen et al. [53] studied the links between communi-
cation technologies and boundary violations, illustrating how these
technologies complicate the management of work-home bound-
aries thought constant connectivity. Their study highlights the
dual-edged nature of such technologies, which enhance flexibility
and communication, but also invade personal privacy, due to the
difficulty to separate private and work activities.

Biichler et al. [13] have found that such boundary violations
negatively impact employee’s well-being, leading to greater experi-
ences of stress and burnout. This is confirmed by Lambert et al. [36],
who links these violations directly to mental health challenges such
as increased anxiety and decreased job satisfaction. Nevertheless,
note that these “violations” generally perceived as negative, can
also be considered as positive — opportunities for teleworkers to
take breaks during working hours.

While prior research provides valuable theoretical insights into
boundary management, there is a significant gap in the develop-
ment of practical solutions. Our work seeks to bridge this gap by
introducing a novel approach that not only recognizes the issues,
but also propose a novel model for detecting boundary crossings,
moving beyond theory to practical application.

3.2 Time Series for Activity Recognition

The use of time series for activity recognition has been largely
explored, particularly with the proliferation of human-related sen-
sors. This section presents key contributions in this area, focusing
on signal processing, Al-based and database-oriented approaches.
Below, we position our research relative to these existing methods
to highlight the unique contributions of our approach.



Table 2: Summary of Related Work

tricity time series

Ref. | Year | Approach Telework-based | Training-free | Focus Area Boundary crossing | Limitations
[48] 2020 | Deep Learning with sensor data X X User activities X Limited to wearable sensors
[33] 2020 | Electricity consumption data X v User activities X Sophisticated computation, in-
analysis trusive data analysis
[28] 2023 | Personalized Deep Learning X X Sensor data X Requires sophisticated Al, Su-
pervised approach
[57] 2022 | Privacy preservation for elec- X X User data X Supervised approach

[31] 2019 | Conceptual analysis v X Work-life boundaries v No practical application

[13] 2020 | Empirical research v X Employee well-being v No practical application

[53] 2023 | Conceptual analysis v X Communication tech- v No practical application
nologies and telework

Ours | 2024 | Boundary crossing model v v Time Series in Telework v See Section 6.3

3.2.1 Signal processing approaches and NILM. Research efforts
have explored the use of wearable sensor data for activity recog-
nition, as demonstrated by Qin et al. [48]. Furthermore, the use
of electricity consumption data for activity recognition has also
been explored by Ishizu et al. [33]. However, from the aggregated
consumption data, Non-Intrusive Load Monitoring (NILM) tech-
niques have been proposed to identify individual appliances, also
referred to as energy disaggregation [9]. This leads to a (potentially
undesired) activity recognition [59]. Similarly, even the presence
or absence of the user can be inferred by using appliance electrical
consumption, which is dangerous as it may enable robberies [37].

Despite the potential of NILM, it fails to meet our non-intrusive
and local processing constraints, as it requires sophisticated com-
putations and potentially invasive data analysis.

3.2.2 Al-Based solutions. While NILM techniques are advancing,
a major challenge remains: they typically require training in Ar-
tificial Intelligence-based systems to perform activity recognition.
As such, Ferrari, Li et al. [28, 38] propose to opt for Deep Learn-
ing approaches, but do not align with our need for unsupervised
and computationally light approaches. These approaches typically
depend on extensive, annotated datasets and considerable compu-
tational resources, making them incompatible with our constraints.

3.2.3 Database-oriented solutions (Matrix Profile). Matrix Profile
techniques [39, 40, 43, 60-62] and techniques based on motif simi-
larity search [51] offer an efficient way to analyze patterns in time
series data with minimal computational resources. However, we
demonstrate limitations in accurately identifying boundary cross-
ings under our specified constraints (see Section 6). Existing ap-
proaches based on Matrix Profile lack the ability to distinguish
between types of activities, such as differentiating between work-
related and private activities within a telework context.

In summary, our work presents a new approach to boundary
crossing detection by adapting a matrix profile approach to the
constraints of the telework context. Unlike previous research, which
mainly provides conceptual views, our work proposes a practical
solution. In the following, we explore our methodology further
by evaluating its effectiveness to identify boundary crossings and
comparing its performance against NILM and Al-based solutions.

4 FOUNDATIONS OF TELESAFE

Resolving the boundary crossings problem involves detecting and
classifying subsequences that occur during inappropriate periods

(e.g., private subsequences during work periods and vice versa). In
this section, we introduce methods to detect similar subsequences
(Section 4.1) and then classify them as either WORK or PRIVATE
(Section 4.2), forming the foundations of TELESAFE. For clarity,
we use Figure 3 as a running example to support our explanations.

4.1 Detection of Boundary Crossings

The identification phase requires measuring similarity between
subsequences. We therefore define a distance function A:

Definition 3 (Distance Function). We denote A(S, Q,II) as a dis-
tance function with codomain R*, which computes the distance
between two time series S and Q, where II represents a set of addi-
tional parameters specific to the distance function.

Notation 4 (e—closeness). Let € € R*. If A(S, Q) < € we say that
S and Q are e—close.

(RUNNING EXAMPLE) Distance:

We use the Dynamic Time Warping (DTW) distance [5, 24, 49].
The DTW distance is defined between two subsequences S and
Q of length ¢ (i.e., IT = {£}). This distance measure also allows
for the detection of patterns longer than ¢, thanks to its ability
to recognize out-of-phase patterns.

Next, we introduce the concept of Distance Profile:

Definition 5 (Distance Profile). A Distance Profile DP(S;,S), is a
vector of |S| — £ + 1 distances, between a given subsequence S; of
length £ from index i to i — £ + 1, and all subsequences S; of length
¢ of S starting at index j € [0, [S| - ¢].

(RUNNING ExampLE) Distance profile:

Figure 3(a) shows a time series S and a subsequence S; in red,
between 15h and 15h30, starting at index i = 920 (frequency is 1
minute). Figure 3(b) represents DP(S;, S), where each dimension
of the vector corresponds to an index value of the time series S.
Note that DP(S;, S) reaches a minimal value of 0 at the starting
index of S, since it is the distance between S; and itself. To find
the closest distinct subsequences, we ignore all elements of S;
(marked in gray in the middle figure). Four e-close subsequences
are identified (red points in Figure 3(b)): the closest subsequence
is at index j = 592 with a value DTW (Sg20, S592) = 1.83, the
second closest is at index 260 with a value DTW (So920, S260) =
1.84, etc. To ensure patterns are not counted multiple times,
when the distance between subsequences S; and S; falls below
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a threshold € (i.e., DTW(S;,Sj) < €), the ¢ points immediately
preceding and following S; are disregarded when searching for
other nearest subsequences.

All these values will be stored in a so called “Private/Work Ma-
trix” (denoted as PW M) to select subsequences that are sufficiently
similar to a given one. To achieve this, we introduce € as an up-
per bound on the distances between the similar subsequences. We
define this matrix as follows:

Definition 6 (Private/Work Matrix (PWM)). A Private/Work Ma-
trix PWM(S, Q) of two time series S and Q is a matrix where the
rows are the indices of subsequences of S and the columns are the
indices of subsequences of Q. Each cell PWM(S, Q)[i, j] contains 1
iff A(Si, Q) < € and contains 0 otherwise.

(RUNNING ExaMPLE) PWM (see Figure 3(c)):

Suppose we choose € as indicated by the red horizontal line.
Figure 3(c) shows the matrix of all the subsequences of S that
are e—close to each other. As shown in the figure, there are four
non-zero values for index 920, indicating that these are the only
subsequences at a distance less than € of Sgy¢. All other indices
are set to 0, indicating that they are beyond €. Note that this
matrix is sparse.

Remarkably, PWM can be seen as a form of generalization of
Matrix Profile [61]. However, the matrix profile only keeps the
closest index (i.e., there are no multiple e-close values kept per
subsequence), regardless of its distance (there is no threshold ¢).

4.2 Classification of subsequences

As stated in our assumptions (see Section 2), we classify each sub-
sequence as WORK or PRIVATE based on its similarity to other
events that occur predominantly during either w or w periods.
Since we do not have any additional information beyond w and w,
we classify each subsequence (identified by the index of its first
element i) using an unsupervised approach.

We can therefore formulate our solution to the boundary cross-
ing problem, introduced in Def. 2, using the concepts we have
introduced in this section, as follows:

Proposition 7 (Classification of private (or work) boundary
crossings). Given an index i of a time series S, we say that i is a
private (resp., work) boundary crossing if (1) i is an index belonging
to the work (resp., private) period and (2) S; is classified as PRIVATE
(resp., WORK), using our classification mechanism.

(RUNNING ExAmPLE) Classification of each subsequence:

Leveraging the PWM, the closest subsequences of a given one
are obtained. To determine if a subsequence is a private or work
subsequence, we use a density-based clustering algorithm, DB-
SCAN [27], adapted to binary classification. DBSCAN is capable
of discovering clusters of similar elements in a metric space (in
our case, subsequences). We aim to classify all similar subse-
quences with the same label (WORK or PRIVATE), considering
that a cluster can grow if it has at least one neighbor. The point
at time index 920 has four neighbors, three in w (time values in
green in Figure 3(c)) and one in w. Its neighbors have no other
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Figure 3: Running Example

neighbors than the ones in the cluster. Thus, this event is con-
sidered as PRIVATE as the majority of elements in the cluster
belong to the w period (see the assumption in Section 2.3).

In the next section, we present the algorithms for the notions
introduced herein, leading to the proposed technique for detecting
boundary crossings, referred to as TELESAFE.

5 TELESAFE ALGORITHMS

In this section, we introduce algorithms tailored for detection and
classification of boundary crossings, as analyzed in the previous
section. Following the same structure, Section 5.1 shows the compu-
tation of PW M, and the TELESAFE approach for boundary crossing
classification is presented in Section 5.2.

5.1 Computing PWM

The objective of Algorithms 1 and 2 is to produce a data structure
called the Private/Work Matrix (PWM) of a teleworker profile S,,.
In our use case, Sy, is an electric consumption trail of a user u during
a working day. The parameters of the algorithms, denoted S and Q
for generality (and optimizations detailed in the next section), must
be set to S = Sy, and Q = Sy. The subsequence length ¢ is deter-
mined by the user, given the minimum time duration desired for a
personal/work activity to be considered in the boundary-crossings
detection processes. It is important to note that the activities longer
than ¢ can also be detected.



Building PWM (Algorithm 1). The first phase of the algorithm
computes the nearest neighbors (NN1) for the distance profile be-
tween each subsequence S; of length ¢ in S and the time series
Q (line 5 in Algorithm 1). This operation is a fundamental task
in time series analysis (e.g., all-pairs of similarity search [12] or
matrix profile [61]), and numerous implementations are available.
The dists array thus stores the minimum distance values for each
subsequence S; in S when compared to Q. Next, the threshold € is
initialized based on dists. It is defined! as one standard deviation
below the mean of dists, as € = mean(dists) — std(dists). Note
that while determining a threshold in a general context can be
challenging, this approach is straightforward, and it helps to filter
out patterns that deviate significantly, ensuring that only relevant
boundary-crossing patterns are considered in our specific context.
The algorithm then iteratively computes all the closest neighbors
within the e distance for each subsequence in S or for those specified
in PatternIndexList (lines 7 to 12 in Algorithm 1). This operation
can be executed in parallel by distributing tasks across multiple
processors. Finally, the algorithm returns the matrix PWM, encap-
sulating the relationship between the subsequences of S and Q
based on the defined threshold e.

The internally called function ProcessIndex computes each col-
umn of the PWM, as described in Algorithm 2.

Algorithm 1: Building PWM
Input: Time series S and Q, subsequence length ¢,
PatternIndexList (Optional), e (Optional)

Output: PW Matrix PWM of the time series S and Q
n«|S|,m«|Q| // Lengths of S and Q
PWM « matrix of zeros of size (n — £+ 1) X (m—£+1)
dists <« []
if e =0 then // If € is not given in the parameter
5 dists « [NN1(DistanceProfile(S;, Q)),i € (0;n—¢)]
€ « Mean(dists) — Std(dists)
7 if PatternindexList # () then
foreach i € PatternIndexList do
9 ‘ Call ProcessIndex(S, Q, ¢, €, i, PWM)
else
fori—1ton—{+1do

‘ Call ProcessIndex(S, Q, ¢, €, i, PWM)
return PWM

-

10
11
12

13

ProcessIndex (Algorithm 2). The function ProcessIndex, when
called with an index i, updates the values for PWM]i] (and the
symmetric positions since the distance function is symmetric). The
subsequence S; consists of the ¢ elements beginning at index i (line
1). The distance profile is then computed by measuring the distance
between S; and all subsequences in Q (line 2) using the selected
distance function (e.g., DTW). To prevent self-matching when S;
appears in both inputs S and Q, the ¢ indices around i are excluded
from consideration (line 3). Subsequences where the distance is less
than € are marked as e-close (line 6). To avoid redundant detection
of subsequences from the same pattern, the list of indices to exclude

!Note that the values of € and PatternIndexList may optionally be provided as
parameters when calling the algorithm. This is for optimization purposes.
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Algorithm 2: ProcessIndex

Input: Time series S, Q, subsequence length ¢, €, index i,
matrix PWM

Output: Updated PWM for index i

Si—Slito (i+¢—-1)] // Extract subsequence S;
from S

2 DP; « DistanceProfile(S;, Q)

IgnoreList « [i— % toi+ g] // Indices to ignore to
prevent self-matching

for j«— 1to|Q|-¢+1do

5 if DP;[j] < e & j ¢ IgnoreList then

PWM]i, j] « 1 // Mark as e-close

7 NewlgnoreList « [j — g toj+ g]

-

@

IgnoreList < IgnoreList U NewlgnoreList
return

is continually updated by appending the ¢ points surrounding each
detected subsequence i, ensuring that these subsequences have not
been identified in prior detections (lines 7 and 8).

5.2 TELESAFE Boundary Crossings Detection

The TELESAFE technique described in Algorithm 3 detects and clas-
sifies boundary crossings. This algorithm clusters each subsequence
of the PWM using DBSCAN (hence the name TELESAFEDBSCAN)s
then labels each cluster according to the majority of the time periods
to which the subsequences in the cluster correspond.

TELESAFEpBscaN (Algorithm 3). The process starts by initial-
izing a list L containing all indices of the subsequences in S. The
algorithm iterates as long as L is not empty; at each iteration, a new
cluster Cluster is initialized, and the first element in L is removed
and added to the current cluster. Each cluster is built by exploring
the PWM: for a current subsequence, every other subsequence that
is e-close (i.e., PWM|[Cluster|i], j] = 1) is considered a neighbor
and added to the cluster if not already processed. This step ensures
all subsequences within e distance are added to the same cluster.

Labelling. After constructing the clusters, the algorithm counts
the number of indices in Cluster that are within the work period w
and the private period w. If the majority of the indices fall within w,
the cluster is labelled as WORK and otherwise, as PRIVATE. Note
that we label as PRIVATE if counts are equal. Once we process all
the elements in L and we label all clusters, the algorithm returns
the list of clusters with their label.

Algorithm termination. Note that TELESAFEpgscan is both
deterministic and has proven convergence, because the clustering
mechanism is based on DBSCAN (lines 4-19 and 28) which has
both these properties. Also, each subsequence is processed exactly
once and added to a cluster, ensuring each subsequence is appropri-
ately categorized based on its proximity to others within an e-close
distance and that the list L is empty at the end of the algorithm.
The labelling mechanism makes TELESAFEpgscan determin-
istic as it only depends on periods w and w and the (deterministic)
result of the clustering part. Our main contribution is showing how
PWM can be used with an unsupervised clustering (and tagging)



mechanism (here DBSCAN and majority class choice) to tag each
subsequence as WORK or PRIVATE, in order to detect boundary
crossings. Our general approach could work with different unsu-
pervised classification algorithms, as we show in Section 6, results
using a simplified version of DBSCAN also produce very convincing
results (while being more adapted to resource-constrained devices).

Algorithm 3: TELESAFEpBsScAN
Input :PWM matrix where each cell PWM]i, j] =1
if subsequence S; is e-close to Q;
Output: Clusters of subsequences from S tagged
as WORK or PRIVATE
1 L « List of all subsequence indices in S

2 processed «— 0
3 Clusters « []
4 while L # 0 do
current « L[0]
Remove current from L
if current ¢ processed then
Cluster « (]
Append current to Cluster
10 Add current to processed
i—0
while i < len(Cluster) do
foreach j such that PWM|Cluster]i], j] = 1 do
if j ¢ processed then
Append j to Cluster
Add j to processed
Remove j from L
i—i+1

11
12
13
14
15
16
17
18
count,, < Count of WORK indices in Cluster
countp < Count of PRIVATE indices in Cluster
if count,, > count, then

| label — WORK
else

| label — PRIVATE
Append label to Cluster
Append Cluster to Clusters

19

20

21

22

23

24

25

26

27 return Clusters

Complexity. The overall TELESAFE approach is composed by
computing the PWM containing the indices of the e—close subse-
quences, which is parallelizable with multicore devices, and clus-
tering the subsequences using the PWM structure. The bottleneck
of the performance of the overall algorithm is the first stage - com-
puting PWM. Space complexity does not depend on ¢ and is only
due to storing the whole n X n matrix, resulting a worst case space
complexity of O(n?). As the matrix is sparse, experimental space
complexity is in fact much lower. Worst-case time complexity is
derived from lines 11 and 12 in Algorithm 1 and line 2 in Algorithm
2 : Algorithm 1 calls O(n) times the distance calculation function
which is O(n¢?). Lines 4 to 8 of Algorithm 2 are O(n), thus the over-
all worst case temporal complexity is O(n?¢%). Note that DBSCAN
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(with a classical Python implementation) runs with a worst case
temporal complexity of O(n?) (see [27]).

Lightweight implementation. Given our objective of running on
a low-power local device (e.g., a classical Raspberry Pi is clocked at
1.8GHz with 1 GB RAM), TELESAFEppscan has the disadvantage
of needing to cluster the whole database. In order to reduce RAM
consumption, other classification algorithms can be used, provided
they operate in an unsupervised setting.

A simple approach is to consider a k-NN inspired algorithm,
where each subsequence, identified by its first timestamp, can be
tagged as a WORK (resp., PRIVATE) depending on the fact that
the k closest subsequences (using DistanceProfile) occur during
w (resp., W) or w (resp., w). While respecting the lightweight con-
straint, this type of approach does not provide good quality results
in terms of Fscore (see next section Table 4). These bad results are
due to the fact that k-NN approaches fix the number of closest
neighbors considered (instead of using PWM which dynamically
decides how many, if any, neighbors should be considered).

We thus use instead the TELESAFE — Lite algorithm, which
builds upon the precomputation of PWM, while only consider-
ing the direct neighbors of a subsequence in order to determine
if it is of type PRIVATE or WORK, instead of computing the
whole cluster. The main difference between TELESAFEpBSCAN
and TELESAFE - Lite, is that a subsequence is tagged WORK (resp.,
PRIV ATE) if the majority of its neighbors occur during w (resp., w).
To further optimize PW M computation, time series subsequences
are divided into two categories (work and private) based on the fact
that they occur during w or w, and subsequences without neigh-
bors in the other category are pruned. This pruning is performed
before calculating distances within the same category, improving
performance while preserving utility.

6 EXPERIMENTAL EVALUATION

We now validate the results of TELESAFE using three real datasets
and compare with state-of-the-art representative of Al-based super-
vised approaches. Section 6.1 describes the experimental setup and
methodology. Results are shown in Section 6.2, while discussion,
limitations, and challenges are addressed in Section 6.3.

6.1 Experimental Setup

Datasets. As no public datasets are specifically built for this matter
of telework boundary crossings, we use several energy datasets that
include timestamps and power consumption data, that we combine
to model daily electricity consumption in teleworking scenarios:

e Individual Household Electric Power Consumption (IHEPC) from
UCI [30]: We use this dataset as background data, detailing
power usage in a household over nearly four years at one-
minute intervals, serving as our noise floor.

Orange4Home [19]: This dataset documents teleworking activ-
ities within a smart home. It includes 180 hours of recorded
daily activities, well-labeled, with working periods, across 4
weeks of workdays, providing 20 workdays in total. We use the
energy consumption provided by the office plugs to overlay
telework activities, simulating the work consumption during a
typical work period from 9 AM to 6 PM with daily variations.



Table 3: Private activities: devices and durations

Category Device Length (sec.)
Coffee Maker (CM) {105, 132}
Break appliances Water Boiler (WB) {60, 123}
Microwave Oven (MO) {39, 72}
Cooking Stove (CS) {552, 603}
White goods Dishwasher (DW) {1,685, 3,372}
Laundry Dryer (LD) {1,563, 3,521}
Multimedia Center (MC) {1,253, 2,200}
Brown goods Playstation3 (PS3) {3,621, 8,300}
TV-LCD (TV) {2,327, 4,252}

Tracebase [50]: This dataset provides energy data for various
household devices (e.g., Dishwasher, Laundry Dryer). To ad-
dress boundary crossings, we inject the energy consumption of
certain devices related to private activities into the daily elec-
tricity consumption. We selected devices of different categories
inspired by [16] depending on their average usage duration (see
Table 3), and pick two different patterns of different lengths for
each device for better testing our proposal.

Datasets combination for evaluating boundary crossings. The
process to evaluate boundary crossings involves overlaying these
datasets to simulate the energy consumption of telework days,
denoted as S, as follows:

(1) A specific day is chosen from the IHEPC dataset, and the elec-
tricity consumption for Sy, is initialized on that day, using the
IHEPC dataset as a baseline.

(2) From the Orange4Home dataset, a working day is selected, the
working period w is extracted, and the consumption values are
injected into S, during this working period.

(3) Inthe Tracebase dataset, private appliance patterns are selected
and injected according to detailed scenarios, during w and w.

The Tracebase and Orange4Home datasets are aggregated at
5-second intervals (the smallest common denominator), ensuring a
cohesive and accurate representation of energy consumption dur-
ing telework days. We also upsample the UCI dataset to match this
frequency data by applying repeated samples. For each measure-
ment scenario, we generate a set S = {S, }, where each teleworker
profile (S,) simulates the times series data of a worker for one given
day, created using the process described above. Each set S contains
at least 200 teleworker profiles, and aggregates at least 20 different
days of IHEPC (meeting our specific criteria) and 20 different days
of Orange4Home. Within these profiles, we perform at least 10
random Tracebase injections corresponding to the target scenario.

Algorithms. The goal of the evaluation is to measure and vali-
date the ability of TELESAFE in detecting boundary crossings. We
compare our proposal to regular Al-based supervised algorithms:

TELESAFE: Algorithm proposed in this paper, which builds
upon the computation of PWM and the classification of sub-
sequences as WORK or PRIVATE. Since the algorithms are in-
tended to run on hardware with limited resources, the Lite ver-
sion presented in Section 5.2 is primarily considered. This Lite
version of TELESAFE is also compared to k-NN and DBSCAN-
based versions. The subsequence length ¢ is set to 60, 30, 5
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and 1 minute. Although this parameter is set by the teleworker,
different values are used for the sake of completeness.
Arsenal [42]: Classic Machine Learning algorithm for time se-
ries classification (denoted as ML).

InceptionTime [34]: Deep Learning algorithm for the same task
(denoted as DL).

Arsenal and InceptionTime are utilized by training them on
the same datasets as TELESAFE, and their performance is com-
pared using standard evaluation metrics. For Arsenal, we set the
number of kernels to 100, aligning with the parameters used in a
referenced NILM study [46] and the time limit of 60 minutes. For
InceptionTime, the training is done on 20 epochs, determined to
be sufficient after a process of incremental trial and error. We train
the models with datasets from a single scenario at a time and subse-
quently test them with datasets from the same scenario using 5-fold
cross-validation method. This allows us to reach optimal results for
supervised approaches, which is beneficial for the sake of fairness.

Evaluation platforms. We evaluate TELESAFE on a Laptop HP,
13th Gen Intel(R) Core(TM) i7-1365U, with 30 GB of RAM, although
we impose limits to assess the suitability for resource-constrained
devices. On the other hand, the supervised solutions Arsenal and
InceptionTime are executed on a server, Intel(R) Xeon(R) Gold
6248R CPU 3GHz with 251GB of RAM.

Scenarios. We crafted six scenarios to simulate various behaviors of
teleworkers, ranging from the simplest to more complex situations:

e 1 - Single device injection: Our initial step involves a basic
scenario where we inject a same pattern once into both w and w.
This study aims to assess the impact of work data on disrupting
private device usage patterns (in which case TELESAFE should
classify the pattern as boundary crossings).

I2 - Pattern deformation and length variation: We modify the
pattern lengths from I1 by injecting two patterns of different
lengths for the same device, as listed in Table 3 (right column).
I3 - Multiple device injections without overlap: We increase the
complexity by injecting patterns from two different devices.
This stage replicates I1 with two distinct device patterns, each
injected once in both w and w.

I4 - Overlapping device injections: Similar to I3, but with the
added complexity of overlapping patterns being injected during
(one of) the two periods w or w.

I5 - No injection: To evaluate our model’s robustness, we cre-
ated a scenario where standard detection conditions are not
met. It uses only work data and background noise, excluding
any private activity data. This setup is meant to evaluate the
algorithm’s opt-out condition and its ability to correctly detect
the absence of private activities.

I6 - Multiple occurrences: In this scenario, we increase the pat-
tern frequencies by injecting each pattern several times during
both w and w. Specifically, if a pattern is injected more times
during w than during w, we are evaluating the opt-out condi-
tion of TELESAFE. This injection is particularly important for
analyzing special jobs such as gamers and journalists, where
devices like TVs or gaming consoles as used for work purpose.

These scenarios are representative of a number of teleworker
profiles. For instance, I3 illustrates a teleworker who takes regular



breaks (e.g, a coffee break at 11.00 am), which has been shown to
have positive effects [10, 55]. I5 represents a non-stop worker who
does not take any breaks, whereas I6 depicts a worker who systemat-
ically extends their working hours beyond the period stated in their
contract, reflecting the growing trend of teleworkers exceeding
their working hours [29]. Lastly, 12/14 represents a worker whose
breaks occur at different times each day to manage both private
and work-related issues, which is one of the biggest advantages
perceived by teleworkers [14].

Evaluation metrics. We evaluate TELESAFE’s performance us-
ing F; score (noted simply Fscore) metrics. A prediction is made
for every subsequence of length ¢ contained in the work periods.
We consider that a time series should be tagged as PRIVATE if
it intersects some private activity pattern. Thus, positive ground
truth (for a private boundary violation in w) is composed of all
the ¢-length intervals that intersect with a private activity pattern.
More precisely, for a private pattern present in the time series from
timestamp t; to t;, there will be (j — i) +2 X (£ — 1) positive ground
truth intervals, for which the starting timestamp k is such that
k € Ijj and I;j = [t — (£ = 1),tj + (£ — 1)]. Negative ground truth
consists of all the other subsequences of length ¢ during w. In terms
of boundary crossings, True Positives (resp., False Negatives) are
thus all the subsequences of the work period such that their start-
ing timestamp is in I;; and that are detected as PRIVATE (resp.,
WORK). True Negatives (resp., False Positives) are all the subse-
quences of the work period such that their starting timestamp is
not in J;; and that are detected as WORK (resp., PRIVATE).

6.2 Results

Overview. We propose and analyze experiments showing the fol-
lowing results. Firstly, we compare several boundaries crossing
detection algorithms that we proposed in Section 5.2 (Table 4). We
then compare our unsupervised approach to ML and DL approaches,
showing that results are close (Figure 4), our approach sometimes
even outperforms the supervised approaches (Figures 5). We also
show that TELESAFE — Lite can be executed on a resource con-
strained device within a reasonable time (Figure 6). Finally, we give
some results concerning the efficiency of our algorithm on a more
difficult scenario: detecting boundary crossings with traces from
several people (one teleworker and one non-teleworker) in Table 5.

Comparison of algorithms proposed in Section 5.2. In terms
of boundary-crossing detection efficiency, Table 4 shows com-
parative Fscore performance for various classification algorithms
on the hardest classification task (I6), using a basic k-NN clas-
sifier (simply choosing a fixed number of neighbors and tag-
ging the majority class) as lightweight classifier for TELESAFE.
We see that TELESAFE — Lite, the lightweight slightly modi-
fied version of TELESAFEppscaN produces the same quality re-
sults, far outperforming naive lightweight classification algorithms
(TELESAFE — Lite’s Fscore is always greater than 0.88, where naive
lightweight algorithms range between 0.44 and 0.57) with the rea-
son in Section 5.2. For these experiments, we averaged the evalua-
tion metrics over only 10 runs, as the only goal here was to provide
a first intuition on what algorithm we should use as an unsuper-
vised competitor to the ML and DL approaches. Due to the results
shown in Table 4, we focus in the rest of the experimentation on the
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TELESAFE — Lite version, noted simply TELESAFE, that we will
compare with state-of-the-art ML and DL (supervised) solutions.
We now show the results of the scenarios described in Section
6.1. In each figure, the results of TELESAFE, Arsenal (ML) and
InceptionTime (DL) are shown from the left to the right, and the
average value is marked above each bar. The X-axis represents
the different types of private activities considered, represented by
the injection of several traces of one or more category of device
(see Table 3 for the notations of the devices considered). Individual
values for each device are indicated in the figures. We give the
average values and compare them in the descriptive text below.

Table 4: F-score on 16 varying TELESAFE classification

1-NN | 5- NN | 10— NN | DBSCAN | Lite
g PS3 | 057 0.57 0.54 092 | 095
T TV | 053 0.48 0.45 093 | 091
R cs | o045 0.44 0.44 0.90 | 0.88

Results for I1. Results are presented in Figures 4a-4c-4e. The in-
jected device lengths used are highlighted in bold in Table 3. The
overall average Fgcore of TELESAFE stands at 0.92 which is satisfy-
ing. Comparing with supervised methods, TELESAFE demonstrates
a Fscore that is close: it is on average 3.1% lower than the ML ap-
proach and 5.6% lower than the DL approach. One can note that the
Multimedia Center (MC) device yielded the least favorable results,
due to its usage pattern closely resembling that of a typical screen.
Detecting the private MC activity remains the most difficult task,
regardless of the approach (TELESAFE, ML or DL). Nevertheless,
on the whole TELESAFE provides results that are very close to the
ones produced in a supervised setting, while being unsupervised.

Results for I2. Results are presented in Figures 4b-4d-4f. Again,
TELESAFE is very close to its supervised counterparts: TELESAFE
isonly 5.5% and 8.0% lower in Fscore than the ML and DL approaches
on average. Despite these discrepancies, the overall average Fscore
of the TELESAFE stands at 0.90, which seems satisfactory. The
primary limiting factor remains the Multimedia center, for the
same reasons outlined in I1.

Results for I3. Results are presented in Figure 5a. Again, and
despite the increasing difficulty of the task (there are now two
different types of private activities that are injected), TELESAFE is
only 11% and 13% lower in Fycore than the ML and DL approaches
on average, respectively. The scenario involving the television and
Multimedia Center showed the worst results due to the difficulty
in detecting the Multimedia Center with the same reason as in
I1. In the combined case of CM+MO, the performance shows a
slight decrease versus the separate evaluations of these devices in
I1. Similarly, the results for CS+DW are inferior to those of the
individual assessments in I1 because the durations of device usage
differ. Despite the limitations, the overall average Fscore is 0.84.

Results for I4. As presented in Figure 5b, the effectiveness of
TELESAFE shows a decline of only 5.3% and 6.0% compared to ML
and DL methods for Fs¢oreThis decrease in performance, particu-
larly pronounced in the DW+LD scenario, is due to the overlap-
ping usage patterns blurring the distinct patterns, challenging the
method to identify pattern similarities. Furthermore, the results



from CM+MO increase slightly compared to those in I3. The overall
average Fscore is 0.89, which is deemed satisfactory.
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Figure 4: F-score results for I1 and I2.

Results for I5. Interestingly, in the next two scenarios (Figure 5),
which are more complex, TELESAFE outperforms some supervised
approaches. Results of I5 are presented in Figure 5c. This scenario,
if applied directly, would heavily favor supervised approaches due
to the highly unbalanced classes. The best performing classifier in
this case would be the constant classifier, always outputting “no
boundary crossing”. To avoid this, we mix the I5 time series with
I1 time series during training but evaluate the results on the I5
instances. As TELESAFE does not require training, this has no
effect on its results. The two supervised algorithms show similar
or slightly worse effectiveness than TELESAFE, highlighting its
strength. This shortcoming in supervised approaches may be due
to the limited amount of data in the training set, underscoring
TELESAFE’s advantage in preserving privacy without requiring
training data. TELESAFE achieves Fscore=0.98, which is a 0.5% and
1.0% increase for Fscore for ML and DL.

Results for I6. Results are presented in Figure 5d. We applied the
same strategy as in the I5 scenario to avoid the issue of unbalanced
classes. TELESAFE clearly outperforms the ML and DL algorithms,
as their analysis is confined to each individual window, without
the capability to track and count pattern occurrences in the whole
time series. TELESAFE’s average Fscore is 0.93 completely outper-
forming by 20% to 39% the ML and DL techniques, which again
highlight the advantage of our approach, particularly its robustness
and efficiency in handling complex pattern recognition tasks in the
context of teleworking.
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Figure 5: F-score results for I3, I4, I5 and I6.

Performance and scalability. To address the constraints out-
lined in Section 2.3 (requiring minimal computing resources for
execution on IoT devices like smart meters or Raspberry Pi), we
simulated a real execution environment. Our application ran in a
Docker container configured to mirror the settings of a Raspberry
Pi [47]. Thus, we built an image with an ARM v8 64-bit architecture,
limiting RAM usage to 1GB. Figure 6 illustrates the scalability of
TELESAFEpBscaN (denoted as TELESAFE in the figures for sim-
plicity) and TELESAFE — Lite with respect to the parameters n and
¢.In figures 6a and 6b, we evaluate the runtime (in seconds) and the
RAM (in MB) of the two algorithms on time series of length n = 720
(one day at 2 mins polling) to n = 17280 (at 5 sec polling). ¢ is fixed
at 30, and the most commonly used sampling frequency (at 1 min
polling, thus n = 1440) is indicated by a vertical line. In figures
6c and 6d, n is fixed at 1440, with a maximum meaningful value
¢ = 120. Indeed, the shortest duration of a w or w in our dataset
is 120 min, thus any ¢ > 120 would include more than a whole w
or w period, rendering the approach meaningless. Note that both
algorithms remain well within the 1 GB RAM limit (always under
200 MB as shown in figures 6b and 6d). This figure shows that
TELESAFE scales experimentally in O(nlogn) for RAM usage and
O(n%tlog ¢) for time. TELESAFE — Lite scales in O(n) for RAM
usage and O(n?) for time, with a better constant compared to the
non-optimized TELESAFE, while using very limited computing
resources. TELESAFE — Lite does not depend on ¢ for runtime, and
neither TELESAFE nor TELESAFE — Lite depend on ¢ for RAM us-
age (approx 90 MB for TELESAFE and 60 MB for TELESAFE — Lite
with a fixed n = 1440).

With more computing resources (e.g., more cores), the PWM
precomputation can be parallelized, with a theoretical speedup
factor of up to the minimum value of n and the number of cores.
Experimental results show that for a time series with 1440 points,
the PWM computation achieves speedups of 1.66, 1.79, and 3.69
when using 2, 4, and 8 cores, respectively. One can compute the
distances on the fly during the clustering phase, which will save
memory by not storing the PW M. However, as showed in Figure 6,
the memory consumption of the algorithm is low (several hundred
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Figure 6: RAM and runtime of TELESAFE — Lite v.s. TELESAFE
(avg. 10 runs). The red vertical bars show the maximum real-
istic value for n.

MB), while time consumption is the constraining factor (but only
a few minutes in realistic settings). We thus highlight that the
precomputation is an interesting trade-off of memory in favor of
execution time.

Multiple user context. We also consider the scenario where mul-
tiple people are present in the same home, such as a teleworker
with a non-working person (child, parent, etc.). The test follows the
same experimental framework as experiment I6, but with different
background data (IHEPC data). Results are shown in Table 5, where
the single-user (S-U) values are from Figure 5d, and multi-user (M-
U) values are averaged over 10 runs. To simulate a person doing
personal activities during another’s work, we selected days with
active devices during work periods instead of constant-load devices.
Using 10 random days from the IHEPC dataset (representing the
non-working person activity) combined with one trace from the
Orange4Home dataset, and considering TV use as a private activity
for the teleworker, we achieved an average Fscore of 0.84, with an
interesting absence of false negatives (all private activities were
recognized). False positives arose when the non-working person
more performed the same private activities more frequently dur-
ing private periods, or the same TV pattern appeared during work
periods. This highlights a limitation of TELESAFE, as it can detect
breaks but cannot determine which individual made the break.

Table 5: Boundary crossings detection with multiple users

M-U Fscore | M-U Acc. | S-U Fgcore | S-U Acc.
TV 0.835 0.836 0.91 0.95
PS3 0.964 0.962 0.95 0.98

6.3 Discussion, Limitations and Challenges

We have demonstrated that TELESAFE meets the constraints out-
lined in Section 2.3 while delivering results comparable to those of
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supervised NILM Al-based algorithms. It is lightweight and can run
locally on constrained devices, requiring no external communica-
tion except result sharing. Additionally, it relies solely on data from
smart meters, eliminating the need for home instrumentation, and
does not require training. TELESAFE shows satisfactory effective-
ness (with Fs¢ore > 0.8) in identifying boundary crossings across
all tested scenarios, regardless of the number of devices or varia-
tions in injection lengths. The adaptability of TELESAFE to various
operational contexts provides significant advantages, making it a
versatile tool for teleworking environments.

Limitations and challenges. There are four main limitations of
TELESAFE. Firstly, the similarity between the patterns of work
and non-work devices. This was the case of the Multimedia Center,
whose consumption trail is similar to computing devices. Secondly,
the concurrent use of devices, as seen in 14 with dishwashers and
laundry dryers, becomes a problem when this happens only in
work/private periods. Thirdly, TELESAFE detects private activities,
which are not always equivalent to breaks. When teleworkers op-
erate white goods while working, false positives may arise if these
patterns are more frequent in private periods. Lastly, the absence
of a real annotated consumption dataset in the telework context
limits TELESAFE’s ability to generalize across other environments.

TELESAFE faces a number of open challenges. For instance,
including instantaneous personal activities (e.g., hairdryer, water
fountain) and multiple simultaneous devices is necessary. Further-
more, it should be expanded to other numerical time series data,
such as sounds, bandwidth consumption or accelerometers. Lastly,
dealing with how to identify the user behind each activity is nec-
essary for scenarios with multiple users (e.g., several teleworkers
working on different schedules).

7 CONCLUSION AND FUTURE WORK

Teleworking has surged in the COVID-19 era, providing benefits
like increased flexibility and reduced commuting costs for employ-
ees and employers. However, it also presents challenges in eval-
uating workers’ quality of life, respect for labor laws, and accu-
rate measurements. This paper investigates a key telework issue:
detecting boundary crossings between personal and work activi-
ties. We introduce TELESAFE, a new approach that distinguishes
these activities using electricity consumption data while respecting
four constraints: non-intrusive, unsupervised, local and suitable
for resource-limited devices. Our method utilizes generalized dis-
tance profiles, validated through teleworkers’ energy consumption
data. Compared with two state-of-the-art machine and deep learn-
ing techniques, TELESAFE demonstrates satisfactory performance,
often outperforming supervised approaches in complex scenarios.
As a primer contribution in this direction, a number of limitations
and challenges have already been identified. As such, we hope
TELESAFE will pave the way for future works in this direction,
thus addressing more complex scenarios.
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