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ABSTRACT
This paper articulates our vision for a learning-based untrustworthy
distributed database. We focus on permissioned blockchain systems
as an emerging instance of untrustworthy distributed databases
and argue that as novel smart contracts, modern hardware, and new
cloud platforms arise, future-proof permissioned blockchain sys-
tems need to be designed with full-stack adaptivity in mind. At the
application level, a future-proof system must adaptively learn the
best-performing transaction processing paradigm and quickly adapt
to new hardware and unanticipated workload changes on the fly.
Likewise, the Byzantine consensus layer must dynamically adjust it-
self to the workloads, faulty conditions, and network configuration
while maintaining compatibility with the transaction processing
paradigm. At the infrastructure level, cloud providers must enable
cross-layer adaptation, which identifies performance bottlenecks
and possible attacks, and determines at runtime the degree of re-
source disaggregation that best meets application requirements.
Within this vision of the future, our paper outlines several research
challenges together with some preliminary approaches.
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1 INTRODUCTION
Today’s large-scale distributed data management systems need to
deal with untrustworthy environments where multiple mutually
distrustful entities communicate with each other, and maintain
data on untrusted infrastructure. By relying on Byzantine fault-
tolerant (BFT) protocols, untrustworthy distributed databases, in
particular, permissioned blockchain systems, have enabled a large
class of distributed applications ranging from contact tracing [63],
crowdworking [8], supply chain assurance [9, 79], and federated
learning [64]. In fact, the popularity of these services has moti-
vated cloud providers (e.g., Amazon [1, 2], IBM [3], Oracle [4],
Alibaba [83]) to offer Blockchains-as-a-Service (BaaS) [28]. How-
ever, there are two categories of outstanding challenges for today’s
permissioned blockchain systems:

This work is licensed under the Creative Commons BY-NC-ND 4.0 International
License. Visit https://creativecommons.org/licenses/by-nc-nd/4.0/ to view a copy of
this license. For any use beyond those covered by this license, obtain permission by
emailing info@vldb.org. Copyright is held by the owner/author(s). Publication rights
licensed to the VLDB Endowment.
Proceedings of the VLDB Endowment, Vol. 17, No. 5 ISSN 2150-8097.
doi:10.14778/3641204.3641216

Challenge 1 (Software): No one-size-fits-all transaction man-
agement paradigm. Different applications may exhibit different
workload characteristics, such as read/write ratios, skewness of pop-
ular keys, and compute intensity. A proliferation of permissioned
blockchain systems is proposed to address these workload varia-
tions, e.g., Tendermint [49], Fabric [11], Fabric++ [74], Fabric# [71],
Streamchain [44], ParBlockchain [7], and BIDL [67]. These systems
present different transaction management paradigms, including
the sequence in which ordering, execution, and validation are per-
formed, the number of transactions in a block, stream processing
(with no blocks), and the use of reordering and early aborts.

Moreover, each such paradigm can be further customized with a
broad spectrum of Byzantine fault-tolerant (BFT) protocols, such
as PBFT [20], Q/U [5], FaB [56], Zyzzyva [48], Prime [6], Cheap-
BFT [45], SBFT [40], HotStuff [85], Themis [46], PoE [41], and
Kauri [60]. These BFT protocols also embody different design choices,
including commitment strategy, number of communication phases,
and leader replacement mechanism, etc. [10].

Past studies [22, 34] have shown that different systems are opti-
mal for different workloads and faulty conditions. Unfortunately,
current users have to choose a fixed paradigmwith a predetermined
BFT protocol, potentially resulting in poor performance, as no single
configuration provides dominant performance. Even when the user
has control over the entire blockchain stack, choosing the right
configuration is not easy, given the large search space of paradigms
and BFT protocols. Moreover, the workload may shift as different
parties join or leave the network, and client requests fluctuate with
different patterns throughout the day. Malicious participants might
carry out dynamic multi-vector attacks as well. Of course, one could
imagine building a static mapping from the workload and attack
characteristics to optimal configurations – but this mapping would
(1) be cumbersome to compute, (2) depend on the underlying hard-
ware, (3) still be suboptimal for workloads that shift unexpectedly
over time, and (4) necessitate recomputing the mapping each time
a new paradigm or BFT protocol is proposed.
Challenge 2 (Hardware): No one-size-fits-all resource provi-
sioning. Smart contracts have been traditionally used to perform
memory-intensive operations such as retrieving customer profiles
stored in large databases [30]. However, recent advancements in de-
centralized applications [27, 32, 37, 66, 86] have showcased compute-
intensity in smart contracts, where machine learning algorithms
are integrated on-chain. Cortex Blockchain [27], for instance, offers
a decentralized lending platform that leverages machine learning
algorithms to determine interest rates based on individual credit his-
tories. This transparency fosters trust, prevents discrimination, and
ensures fairness throughout the lending process. Moreover, a smart
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contract can interchangeably be compute- and memory-intensive
at different times and execution stages, exhibiting dynamic and
heterogeneous resource requirements.

Current BaaS offers a convenient way for users to manage their
resources. However, the current rigid BaaS infrastructure poorly
supports such heterogeneous resource demands. First, to ensure
high-throughput services over various workloads, servers are usu-
ally over-provisioned, leading to low utilization of certain or all
types of resources as well as high cost for BaaS users. Second, as
workloads evolve, it is hard to scale up/down resources indepen-
dently and seamlessly, e.g., expanding/shrinking memory resources
independent of CPUs without pausing transactions. These limi-
tations stem from the fact that data center resources have been
traditionally arranged in monolithic servers, which contain fixed
compute, memory, and storage resources for processing jobs. Thus,
deploying smart contracts with diverse resource demands requires
a radical rethinking of existing BaaS infrastructure.

This paper articulates our vision for FAB, an adaptive framework
for untrustworthy distributed databases, which leverages machine
learning techniques to address the above challenges. The focus of
this paper is mainly on permissioned blockchain systems, as it is
the most notable instance of untrustworthy distributed databases.
FAB is designed with full-stack adaptivity in mind. First, FAB not
only needs to adaptively choose the best transaction management
paradigm in order to maximize performance for dynamic work-
loads, but also quickly adapt to new hardware and unanticipated
workload changes on-the-fly. Second, the BFT protocol chosen for
consensus should also automatically adapt to the dynamic work-
loads, ever-changing faulty conditions, and network configuration
while maintaining safety and liveness. Finally, at the infrastructure
level, FAB leverages resource disaggregation [33, 73, 87, 88] when-
ever appropriate in order to adapt to diverse resource demands.
Interestingly, some paradigms and workloads benefit immensely
from a resource-disaggregated setting, while others may backfire –
motivating the need for a cross-layer adaptation strategy.

2 BACKGROUND
Distributed systems rely on fault-tolerant protocols to provide ro-
bustness and high availability. While cloud systems [18, 26, 29] rely
on crash fault-tolerant protocols [17, 51–53, 61], to establish con-
sensus, a Byzantine fault-tolerant (BFT) protocol is a key ingredient
in distributed systems with untrustworthy infrastructures [10]. A
BFT protocol runs on a network consisting of a set of nodes that
may exhibit arbitrary, potentially malicious behavior. BFT protocols
use the State Machine Replication (SMR) algorithm [50, 72] where
the system provides a replicated service whose state is mirrored
across different deterministic replicas. At a high level, the goal of a
BFT SMR protocol is to assign each client request an order in the
global service history and execute it in that order [75].

The performance of a given distributed system component de-
pends on the user’s workload and the underlying hardware. Since
choosing the correct configuration of components for a given work-
load and hardware is non-trivial [10], several works have turned
to machine learning techniques [14, 54, 82]. This turn is parallel to
several other fields [36], such as programming languages [21, 42],
image processing [68], and relational databases [80]. Many of these

Figure 1: FAB framework overview.

approaches follow a simple pattern: collect a training set of fea-
tures/configuration/performance triplets, and train a supervised
MLmodel to predict the performance of a given configuration given
some features. While this approach is powerful, it requires gen-
erating an exhaustive training set, which is both expensive and
must be redone whenever new configurations are invented. Thus,
some recent work has shifted towards using reinforcement learning
(RL) [12, 77] in order to learn a policy while the system is running,
in an online fashion [54, 55, 82, 84]. While these RL techniques
avoid costly training set generation, they must balance the explo-
ration of new configurations (e.g., trying a new configuration with
unknown performance) and the exploitation of prior knowledge
(e.g., picking a configuration that worked well in the past).

3 FAB OVERVIEW
In this section, we first provide a running example that motivates
FAB, and then introduce FAB’s system model. Our running example
below is based on supply chain management, which is a cross-
enterprise application that includes untrustworthy entities.
Varying workloads. First, supply chain management involves
different types of transactions, exhibiting different workload char-
acteristics. For instance, when merchants want to check the tem-
perature of certain containers, they issue inspection transactions
which are more read-heavy. When clients purchase some items or
merchants push shipping notices, they issue inventory transactions
which are more write-heavy. Moreover, since some items are more
popular than others, transactions are skewed based on what keys
they accessed. Past studies [22, 34, 82] have shown that depending
on workload and hardware characteristics, the performance of a
given transaction management paradigm can vary drastically. For
example, as shown in Table 1, under a highly compute-intensive
workload A with high skewness but low write ratio, an Execute-
Order-Validate (XOV) with reordering paradigm [74] provides the
best throughput, outperforming the next best by 15%; whereas
under a contentious workload D with high write ratio, the same
paradigm performs worst with near-zero throughput.
Presence of faults. Second, supply chain systems suffer from
different attacks and malicious behaviors [19, 69, 76]. For example,
in the context of COVID-19 vaccine supply chain, attacks on 44
companies involved in the vaccine distribution in 14 countries
[62] are reported. While the safety and liveness of the system are
guaranteed by the BFT consensus, adversaries such as a competing
manufacturer could still slow down the system significantly if a
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Table 1: Effective throughput (tps) for each paradigm in the
last 20 episodes of each workload and the convergence time
(minutes) of AdaChain [82].

Workload Effective Throughput AdaChain’s Conv. Time
XOV+reorder XOV OXII OX AdaChain

A 1532 1415 968 194 1425 2.48
B 897 866 1545 861 1426 0.62
C 3228 3235 940 98 3153 0.48
D 1 272 1494 1498 1447 0.43

Average 1414 1447 1237 663 1862 1.00
Worst 1 272 940 98 1425 2.48

fixed BFT protocol is used consistently. For instance, Zyzzyva [48]
performs well in normal cases, but even with benign crash faults, it
significantly falls behind pessimistic protocols like PBFT [20]. As
another example, if PBFT’s leader is hijacked to broadcast proposals
slowly, the end-to-end system performs poorly, whereas switching
to a robust protocol like Prime [6] avoids such an issue.
Diverse application resource needs. Last but not least, supply
chain management systems demonstrate diverse resource demands
overtime. For instance, once merchants have ordered some items
from the manufacturer, they might frequently query the predicted
delivery time of their items in order to make business planning
accordingly. Such predictions incur regression tasks on-chain, re-
sulting in a higher demand for computation resources than usual.
This case study of supply chain management suggests adaptivity
is not only required, but also needs to be tackled in a full-stack
manner. Given the exponentially large state space and the intricate
interference between actions, we argue that instead of taking on the
Sisyphean task of manually crafting heuristics, machine learning is
a promising solution to achieve such full-stack adaptivity.
System model. Figure 1 presents an overview of FAB, which com-
prises a fixed set of nodes and a finite number of clients. FAB follows
the Byzantine failure model, where up to 𝑓 nodes and any number
of clients may exhibit arbitrary, potentially malicious behavior. We
assume the Byzantine failure model, as it encompasses the crash
failure model, and the non-trustworthiness of nodes is a widely
accepted assumption in most blockchain environments. Clients
submit requests to nodes and await responses from 𝑓 + 1 nodes.
Each node fulfills multiple roles concurrently: orderer, executor, and
learning agent. The orderer ensures the total ordering of blocks,
while the executor executes transactions, updates the ledger, and
responds to clients with the results. The learning agent gathers data
continuously, trains a machine learning model, and dynamically
instructs the accompanying orderer and executor to replace current
transaction management and consensus protocol with more effec-
tive alternatives. Whenever appropriate, the learning agent also
maps the node to resource pools in a disaggregated infrastructure.
In FAB, a faulty node may act arbitrarily in any of its roles.

4 ADAPTING TRANSACTION MANAGEMENT
PARADIGM

As our first step towards adaptive transaction management para-
digms, we have developedAdaChain [82], a strawman solution capa-
ble of selecting the best-performing paradigm at run-time according
to the workload, in the context of permissioned blockchains. Table 1
shows how AdaChain performs compared to other fixed paradigms
when running four different workloads. For each paradigm, we

measured its average and worst throughput across all workloads.
The worst-case throughput metric is useful for understanding how
robustly a paradigm performs when the setup changes. AdaChain
achieved the highest average throughput and the highest worst-
case throughput, demonstrating preliminary adaptivity. We next
outline AdaChain’s limitations and the specific research agenda
required to fully realize FAB’s vision at the transaction layer.

4.1 Learning Framework
Learning Strategies. AdaChain utilizes a reinforcement learning
(RL) approach to provide significant operational benefits: it learns
from its mistakes and optimizes long-term rewards through its tri-
als, without requiring a separate training data collection process
prior to deployment. This would allow the system to adapt to what-
ever new hardware, unseen workloads, and novel paradigms at
hand. However, inside the RL approach, different problem formula-
tions exist, which also result in different algorithms. For instance,
a contextual multi-armed bandit (CMAB) problem which assumes
episodes are independent of each other can be tackled using Thomp-
son sampling [78]. In contrast, a full RL problem where the current
action affects the future state requires DQN [43, 59], A3C [58], etc.
Interestingly, the independence assumption is closely related to
the design of the paradigm-switching mechanism. For example,
the CMAB problem used by AdaChain requires pending blocks of
each episode to be early aborted, which potentially leads to loss of
liveness on a slow client [39] and censorship in blockchains [57].

Moreover, even for the same problem formulation, different types
of predictive models could be used. For instance, a value based
model takes the state (i.e., workload) concatenated with action (i.e.,
paradigm choice) as input, and outputs the predicted performance.
On the other hand, a policy based model predicts simultaneously
the probability of each action being optimal, requiring minimal or
no featurization of the specific action. Therefore, open questions
remain on how different problem formulations and RL algorithms
behave, especially in the novel context of permissioned blockchains.
Featurization. The ledger (e.g., database log) is naturally decen-
tralized across nodes, and it contains rich information about past
transactions. Thus, unless the workload changes at an extremely
rapid rate, each learning agent can extract features from its most
recent ledger to approximate the incoming workload with mini-
mal overhead. To featurize the system’s state, FAB could perform
traditional feature engineering similar to AdaChain, e.g., derive
the write ratio, skewness of keys, and compute-intensity of the
workloads from on-chain data, and use them as input to the predic-
tive model. Alternatively, FAB could also explore automatic state
extraction: deserialize the ledger to form the conflict graph, where
each edge is annotated with the submission and commit timestamp,
and use graph convolutional networks [47] to extract the state au-
tomatically. Further, if using value-based predictive models that
take both the state and action as the input in order to predict the
performance, FAB needs to featurize the design space of paradigms.
Adversarial machine learning. AdaChain’s usage of machine
learning introduces a new performance attack vector: feature data
might be manipulated to cause the learning agent to always pick
a bad paradigm. To carry out this attack, malicious nodes might
propose adversarial feature values to misguide the honest learning
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agents. There are at least two ways such adversarial features could
negatively impact performance: (1) decision attacks that target the
inference phase, where an adversary reports false observations of
its own features in order to push the global feature in one direction
or another; and (2) poisoning attacks that target the training phase,
where an adversary reports carefully selected feature values and
labels to cause the next trained model to be inaccurate. To address
both challenges, FAB could utilize randomized smoothing [25, 70],
which recently has been demonstrated effective in the ML commu-
nity. Specifically, instead of using a single reward predictor 𝑅, each
learning agent utilizes a set of predictor {𝑅𝑖 }, where the input to
each predictor is the original feature 𝑥 plus a small perturbation
𝛿𝑖 , where 𝛿𝑖 is sampled from certain distribution depending on the
norm our defense belongs to. The final prediction result is then
voted by {𝑅𝑖 }. This way, FAB has provably consistent output even
when feature 𝑥 is manipulated by an adversary within some ranges.
Uncovering new transaction processing paradigms. Another
intriguing research is to figure out whether the learning frame-
work can uncover new effective paradigms that are not previously
explored by human experts. For example, FAB canmix andmatch de-
sign attributes, combining Order-Parallel Execute (i.e., OXII [7]) to-
gether with reordering and early aborts to generate new paradigms.
Specifically, consider three totally ordered transactions and their ac-
cessed keys: 𝑇1 (𝐴), 𝑇2 (𝐴, 𝐵),𝑇3 (𝐵). If no reordering happens, these
transactions need to be executed sequentially even in OXII, whereas
if 𝑇2 is reordered as the first transaction, 𝑇1 and 𝑇3 can be executed
in parallel. Thus, such reordering also requires developing algo-
rithms that prune and minimize the depth of a graph while not
skewing the transaction distribution (i.e., fairness).

4.2 Switching between Paradigms
Finer-grained adaptation. AdaChain’s switching mechanism
works at the granularity of episodes, where each episode is a con-
stant number of blocks. While this approach is able to select the
optimal paradigm among existing ones during an episode, its coarse-
grained operation limits its ability to fully exploit workload char-
acteristics for performance. For example, it only chooses between
enabling/disabling the reordering algorithms used by Fabric++ but
fails to directly learn the final order of each transaction. As an-
other example, it does not allow a certain transaction to go through
the OX pipeline while sending the subsequent one into the XOV
pipeline. In FAB, an interesting direction is to explore adaptation
on a per-transaction basis. At such fine granularity, the featurizer
first needs to be redesigned to encode information about each in-
coming transaction. Second, a policy-based predictive model will
be favored over a value-based one, given the exponentially large
action space. Finally, a special block cut phase could be added to
the adaptation protocol to ensure the learning is consistent for the
same transaction across honest peers. FAB should also study how
to minimize the adaptation overhead at such fine granularity.

5 ADAPTING BFT PROTOCOL
Another aspect of adaptivity is choosing the best-performing BFT
protocol. Previous studies [15, 39] at this layer demonstrate the
potential of adaptive BFT protocols in enhancing systems perfor-
mance under dynamic environments and workloads. Specifically,

Abstract [13, 39] proposed a switching framework for BFT protocols,
where the system can switch protocols in a predefined order when
a certain progress condition is not met, e.g., a client did not receive
enough matching replies. Once the original protocol is aborted by
clients, the next predefined protocol is invoked. Despite ensuring
safety and liveness, such a predefined switching order lacks intel-
ligence and flexibility. This requires careful tuning of switching
heuristics, and achieves even worse performance in many common
scenarios. Based on the same switching mechanism as Abstract,
ADAPT [15] takes one step further, where supervised learning is
utilized to decide the next promising protocol, based on the impact
factors that its Event System (ES) monitors.

Unfortunately, ADAPT still suffers from several major draw-
backs that make it impractical in Byzantine settings. First, it relies
on a single trusted replica to collect data, train the machine learn-
ing model, and then distribute the model to all other replicas. In a
Byzantine environment, such an assumption is not realistic, since
an honest/malicious replica is hard to identify. A malicious replica
could disrupt the training data and training process, resulting in
an inaccurate model and coercing the system to always choose
the protocols with lower performance. It could even “equivocate”
when distributing pre-trained models, resulting in a violation of
liveness. Second, ADAPT requires a cumbersome data collection
process prior to deployment, and assumes training data is complete.
Consequently, ADAPT is unable to adapt to unseen hardware or
workloads. Third, ADAPT is not aware of failures or adversarial
behaviors in the system, and its featurizer (i.e., the Event System)
is marked as future work. Last but not least, ADAPT only cov-
ers a small set of BFT protocols that were proposed more than a
decade ago. Below, we describe our initial solutions as well as future
research agenda in FAB to address the limitations above.

5.1 Learning Framework
Problem formulation. Similar to the transaction management
layer, FAB formulates the selection of the best performing BFT
protocol as a reinforcement learning problem, whose objective
function is maximizing the accumulated reward (i.e., certain user-
defined performance metrics) over time. This brings significant
operational benefits to FAB and is capable of solving trust issues.

Specifically, the state space in the RL problem consists of four cat-
egories of factors: workloads, faults, hardware, and system configu-
ration. Workloads are impacted by clients and the specific content
of their requests, whereas faults can be caused by either network
partition, crashed replicas, dishonest replicas, or even dishonest
clients. Hardware-level factors include network latency and band-
width, as well as machine-level setups like CPU frequency and the
number of cores. System-level configurations include the number
of replicas and their geo-distribution. The interaction of these four
categories of factors constitutes a large state space, which renders
manual crafting of heuristics extremely hard, if not impossible.

The action space includes the choice of candidate protocol, batch
size, as well as the length of the next episode (i.e., the length 𝑘 of
backup instance in Abstract). In FAB, all candidate protocols are
of 𝑛 = 3𝑓 + 1 network size, including PBFT [20], Zyzzyva [48],
RePBFT [31], Prime [6], HotStuff [85], PoE [41], SBFT [40], and
Kauri [60], which embody a wide range of design principles. For
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instance, optimistic protocols (e.g., Zyzzyva, PoE, SBFT, and Kauri)
achieve outstanding performance when the system is fault-free, but
could suffer even under benign crash failures. One can transition
to pessimistic protocols (e.g., PBFT and HotStuff), when an opti-
mistic assumption is violated. On the contrary, robust protocols
(e.g., Prime) perform well even under performance attacks, such
as pre-prepare delay and timeout manipulation, but have limited
performance in normal case operations. Moreover, each of the can-
didate protocols has a distinct communication pattern, resulting in
different message complexity and number of phases.

As an initial design, the consensus layer in FAB still proceeds
episode by episode, where each episode is marked by 𝑘 committed
requests. During episode 𝑛, each replica 𝑖 exchanges their locally
observed state 𝑠𝑖

𝑛+1 in order to obtain an agreed global state 𝑠𝑛+1
for the next episode, and the reward 𝑟𝑛 for the current episode will
be collected as well. Once agreement is reached, the (𝑠𝑛, 𝑎𝑛, 𝑟𝑛)
triplet will be added to RL’s experience buffer for future retraining,
and each replica’s deterministic learning agent (i.e., with the same
random seed) would decide the promising protocol 𝑎𝑛+1 to be in-
voked in the next episode. When episode 𝑛 finishes, the switching
subroutine will be called, and episode 𝑛 + 1 begins. Note that the
learning overhead is masked in FAB, since the learning agent is
invoked during the episode 𝑛 when protocol 𝑎𝑛 keeps processing
requests without being interrupted.
Robust online data collection. When achieving adaptivity at
the protocol layer, it is also imperative to ensure both safety and
liveness. While FAB’s safety is guaranteed by the composability
theorem of Abstract [13] and the safety of each candidate protocol,
its liveness relies on the data collection and consequent decision-
making process. Further, the data collected needs to be robust,
preventing malicious replicas from misguiding honest learning
agents to derive poor decisions consistently. Thus, FAB proposes
the following properties that its data collection mechanism needs to
guarantee: (1) consistency – the state 𝑠𝑛 is identical across all repli-
cas; (2) robustness – the collected data 𝑠𝑛, 𝑟𝑛 are within a reasonable
range from what an honest node reports.

To guarantee consistency, a straightforward solution is to run
two BFT protocols in parallel, i.e., one for ordering actual client
requests, namely 𝑎𝑛 , and the other for data collection, denoted by𝑑𝑐 .
During episode 𝑛, each replica reports its locally observed state and
reward to the leader of 𝑑𝑐 , once a certain number of requests have
been executed in 𝑛. After the leader gathers a quorum certificate 𝑞𝑐
of reports, 𝑑𝑐 guarantees each replica receives the same 𝑞𝑐 using
consensus. Thus, the state 𝑠𝑛 would be identical across all replicas,
once certain deterministic policy 𝑝 is used to obtain 𝑠𝑛 from 𝑞𝑐 .

In a Byzantine network, since at most 𝑓 replicas may refuse to re-
port their local observations, an honest leader of 𝑑𝑐 is guaranteed to
receive reports from no less than 2𝑓 + 1 replicas, whereas a dishon-
est leader will be replaced by 𝑑𝑐 itself. Inside a collected 𝑞𝑐 of size
2𝑓 + 1, since at most 𝑓 arbitrary values could exist due to Byzantine
reporters, the median value of 𝑞𝑐 (i.e., represented by policy 𝑝) can
be easily proved to fall between the minimum and maximum values
reported by honest replicas. Therefore, robustness is guaranteed.
While the above solution is effective in most cases, a malicious
leader of 𝑎𝑛 could still violate robustness by issuing an in-dark
attack. Specifically, in-dark attacks are common in leader-based
protocols where the malicious leader refuses to send proposals to as

many as 𝑓 honest backups. This would prevent those honest repli-
cas from being involved in the consensus 𝑎𝑛 , and thus they would
report zero or meaningless local observations to the leader of 𝑑𝑐 .
The median value of a 𝑞𝑐 of size 2𝑓 +1would no longer be robust, if
𝑓 of them are zero and 𝑓 of them are arbitrary. FAB addresses such
issue as described below: whenever an honest replica detects itself
to be in-dark attacked, it will refuse to report its own features to
the leader of 𝑑𝑐 , where there is a timer for proposing 𝑞𝑐 ; therefore,
if a replica in 𝑑𝑐 commits a 𝑞𝑐 whose size is less than 2𝑓 + 1, it will
complain to 𝑎𝑛 and initiate a view change as suspecting the leader
of 𝑎𝑛 to be faulty, and 𝑎𝑛+1 will remain the same as 𝑎𝑛 . Since view
change routines can guarantee an honest leader to be chosen in no
more than 𝑓 rounds of view changes, FAB can thus ensure that the
problem can be solved within 𝑓 episodes.
Featurizing faults and protocols. Having discussed how to col-
lect data, the next challenge at the protocol layer is to figure out
what data to collect, i.e., featurization of system state. Among the
four categories of factors in the state space, workloads can be fea-
turized similar to the transaction management layer. Hardware and
system configurations are fairly static during the FAB deployment,
and therefore do not need explicit featurization. Thus, the challenge
is about how to featurize faulty behaviors in the system.

To address this challenge, FAB replies on the following insight:
instead of designing a Byzantine fault detector and characterizing
the fault itself, it is more important to identify how the candidate
protocols are affected by the faults. Specifically, FAB captures the
impact of faults using two features: (1) slow path probability; (2)
timer elapsed values. Modern BFT protocols often utilize dual-path
designs, where a fast path is used for handling fault-free conditions,
while an expensive slower path is triggered when fault/attacks
occur. Thus, the slow path probability 𝑟𝑠𝑙𝑜𝑤 can be derived by
measuring the percentages (probability) of requests committed in
the slow path during a certain window. The fast path probability
is then derived using 1 − 𝑟𝑠𝑙𝑜𝑤 . For non-optimistic protocols, e.g.,
PBFT and Prime, all requests are considered to be in the slow path.
Timer elapsed values represent the gap between timers are initiated
and just before they are reset. This feature contains rich information
about timing-based attacks [6, 24, 65], where a malicious leader
deliberately delays requests without triggering view change.

Besides attacks, for value-based RLmodels [43, 59], it is beneficial
to featurize the action space (i.e., candidate BFT protocols). FAB
does so using four dimensions, and each can be represented by
a categorical variable: (1) communication topology – clique (𝑛 to
𝑛), star (𝑛 to 1 to 𝑛), or tree (only between parent and children);
(2) processing strategy – optimistic, pessimistic, or robust; (3) the
number of phases and (4) leader rotation – true or false.

Although FAB adopts the Byzantine failure model to handle
non-trustworthiness, we expect the same learning algorithms and
featurization to be effective for crash fault-tolerant (CFT) protocols
as well, since the dimensions in CFT protocols’ design space could
be seen as a subset of dimensions in BFT protocols’ design space.
For example, similar to optimistic dual-path protocols in the context
of BFT (e.g., Zyzzyva, SBFT), a CFT protocol can reach consensus
in one round optimistically assuming all nodes are non-faulty, and
if the assumption does not hold, it runs consensus in two rounds
by switching to its slow path [23].
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Discovery of novel protocols. Similar to the transaction manage-
ment layer, an interesting direction is to discover new BFT protocols
that fit new environments or meet new application requirements
through the learning framework. This requires fine-grained actions,
not at the level of choosing among different existing BFT protocols,
but rather to take actions to change attributes (i.e., dimensions)
within the protocol design space, e.g., changing a processing strat-
egy or modifying the number of phases required for consensus.
Although automated Byzantine attack generators (e.g., Twins [16])
can be used, open questions remain on how to systematically ensure
and prove the correctness of the newly discovered protocols.

5.2 Switching between BFT Protocols
Optimizing protocol switching. FAB’s switching mechanism
can also be implemented over Abstract [13], where an episode of
FAB is equivalent to a Backup instance in Abstract, utilizing its
established proof system. Specifically, in terms of safety, Abstract’s
idempotency theorem specifies that if individual BFT instances are
correct, irrespectively of each other, then the system composed
through switching is also correct. In terms of liveness, Abstract
guarantees liveness if a request is not aborted by all instances.

Unlike Abstract, each episode in FAB is designed to run on the
same cluster of machines. Thus, its switching mechanism could be
further optimized. First, instead of relying on the client to panic,
each replica can decide whether to switch or not. Once executing 𝑘
requests, each replica multicasts an init history of executed requests
(i.e., checkpoint) to other replicas. Second, an honest replica does
not need to wait for 𝑓 +1matching init history and execute it before
starting the new episode, since the init history is already reflected
in its local service state. Once 𝑘 requests are committed in episode
𝑛 and the BFT protocol for 𝑛 + 1 is derived by the learning agent,
episode 𝑛 + 1 is invoked. In other words, the protocol switching can
be asynchronous inside FAB with low overhead.

6 CROSS-LAYER ADAPTATION
Optimizing blockchain software layers alone without consideration
of the underlying hardware infrastructure will hit a performance
wall. In this section, we discuss how this wall can be surmounted
through cross-layer optimizations.
Identifying performance bottlenecks. One crucial step in sup-
porting cross-layer adaptation is to identify performance bottle-
necks in the end-to-end system, so as to avoid unnecessary con-
figuration switching or resource over-provisioning. For example,
when FAB is under timing attack, the BFT protocol likely becomes
the bottleneck, even when the best-performing protocol is chosen
(e.g., Prime [6]). Under such conditions, adjusting other layers does
not improve the performance, but only incurs additional switch-
ing overhead or waste of resources [81]. On the contrary, under
a fault-free condition, blockchains are usually bottlenecked by an
inefficient transaction processing paradigm or inadequate hardware
resources, which should be adjusted via the learning agent. Adap-
tation should focus on the bottleneck layers until the best action
is chosen. Identifying the bottleneck in FAB at run-time is chal-
lenging since it depends on the system state (e.g., client workloads,
faulty conditions, and hardware) as well as the currently selected
configurations at each layer, and hence shifts over time.

Disaggregation or not? Our prior work FlexChain [81] proposed
a disaggregated BaaS infrastructure for blockchains with an XOV-
style paradigm, demonstrating efficient resource utilization through
independent scaling of different resource types. The elasticity of
disaggregated data center (DDC) infrastructure [38, 73, 88, 89] also
improves end-to-end performance when cloud resources (either
compute, memory or storage) are the bottleneck of BaaS. However,
DDC incurs at least 12.8% overhead in using remote memory. Thus,
when the workload (or another factor in the state space) shifts
and hardware resources are no longer the bottleneck, it is benefi-
cial to use a non-DDC traditional setup. FAB envisions a hybrid
cloud deployment where DDC and non-DDC hardware can co-exist,
and it should seamlessly determine which infrastructure should
be adopted. A promising solution is to first view the blockchain
ledger as multi-channel time series data, and forecast the workload
changes that should lead to a transition in infrastructure.

Unlike paradigm or BFT protocol switching, this infrastructure-
level transition has higher migration costs, e.g., copying remote
memory into main memory. The overhead of switching from DDC
to non-DDC infrastructure can be first modeled according to the
transition protocol, and vice versa. If the overhead of the transition
is less than the overhead of disaggregation, the transition can be
carried out. Next, incremental transition algorithms for switching
between a DDC and non-DDC setup will be designed. Such an
incremental approach is made possible by the abstraction of run-
ning FAB as a collection of virtual peers, i.e., some peers can be
disaggregated while others are not.
BFT compatibility. A BFT protocol can only be used in a subset
of paradigms, depending on the protocol’s underlying assumptions.
For example, the Zyzzyva protocol [48] is incompatible with the
XOV-style paradigm [11, 35, 71, 74] since Zyzzyva requires clients
to actively participate in the protocol in order to detect failures and
change the leader. Thus, FAB needs to identify the permissible BFT
protocol and paradigm pairs based on their design principles. Since
the number of protocols and paradigms is not fixed (i.e., new ones
keep emerging), it is interesting to study whether FAB can learn the
permissible combinations on the fly after some exploration without
human interpretation. Finally, FAB should extend the episode-based
switching mechanism to coordinate simultaneous paradigm and
BFT protocol switching in an end-to-end system.

7 CONCLUSION
This paper outlines our vision for adaptivity in untrustworthy dis-
tributed databases. Being the most notable instance, we mainly
focus on permissioned blockchains and demonstrate that a one-
size-fits-all architecture is not future-proof as novel smart contracts,
modern hardware, and new Byzantine consensus protocols keep
emerging. To address the adaptivity challenge, we lay out a vision
of FAB that advocates machine learning at run-time across all layers
of the untrustworthy distributed databases stack.
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