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ABSTRACT
Crowdsourcing for Human Intelligence Tasks (HIT) has been widely
used to crowdsource human knowledge, such as image annotation
for machine learning. We use a public blockchain to play the role
of traditional centralized HIT systems, such that the blockchain
deals with cryptocurrency payments and acts as a trustworthy
judge to resolve disputes between a worker and a requester in a
decentralized setting, preventing false-reporting and free-riding.
Our approach neither uses expensive cryptographic tools, such
as zero-knowledge proofs, nor sends the worker’s answers to the
blockchain. Compared with prior works, our approach significantly
reduces on-chain cost: it only requires O(1) on-chain storage and
O(log𝑁 ) smart contract computation, where 𝑁 is the question number of a HIT. Additionally, our approach uses known answers or gold
standards to determine the worker’s answer quality. To motivate
the requester to use honest known answers, the requester cannot
learn the worker’s answers if the answer quality does not meet the
requirement. We further provide formal security definitions for our
decentralized HIT and prove security of our construction.
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INTRODUCTION

Human Intelligence Task (HIT), minted in Amazon’s MTurk (AMT)
[4], is adopted widely to crowdsource human knowledge, such as to
build training dataset [19, 52, 55]—ImageNet [31] in particular—for
machine learning. In a HIT, a requester publishes questions and
pays for workers who can answer those questions. However, it
is reasonable to assume that both parties do not trust each other
in the Internet environment. Such that problems of trust arise:
the requester expects to acquire high-quality answers to prevent
false-reporting[58], while the workers want to get paid if the answers meet the preset requirement to prevent free-riding[58]. To
determine the answer quality, mixing questions of gold standards
or known answers [48, 49] with the questions to be answered by
workers is a common mechanism, which can capture most HITs in
AMT[2].
This work is licensed under the Creative Commons BY-NC-ND 4.0 International
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To address the trust problem between the requester and the
worker, one approach is to rely on a trusted third party (e.g., AMT).
However first, they are vulnerable to DDoS [44] attacks that make
the services unavailable. Running the HIT system on a centralized
server or even on a big cloud platform turns out to be vulnerable and
elusive in practice due to outages and misfeasance. For example,
Amazon’s massive cloud-computing operation suffered its third
outage in a month[23]. Second, the centralized server is modeled
as a semi-honest platform, meaning that it is expected to execute
the prescribed protocol but is curious about user privacy. Users’
sensitive information and task solutions are stored in the database
of the HIT system, which has the risk of privacy leakage [27],
remaining a serious concern in special cases of crowdsourcing [16].
Third, it lacks service transparency and the system manager could
potentially manipulate the HIT. The issue of the manager’s silent
misbehavior is likely to occur without effective detection. Let alone
the third-party platforms impose expensive handling charges. For
example, AMT charges up to 45% handling fees on the reward that
a requester pays workers [5].
Public blockchains have features of decentralization, transparency,
immutability, and anonymity. Using the blockchains to build decentralized data-driven systems [34] could promise many advantages,
including the avoidance of centralized trust, the support for service
transparency, the benefits of automatic and streamlined processing, and high service availability. In view of the aforementioned
problems, centralization prevents today’s crowdsourcing systems
from enjoying the benefits offered by the decentralized and open
service paradigm. Therefore, it is practically valuable to explore
whether the blockchains can be properly leveraged to bring a highly
intriguing alternative solution to complement existing centralized
crowdsourcing systems, removing the reliance on centralized trust
and bringing enhanced service flexibility and transparency.
It is challenging to use a public blockchain to play the role of
a centralized crowdsourcing platform. First, the transparency of
public blockchains causes concerns about data privacy and confidentiality. Exposing workers’ answers to the blockchain causes
free-riding behaviors that harm the workers’ interests. Second, current smart contracts [53] of the blockchains can only support very
light computation and the computation complexity of a smart contract is usually strictly bounded. This is due to the fact of verifier’s
dilemma[37]: during the blockchain mining procedure, miners are
required to execute smart contracts to validate their output. If the
contract is computationally intensive, crafty miners may simply
skip such verification, which gives the miners substantial advantage of winning the chance for proposing new blocks. But honest
miners cannot produce a block until finishing the contract execution. Third, the blockchain is known to have limited scalability

since data needs to be replicated across the entire P2P network,
which makes on-chain storage and computation expensive. For
example, storing 1MB of data on Ethereum [12], one of the most
popular public blockchain platforms supporting smart contracts,
costs about 34,632 dollars1 [57]. Especially, a HIT system aims at
crowd-sourcing large-scale data from many workers. Thus storing
the data on the blockchain or using the smart contract to evaluate the data quality is neither scalable nor practical. Therefore,
it is crucially important for the blockchain-based decentralized
crowdsourcing systems to have efficient on-chain cost in terms of
computation and storage.
Many efforts have been made to apply public blockchains to
crowdsourcing [54][24][60]. To prevent false-reporting and freeriding, ZebraLancer [35] makes the requester evaluate the answer
quality locally and use generic zero-knowledge proof tools [30] to
produce a succinct proof of the correctness of quality evaluation,
then uses a smart contract to verify the proof. However, producing
the zk-proof is computationally expensive. To avoid the costly
generic zk-proof tools, Dragoon [36] proposes a special-purpose
scheme to prove the quality of encrypted data. Although Dragoon
prevents free-riding and false-reporting, it is inefficient regarding
on-chain gas2 cost: it uses a public blockchain to collect all workers’
answers.
The above observation and problems motivate us to build a
decentralized HIT system that has both efficient off-chain computation and especially efficient on-chain gas cost. We present a
blockchain-based system, named bHIT, that achieves efficiency in
both on-chain and off-chain worlds. Our proposal does not use
expensive zk-proof tools and significantly reduces on-chain gas
cost. It only requires O(1) on-chain storage and O(log𝑁 ) time complexity of smart contract computation owning to our tailored data
structure, named Additively Homomorphic-based Commitment
Tree (AHCTree). The time complexity will be O(1) if the worker
is honest. Our main idea is that the requester optimistically trusts
that the worker is honest. If eventually the requester finds out the
worker misbehaves, the requester produces a witness to complain
to a smart contract. The smart contract acts as a judge to settle the
dispute. This whole procedure holds the guarantee of preventing
free-riding and false-reporting. We compare bHIT with the prior
works in Table 1.
In addition to the efficiency improvement regarding on-chain
cost, bHIT addresses the problem of dishonest gold standards (DGS)
that refers to the fact that malicious requesters might use a dishonest gold standard for free riding. In more detail, since the requester
discloses the gold standard only after the worker submits answers,
the requester can randomly create a gold standard that could make
the worker’s answers fail to meet the quality requirement even
if the answer quality is sufficiently good in fact, resulting in the
requester learning the answers without needing to pay the worker.
As a defense, bHIT guarantees that the requester cannot learn the

Table 1: Comparison with prior works
DragoonZebraLancer bHIT
AMT
decentralized & trustless
centralized
On-chain storage
O(𝑁 )
O(𝑁 )
O(1)
On-chain computing
O(𝑛)
O(1)
O(log𝑁 )
√
Defense DGS
√
√
√
R’s overhead
√
√
√
√
W’s overhead
√
√
General-purpose
√
√
√
Privacy & Availability
√
√
√
Service transparency
√
√
√
prevent free-riding
⃝
& false-reporting
Fee
gas
gas
gas
≤ 45%
⃝ denotes that the property depends on honesty of AMT.

answers if the answers do not meet the requirement. This motivates
the requester to use a normal gold standard.
Our contributions are summarized below:
• We propose a novel protocol for efficiently carrying out
decentralized HITs by relying on smart contracts of a permissionless blockchain, without using any trusted third
parties. The protocol avoids expensive cryptographic tools
such that having efficient off-chain computation. It also
significantly reduces the on-chain gas cost.
• We propose a commitment scheme named AHCTree, which
can simply commit and efficiently verify the summation of
the values in leaf nodes. AHCTree is an important building
block in our protocol.
• We provide a formal definition of bHIT in the universal
compensability (UC) [14] framework and show that it realizes a decentralized HIT functionality that prevents falsereporting and free-riding.
The rest of the paper is organized as follows. Section 2 describes
problem formulation. Section 3 introduces cryptographic building
blocks. Section 4 presents AHCTree, an overview of bHIT, and the
formal protocol description of bHIT. Section 5 analyzes the security
of our approach. Section 6 reports the experiment results. Section 7
surveys the related works.

2

PROBLEM FORMULATION

In this section, we present the problem formulation in three aspects:
system model, threat model, and problem statement.

2.1

System Model

Our system involves three parties: a requester, multiple workers,
and a permissionless blockchain with smart contract functionality.
HIT Basic Workflow. A requester who needs HIT answers creates
a task and a gold standard. The questions from the gold standard
are mixed randomly in the questions to be answered by the worker.
After the worker answers and submits all the answers, the gold

1 Paid

20,000 gas for an SSTORE operation when the storage value is set to non-zero
from zero, where the value can have 256 bit length.
2 Gas refers to the unit that measures the amount of storage and computational effort
required to execute specific operations on the Ethereum blockchain. Gas fees are
payments made by users to compensate for the computing resources of miners required
to process and validate transactions. Without loss of generatity, we use gas to indicate
on-chain cost.
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standard
ℎ1 ; ℎ𝑜𝑚
1

is revealed to the workers and used to evaluate the quality
of
the
worker’s answers.
If the quality meets the requester’s
ℎ𝐶𝑠
ℎ2 ; ℎ𝑜𝑚2
requirement, the requester pays the worker.
ℎ3 ; ℎ𝑜𝑚3
Quality Evaluation. A HIT consists of a sequence of questions
ℎ4 ; ℎ𝑜𝑚4
denoted by 𝑇 ={𝑞 1, ..., 𝑞 𝑁 }, where 𝑞𝑖 could be a multiple-choice
ℎ7 ; ℎ𝑜𝑚7
question. The gold standard is a set of index-answer pairs, denoted
by 𝑆={(𝑠𝑖𝑑 1, 𝑠 1 ),...,(𝑠𝑖𝑑𝑛 , 𝑠𝑛 )}, where 𝑠𝑖𝑑𝑖 denotes a question index
corresponding to the index in 𝑇 and 𝑠𝑖 denotes a known answer. The
questions of 𝑆 are mixed randomly in the questions to be answered
by the worker, that is, the questions of 𝑆 are randomly sampled
from 𝑇 . The worker does not know the indexes of the gold-standard
questions and cannot distinguish which questions are from the
gold standard and which ones are not. So that a malicious worker
cannot only answer the questions of 𝑆 but randomly answer the
other questions. The size of 𝑇 is 𝑁 , while the size of 𝑆 is 𝑛.
We write 𝑐𝑛𝑡←Quality(𝑆, A), when function Quality on input
the gold standard 𝑆 and a worker’s answers A outputs the count
𝑐𝑛𝑡 of correct answers, where A={(𝑖𝑑 1, 𝑎 1 ), ..., (𝑖𝑑 𝑁 , 𝑎 𝑁 )}, and 𝑎𝑖
is the answer corresponding to the 𝑖-th question in 𝑇 . We say an
answer is correct if a predicate 1/0←𝑃 (𝑠𝑖 , 𝑎𝑖 ) outputs 1. The simplest 𝑃 can be implemented as “𝑖 𝑓 𝑠𝑖 = 𝑎𝑖 𝑟𝑒𝑡𝑢𝑟𝑛 1; 𝑒𝑙𝑠𝑒 𝑟𝑒𝑡𝑢𝑟𝑛 0",
which can be used in a HIT for multiple-choice questions. More
precisely, the function Quality is defined by Quality(𝑆, A) =
Í𝑛
𝑖=1 𝑃 (𝑠𝑖 , A [𝑠𝑖𝑑𝑖 ]), where A [𝑠𝑖𝑑𝑖 ] is an answer of A indexed as
𝑠𝑖𝑑𝑖 .

2.2

Threat Model

In our system, the requester and the worker do not put trust in others. We assume the requester and the worker are rational. They tend
to strategically minimize their efforts but maximize their benefits.
The requester might try to obtain the worker’s answers without paying or attempt to pay less than the promised amount. The worker
may attempt to gain the rewards by submitting arbitrary answers
or even submitting nothing. A worker may use two registered identities to participate in a task and submit the same answers twice.
To address this problem, we can leverage CA to authenticate a
worker’s identity such that the worker who has two identities in a
task can be detected or be denied [35], which is outside the scope
of this paper. We assume that workers do not collude with each
other. We also assume that a worker does not know the indexes of
gold-standard questions in a task before the questions are revealed.
Our system is built on the underlying permissionless blockchain.
In light with the properties of blockchain, we consider the blockchain
peers are potential adversaries with access to the chain. We assume
adversaries are computationally bounded and cannot break standard cryptographic primitives, such as finding hash collisions or
forging digital signatures. The adversaries also cannot gain any
advantage in attacking the consensus protocol and the execution
integrity of the smart contract.

2.3

Problem Statement

With the above system model and threat model, the problem we
study in this paper is, without using costly zk-proof tools, how to design a blockchain-based decentralized system that carries out HITs
with efficient on-chain storage and smart contract computation in
terms of gas cost, preventing free-riding and false-reporting.
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Figure 1: A Merkle (hash) tree.

3

PRELIMINARIES

Cryptographic hash function. A cryptographic hash function H :
{0, 1}∗ →{0, 1}𝑙 , 𝑙 ∈ N maps an arbitrary-length message to a string
of a fixed length 𝑙. It must satisfy two properties: 1) collision resistance. It is computationally hard to find two different messages
𝑚 1 and 𝑚 2 for sufficiently large 𝑙 such that H (𝑚 1 )=H (𝑚 2 ); and 2)
irreversibility. Given a digest ℎ, it is computationally hard to find a
message 𝑚 such that H (𝑚) = ℎ. The hash function here is used for
commitment and encryption schemes as well as Merkle trees. We
assume H is modeled as a programmable and observable global
random oracle [13, 20].
Commitment schemes. A commitment scheme [22] consists of
two polynomial-time algorithms (Commit, Open). We write (𝑐, 𝑜) ←
Commit(𝑚), 𝑚∈{0, 1}∗ , where 𝑐 is a commitment and 𝑜 is an opening value. The algorithm 0/1←Open(𝑐, 𝑜, 𝑚) outputs 1 for the valid
commitment 𝑐. A cryptographically secure commitment scheme
has to satisfy hiding and binding properties. In more detail, for two
different messages 𝑚 1 and 𝑚 2 , their commitments 𝑐 1 and 𝑐 2 , calculated by (𝑐 1, 𝑜 1 )←Commit(𝑚 1 ) and (𝑐 2, 𝑜 2 )←Commit(𝑚 2 ) respectively, are computationally indistinguishable. The binding property
requires that it is computationally hard to find a triple (𝑐, 𝑜 1, 𝑜 2 ),
such that 1←Open(𝑐, 𝑜 1, 𝑚 1 ) and 1←Open(𝑐, 𝑜 2, 𝑚 2 ) with 𝑚 1 ≠𝑚 2 .
Pedersen commitment [42] is a commitment scheme that has
properties of perfectly hiding and computationally binding. Let G be
a cyclic group with 𝑠 = |G| elements, and let ℎ and 𝑔 be two random
generators of G, then a Pedersen commitment is calculated by
𝑐←𝑔𝑚 ℎ𝑟 on input message 𝑚 ∈ {0, ..., 𝑠 − 1} and randomness 𝑟 . The
bHIT uses Pedersen commitments to construct AHCTree because of
the additively homomorphic property. In more detail, if 𝑐 1 and 𝑐 2 are
two commitments to message 𝑚 1 and 𝑚 2 with randomness 𝑟 1 and
𝑟 2 , respectively, we get an equation 𝑐 1 · 𝑐 2 = (𝑔𝑚1 ℎ𝑟 1 ) · (𝑔𝑚2 ℎ𝑟 2 ) =
𝑔𝑚1 +𝑚2 ℎ𝑟 1 +𝑟 2 . Abstractly, an additively homomorphic equation can
be denoted by Hom(𝑚 1 )+Hom(𝑚 2 ) =Hom(𝑚 1 + 𝑚 2 ) and the random
numbers are omitted to simplify our description.
Merkle tree. A Merkle tree [40] is a data structure for data authentication. The Merkle tree 𝑚𝑡𝑟𝑒𝑒 is generated through the ℎ𝑟𝑜𝑜𝑡
←Mtree(𝑥 1, ..., 𝑥𝑛 ) algorithm by iteratively hashing two hash values until only one hash—the root ℎ𝑟𝑜𝑜𝑡 —remains. A Merkle tree can
work as a commitment scheme. Its root serves as a commitment to
the data in the leaf nodes. To open the commitment for the data in
the 𝑖-th leaf node, the 𝜋←Mproof(𝑚𝑡𝑟𝑒𝑒, 𝑖) algorithm produces an
opening statement in logarithmic complexity concerning the data
size. The statement consists of the neighbors on the path from the
leaf node to the root. The 0/1←Mvrfy(𝑖, 𝑥, 𝜋, ℎ𝑟𝑜𝑜𝑡 ) algorithm is
used to verify the opening statement, where 𝑖∈{0, ..., 𝑛−1} is the index of 𝑥. We refer to Dziembowski et al. [20] study for instantiation
of these three algorithms. A Merkle tree is shown in Figure 1. To
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4
append (ℎ𝑖 , ℎ𝑜𝑚𝑖 ) to 𝑐𝑡𝑟𝑒𝑒;
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Figure 2: An AHCTree.

5
6

open a commitment for a leaf node whose value is 8, a proof consisting of {ℎ(3), ℎ 2, ℎ 6 } is returned for verification. The verifier uses
the proof to reconstruct the root, compares it with the committed
root, and only accepts the opening statement if they are equivalent.
Symmetric encryption. A symmetric encryption scheme consists of three probabilistic polynomial-time algorithms that are
𝑠𝑘←Gen(1𝜆 ), 𝑧←Enc𝑠𝑘 (𝑚), and 𝑚←Dec𝑠𝑘 (𝑧), where 𝑠𝑘 is a secret
key, 𝑧 is the ciphertext, and 𝑚 is the plaintext. The symmetric
encryption scheme is required to have computationally indistinguishable encryptions under a chosen-plaintext attack.
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for 𝑖 = 1 to 𝑛 − 1 do
ℎ𝑜𝑚𝑖+𝑛 ← ℎ𝑜𝑚 2𝑖 −1 + ℎ𝑜𝑚 2𝑖 ;
⊲ non-leaf nodes
ℎ𝑖+𝑛 ← H (ℎ 2𝑖 −1 ||ℎ 2𝑖 ||ℎ𝑜𝑚𝑖+𝑛 );
append (ℎ𝑖+𝑛 , ℎ𝑜𝑚𝑖+𝑛 ) to 𝑐𝑡𝑟𝑒𝑒; ℎ ℎ7 =H(ℎ5 ||ℎ6|| ℎ𝑜𝑚7||Hom′(2)) ℎ6
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Output: 𝑐𝑡𝑟𝑒𝑒 with root (ℎ 2𝑛−1
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The AHCTree works as a commitment scheme. The function CTree
in algorithm 1 takes as input a list of (𝑚𝑖 , 𝑣𝑖 ) pairs to build an AHCTree, where 𝑚𝑖 is a string in arbitrary length and 𝑣𝑖 ∈0∪N. The
AHCTree is similar to the form of a Merkle tree: both iteratively calculate the hash by taking as input the hash value of the child nodes.
However, AHCTree also maintains that 1) a homomorphic value
ℎ𝑜𝑚𝑖 (i.e., a Pedersen commitment) for each node, and equation
ℎ𝑜𝑚𝑖 =ℎ𝑜𝑚𝑙𝑐ℎ𝑖𝑙𝑑 +ℎ𝑜𝑚𝑟𝑐ℎ𝑖𝑙𝑑 holds, where ℎ𝑜𝑚𝑙𝑐ℎ𝑖𝑙𝑑 and ℎ𝑜𝑚𝑟𝑐ℎ𝑖𝑙𝑑
are in the immediate left child and right child of the 𝑖-th node,
respectively; and 2) ℎ𝑜𝑚𝑖 is taken as a part of input to calculate
the hash for the 𝑖-th node. For example, we show an AHCTree in
Figure 2. ℎ 5 =H (ℎ 1 ||ℎ 2 ||ℎ𝑜𝑚 5 ), where ℎ𝑜𝑚 5 =Hom(𝑣 1 )+Hom(𝑣 2 ). We
stress that a new randomness 𝑟𝑖 is generated and used to calculate
Hom(𝑣𝑖 ) in order to hide value 𝑣𝑖 in a leaf node from adversaries
before opening the commitment. To simplify our presentation we
omit 𝑟𝑖 and set 𝑛 as an integer power of 2.
An advantage of AHCTree is that it can be used to simply commit
or efficiently verify the summation of all 𝑣 in a (sub)tree with root
ℎ𝑖 . For example, in Figure 2, the prover claims that 𝑆 𝑣 is equal
Í
to the summation of all 𝑣 (i.e., 𝑆 𝑣 ← 4𝑗=1 𝑣 𝑗 ). If the verifier has
confirmed the AHCTree is well constructed, the verifier accepts the
claim if the known root ℎ 7 equals to ℎ 7′ ←H (ℎ 5 ||ℎ 6 ||Hom(𝑆 𝑣 )). A
property of AHCTree is that without needing to know (𝑚𝑖 , 𝑣𝑖 ), the
verifier can validate that the tree is well constructed by checking if
ℎ𝑖 = H (ℎ𝑙𝑐ℎ𝑖𝑙𝑑 ||ℎ𝑟𝑐ℎ𝑖𝑙𝑑 ||ℎ𝑜𝑚𝑖 ) and ℎ𝑜𝑚𝑖 = ℎ𝑜𝑚𝑙𝑐ℎ𝑖𝑙𝑑 + ℎ𝑜𝑚𝑟𝑐ℎ𝑖𝑙𝑑
hold.
As a commitment scheme, the root ℎ𝑟𝑜𝑜𝑡 of AHCTree is the
commitment. To open the commitment, {(𝑚 1, 𝑣 1 ), ..., (𝑚𝑛 , 𝑣𝑛 )} and
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𝑠𝑖𝑑3 , 𝑠3 , 𝑎3 , 0 𝑠𝑖𝑑4 , 𝑠4 , 𝑎4 , 1

𝑠𝑖𝑑2 , 𝑠2 , 𝑎2 , 1
commitment

ℎ𝐶𝑠 , encoding data
verify encoding
ℎ𝐶𝑠

𝑠𝑖𝑑 , 𝑠 , 𝑧
PROPOSED SOLUTION

𝑠𝑖𝑑1 , 𝑠1 , 𝑎1

𝑠𝑖𝑑1 , 𝑠1 , 𝑎1 , 0

gold standard

𝐶𝑆

4

ℎ3
ℎ2 H(𝑠𝑖𝑑3 ||ℎ𝑜𝑚3 ||Hom′(0)) ℎ4
H(𝑠𝑖𝑑2 ||ℎ𝑜𝑚2 ||Hom′(1))WorkerH(𝑠𝑖𝑑4 ||ℎ𝑜𝑚4 ||Hom′

ℎ1
H(m|| ℎ𝑜𝑚1 ||Hom′(0))

ℎ(8)
8

ℎ(9)

ℎ(0)

ℎ(5)

9

0

5

the random values of the Pedersen commitment need to be revealed.
′
The verifier calculates ℎ𝑟𝑜𝑜𝑡
←CTree({(𝑚 1, 𝑣 1 ), ..., (𝑚𝑛 , 𝑣𝑛 )}) and
′
accepts it if ℎ𝑟𝑜𝑜𝑡 = ℎ𝑟𝑜𝑜𝑡 .
From the above construction of AHCTree, it is trivial to get the
following theorem:
Theorem 4.1. If AHCTree is constructed by Pedersen commitment
scheme and collision-resistant hash function, AHCTree is a secure
commitment scheme for all probabilistic polynomial-time adversaries
who can break the scheme with negligible probability.

4.2

ℎ4

ℎ3

ℎ2

Overview of bHIT Protocol

At the core of bHIT, the requester and the worker use a smart
contract, which has the authority over the payment and acts as a
judge, to resolve disputes between the requester and the worker.
The requester optimistically trusts the worker. If eventually, the
requester finds out the worker is dishonest, the requester produces
a proof of mismatch (PoM) to let the smart contract judge it.
We describe the overview of bHIT protocol (Figure 3). Note that
there will be four first-appearing function names but they will be
well-defined in the next section. 1) The requester publishes parameters of a task, deposit, and a commitment of the gold standard to
the smart contract, and puts the questions and auxiliary data—such
as images to be annotated—to a place such as a webpage that is
available for the worker. 2) The worker answers the questions in
the task and sends a commitment of the answers, a commitment
of a secret key, and public parameters of the Pedersen commitment scheme to the smart contract. 3) The requester discloses the
committed gold standard. The worker uses the gold standard to

ℎ(6)
6

ℎ(1)
1

ℎ

ℎ5

ℎ2 ||(Hom 𝑣1

𝒲:

𝑎3

4

<All images to be labeled.
𝑆 is mixed inside>

ℎ7 = H(ℎ5 ||ℎ6 || ℎ𝑜𝑚7)
ℎ6
ℎ5
H(ℎ3 ||ℎ4 || ℎ𝑜𝑚6 )
H(ℎ1 || ℎ2 || ℎ𝑜𝑚5 )
ℎ1
ℎ3
H(𝑠𝑖𝑑1 ||Hom(𝑃(𝑠1 , 𝑎1 ))
ℎ2 H(𝑠𝑖𝑑3 ||Hom(𝑃(𝑠3 , 𝑎3 )))
ℎ4
H(𝑠𝑖𝑑4 ||Hom(𝑃(𝑠4 , 𝑎4 )))
H(𝑠𝑖𝑑2 ||Hom(𝑃(𝑠2 , 𝑎2 )))

ℎ4

))
H(𝑚4 ||Hom(𝑣
H(𝑚2 ||Hom(𝑣
3 ||Hom(𝑣3Options:
2 )) H(𝑚Options:
Options: 4 ))
Options:
1 √2
√1 2
2 𝑚1 , 𝑣√ 2
𝑚2 , 𝑣2 √ 1
𝑚4 , 𝑣4
3 3

…
𝑖𝑑 = 0

𝑖𝑑 = 1

𝑖𝑑 = 29

𝑠𝑖𝑑1 , 𝑠1 , 𝑎1

❖ A worker’s labeled results, format (𝑖𝑑, 𝑙𝑎𝑏𝑒𝑙 𝑎𝑖 ):

ℛ:

𝑠𝑖𝑑3 , 𝑠3 , 𝑎3

𝑠𝑖𝑑4 , 𝑠4 , 𝑎4

Figure 5: Apply an AHCTree to a HIT using a gold standard
and a predicate 𝑃 (𝑠𝑖 , 𝑎𝑖 ) → 0/1.

❖ Call VrfyEncoding(𝐶𝑠 , 𝑆, 𝐶, _, ℎ𝐶𝑠 ). If return true, send ℎ𝐶𝑠 to blockchain.
❖ With 𝒲’s revealed data, verify following items:
all answers ∈ {1,2}

𝑐𝑜𝑢𝑛𝑡=2

{ℎ1′ … , ℎ9′ }

in Figure 6 are well calculated

❖ Generate a witness by GetPoM(∙) if a mismatch exists.

𝑆𝑚𝑎𝑟𝑡 𝑐𝑜𝑛𝑡𝑟𝑎𝑐𝑡:
❖ Send the deposit back to ℛ if 𝒲 misbehaves; else, send the deposit to 𝒲.

Figure 4: A running example of bHIT. There are four goldstandard images with red sid. The worker’s labeled results
are marked with a gray text background.
𝐶𝑆

ℎ7 =H(ℎ5𝐶𝑆||ℎ6 || ℎ𝑜𝑚7 ||Hom′(2))
ℎ6
ℎ5
𝑠𝑖𝑑1 , 𝑠1 , 𝑧1
𝑠𝑖𝑑1 , 𝑠1 , 𝑎H(ℎ
1
H(ℎ3 ||ℎ4 || ℎ𝑜𝑚6 ||Hom′(1))
1 || ℎ2 || ℎ𝑜𝑚5 ||Hom′(1))
ℎ3
𝑠𝑖𝑑2 , 𝑠2 , 𝑎2 ℎ1 𝑧 ←
𝑠𝑖𝑑2 , 𝑠2 , 𝑧2
𝑖
H(m|| ℎ𝑜𝑚1𝐸𝑛𝑐
||Hom′(0))
ℎ2 H(𝑠𝑖𝑑3 ||ℎ𝑜𝑚3 ||Hom′(0)) ℎ4
(𝑎
)
𝑠𝑘
𝑖
𝑠𝑖𝑑 , 𝑠3 , 𝑧3
𝑠𝑖𝑑3 , 𝑠3 , 𝑎3
H(𝑠𝑖𝑑2 ||ℎ𝑜𝑚32 ||Hom′(1))
H(𝑠𝑖𝑑4 ||ℎ𝑜𝑚4 ||Hom′(1))
𝑠𝑖𝑑4 , 𝑠4 , 𝑧4
𝑠𝑖𝑑4 , 𝑠4 , 𝑎4
𝑠𝑖𝑑1 , 𝑠1 , 𝑎1 , 0
𝑠𝑖𝑑2 , 𝑠2 , 𝑎2 , 1 𝑠𝑖𝑑3 , 𝑠3 , 𝑎3 , 0 𝑠𝑖𝑑4 , 𝑠4 , 𝑎4 , 1
ℎ1 ; ℎ𝑜𝑚1

ℎ2 ; ℎ𝑜𝑚2

ℎ𝐶𝑠

ℎ3 ; ℎ𝑜𝑚3

𝑠𝑖𝑑1 , 𝑠1 , 𝑧1
𝑧𝑖 ←
𝐸𝑛𝑐𝑠𝑘 (𝑎𝑖 )

𝑠𝑖𝑑2 , 𝑠2 , 𝑎2

𝒜 = {(0, 1), (1, 1) …, (4, 2) …, (20, 1)…, (29, 2)}

❖ Prepare leaf nodes in Fig. 5, format (𝑠𝑖𝑑𝑖 , 𝑠𝑖 , 𝑎𝑖 ):
{(0, 1, 1), (4, 2, 2), (20, 2, 1), (29, 1, 2)}
❖ Generate 𝐶𝑠 and ℎ𝐶𝑠 (Figure 5, Figure 6); Encrypt 𝒜 to get 𝐶.

𝑎1

𝑎2

ℎ3

ℎ2

Hom(𝑣1))

, 𝑣1

Standard 𝑆> indoors: 1; outdoors: 2
ℎℛ
: <Gold
7 =H(ℎ
5 ||ℎ6 || ℎ𝑜𝑚7 )
6
𝑠𝑖𝑑2 =4
𝑠𝑖𝑑3ℎ
=20
𝑠𝑖𝑑1 =0
𝑠𝑖𝑑4 =29
H(ℎ3 ||ℎ4 ||(Hom 𝑣3 + Hom(𝑣4 )))
+ Hom(𝑣2 )))

ℎ4 ; ℎ𝑜𝑚4

𝑠𝑖𝑑2 , 𝑠2 , 𝑧2

the quality of the answers and encodes the answers by
ℎ7 ; ℎ𝑜𝑚7
𝑠𝑖𝑑4using
, 𝑠4 , 𝑧4 the function Encode(·). To defense against DGS attacks, the
terminates the protocol if the answers do not meet the qualℎ1 ; worker
ℎ𝑜𝑚1
ℎ7
Figure 6: A Merkle tree, whose leaves
are constructed from
ℎ𝐶𝑠
ity 2requirement. 4) The requester
uses function VrfyEncoding(·)
ℎ2 ; ℎ𝑜𝑚
the nodes of the AHCTree
in Figure 5
ℎ6
ℎ5
to verify the worker’s encoding data whether it is well constructed
ℎ3 ; ℎ𝑜𝑚3
ℎ4
ℎ
ℎ
ℎ2
1
3
by using the specified data structure. If the verification passes, the
ℎ4 ; ℎ𝑜𝑚4 https://blog.mturk.com/tutorial-how-to-label-thousands-of-images-using-the-crowd-bea164ccbefc
requester accepts the encoding data by sending a commitment to
ℎ(9)
ℎ(0) and
ℎ(1)
ℎ(7)
ℎ(5)
ℎ(8) an
ℎ(6) tree,
structure byℎ(3)
combining
AHCTree
a Merkle
described
ℎ7 ; ℎ𝑜𝑚7
1
3
0
8
7
6
9
5
the smart contract. 5) Then, the worker reveals the secret key and
in the following
section.
the number of correct answers. 6) The requester cannot know the
answers until now. The requester decrypts the encoding data using
4.3 Encoding and Proof of Mismatch
the revealed secret key, then verifies the answers. As default, the
In this section, we define and instantiate four functions that will
worker can get the payment after revealing the secret key, unless
be used for our formal protocol description in the next section.
the requester can produce a PoM against the worker via function
All functions except VrfyPoM(·) are executed off-chain. We first
GetPoM(·). The requester is required to send the PoM to the smart
describe how to apply an AHCTree to a HIT by using the gold
contract that executes function VrfyPoM(·) to verify the PoM.
standard and the predicate 𝑃, then explain functions Encode(·),
A running example of bHIT is presented in Figure 4 showing
VrfyEncoding(·), GetPoM(·), and VrfyPoM(·).
a typical task [1] that asks a worker to label images with options
To apply an AHCTree to a HIT, the values 𝑚𝑖 and 𝑣𝑖 in a leaf node
“indoors" or “outdoors". There are a total of 30 images to be labeled,
of AHCTree are set to 𝑚𝑖 ←𝑠𝑖𝑑𝑖 and 𝑣𝑖 ←𝑃 (𝑠𝑖 , 𝑎𝑖 ), where (𝑠𝑖𝑑𝑖 , 𝑠𝑖 )
included four gold-standard images. The index-label pairs, i.e. (𝑠𝑖𝑑𝑖 ,
denotes an index-answer pair in 𝑆, and 𝑎𝑖 denotes the worker’s
𝑠𝑖 ), of the gold-standard images are {(0,1), (4,2), (20,2), (29,1)}, which
answer to the question indexed as 𝑠𝑖𝑑𝑖 . We present an example in
are called labeled data of gold-standard images. After labeling all
Figure 5 built upon the example in Figure 2.
images, the labeled data of gold-standard images is revealed to let
the worker prepare the leaf nodes of the AHCTree in Figure 5. Each
4.3.1 Encoding. By using function Encode(·) in algorithm 2, the
leaf node is a tuple (𝑠𝑖𝑑𝑖 , 𝑠𝑖 , 𝑎𝑖 ), where 𝑎𝑖 denotes the worker’s
worker encodes A with the gold standard 𝑆. The encoding result is
labeled result to this gold-standard image. In our example, these
required to hide A from the requester. Thus, the worker encrypts
tuples are {(0,1,1), (4,2,2), (20,2,1), (29,1,2)}, in which the last two
the answer A [𝑠𝑖𝑑𝑖 ] indexed by 𝑠𝑖𝑑𝑖 via a secret key 𝑠𝑘 (lines 2-3).
labeled results of the worker are incorrect, meaning the number of
Then, the worker generates an AHCTree 𝑐𝑡𝑟𝑒𝑒 (lines 5-6). Next,
correct answers to the questions in 𝑆 is 𝑐𝑜𝑢𝑛𝑡=2. Next, according to
the worker uses the collection 𝐶𝑆 to produce a Merkle tree 𝑚𝑡𝑟𝑒𝑒
the process illustrated in Figure 5 and Figure 6, the worker generates
with root ℎ𝐶𝑠 (lines 7-11). Such that ℎ𝐶𝑠 can be a commitment, one
the encoding data and sends it to the requester to proceed further
party can simply generate a membership proof for a leaf node in
with the bHIT protocol by using the functions described in the next
𝑚𝑡𝑟𝑒𝑒. Note that 𝐶𝑆 does not contain internal nodes of 𝑐𝑡𝑟𝑒𝑒. For
section in detail.
example, Figure 5 depicts an AHCTree that is an instance of 𝑐𝑡𝑟𝑒𝑒.
The challenge of the above protocol is to reduce the on-chain gas
The value 𝑎𝑖 in a leaf node in grey color are encrypted with 𝑠𝑘
cost without losing the guarantee of preventing false-reporting and
and the encrypted result is used to be a part of leaf nodes of 𝑚𝑡𝑟𝑒𝑒
free-riding. To overcome the challenge, we construct a tailored data
shown in Figure 6. Other nodes in Figure 5 in addition to ℎ𝑜𝑚𝑖 ,

𝑠𝑖𝑑3evaluate
, 𝑠3 , 𝑧3
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except internal nodes, are also used to construct the leaf nodes of
𝑚𝑡𝑟𝑒𝑒.

𝑅𝑎𝑛𝑔𝑒 is the range of an answer value, 𝑠𝑘 is the secret key that is
used to decrypt the answers, and 𝑐𝑜𝑢𝑛𝑡 is the number of correct
answers claimed by the worker. Currently, the requester can learn
the decrypted answers.

Algorithm 2: Encode(S, A, 𝑠𝑘)
1
2
3
4
5
6
7
8
9
10
11

for 𝑖 = 1 to 𝑛 do
parse 𝑆 [𝑖 − 1] → (𝑠𝑖𝑑𝑖 , 𝑠𝑖 ), A [𝑠𝑖𝑑𝑖 ] → (𝑖𝑑𝑖 , 𝑎𝑖 );
𝑧𝑖 ←Enc𝑠𝑘 (𝑎𝑖 );
Add concatenation 𝑠𝑖𝑑𝑖 ||𝑠𝑖 ||𝑧𝑖 to 𝐶𝑆 ;
𝑚𝑖 ← 𝑠𝑖𝑑𝑖 ; 𝑣𝑖 ← 𝑃 (𝑠𝑖 , 𝑎𝑖 );

Algorithm 4: GetPoM(𝐶𝑆 ,𝑆,𝐶,𝑅𝑎𝑛𝑔𝑒,𝑠𝑘,𝑐𝑜𝑢𝑛𝑡,𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 )
1
2
3

𝑐𝑡𝑟𝑒𝑒, (ℎ𝑟 , ℎ𝑜𝑚𝑟 ) ←CTree({(𝑚 1, 𝑣 1 ), ..., (𝑚𝑛 , 𝑣𝑛 )});
for 𝑖 = 1 to 𝑛 do
parse 𝑐𝑡𝑟𝑒𝑒 [𝑖 − 1] → (ℎ𝑖 , ℎ𝑜𝑚𝑖 );
Add concatenation ℎ𝑖 ||ℎ𝑜𝑚𝑖 to 𝐶𝑆 ;
Add concatenation ℎ𝑟 ||ℎ𝑜𝑚𝑟 to 𝐶𝑆 ;
ℎ𝐶𝑠 ←Mtree(𝐶𝑆 )
Output: 𝐶𝑆 , ℎ𝐶𝑠

4
5
6

7

⊲ ℎ𝐶𝑠 is the root

8
9
10

11

Algorithm 3: VrfyEncoding(𝐶𝑆 , 𝑆, 𝐶, 𝑐𝑜𝑚𝑚𝐶 , ℎ𝐶𝑠 )
1
2
3
4
5
6
7
8
9
10
11
12
13
14

12

Assert Mtree(𝐶𝑆 ) = ℎ𝐶𝑠 and Mtree(𝐶) = 𝑐𝑜𝑚𝑚𝐶 ;
parse 𝑆 → {(𝑠𝑖𝑑 1, 𝑠 1 ), ..., (𝑠𝑖𝑑𝑛 , 𝑠𝑛 )};
for 𝑖 = 1 to 𝑛 do
parse 𝐶𝑆 [𝑖 − 1] → (𝑠𝑖𝑑𝑖′, 𝑠𝑖′, 𝑧𝑖′ );
Assert 𝑠𝑖𝑑𝑖 = 𝑠𝑖𝑑𝑖′ and 𝑠𝑖 = 𝑠𝑖′ ;
𝑧𝑖 ← 𝐶 [𝑠𝑖𝑑𝑖 ]; Assert 𝑧𝑖 = 𝑧𝑖′ ;

13
14
15
16
17

for 𝑖 = 0 to 𝑛 − 1 do
𝑛𝑜𝑑𝑒𝑙𝑒𝑎𝑣𝑒𝑠 [𝑖] ← 𝐶𝑆 [𝑛 + 𝑖];

parse 𝐶𝑆 [𝐶𝑆 .𝑙𝑒𝑛𝑔𝑡ℎ−1]→(ℎ𝑟 ,ℎ𝑜𝑚𝑟 );
⊲AHCTree root
parse 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 → (ℎ𝑙𝑐ℎ𝑖𝑙𝑑 , ℎ𝑟𝑐ℎ𝑖𝑙𝑑 , _);
if 𝐻 (ℎ𝑙𝑐ℎ𝑖𝑙𝑑 ||ℎ𝑟𝑐ℎ𝑖𝑙𝑑 ||Hom(𝑐𝑜𝑢𝑛𝑡)) ≠ ℎ𝑟 then
𝜋𝐶𝑆𝑟 ←Mproof(𝑚𝑡𝑟𝑒𝑒, 𝐶𝑆 .𝑙𝑒𝑛𝑔𝑡ℎ − 1);
Output: 𝜋←(𝑡𝑦𝑝𝑒 2, 𝜋𝐶𝑆𝑟 , ℎ𝑟 , ℎ𝑜𝑚𝑟 )
parse 𝑆 → {(𝑠𝑖𝑑 1, 𝑠 1 ), ..., (𝑠𝑖𝑑𝑛 , 𝑠𝑛 )};
for 𝑖 = 1 to 𝑛 do
parse 𝐶𝑆 [𝑖 − 1] → (𝑠𝑖𝑑𝑖 , 𝑠𝑖 , 𝑧𝑖 );
parse 𝐶𝑆 [𝑖 − 1 + 𝑛] → (ℎ𝑖 , ℎ𝑜𝑚𝑖 );
if 𝐻 (𝑠𝑖𝑑𝑖 ||Hom(𝑃 (𝑠𝑖 , A [𝑠𝑖𝑑𝑖 ])) ≠ ℎ𝑖 then
𝜋𝐶𝑆𝑖 ←Mproof(𝑚𝑡𝑟𝑒𝑒, 𝑖 − 1);
𝜋𝐶𝑆𝑖+𝑛 ←Mproof(𝑚𝑡𝑟𝑒𝑒, 𝑖 − 1 + 𝑛);
Output: {𝑡𝑦𝑝𝑒 3 ,𝜋𝐶𝑆𝑖 , 𝜋𝐶𝑆𝑖+𝑛 , 𝑧𝑖 , 𝑠𝑖𝑑𝑖 , 𝑠𝑖 , ℎ𝑖 , ℎ𝑜𝑚𝑖 }
Output: null

parse 𝑛𝑜𝑑𝑒𝑙𝑒𝑎𝑣𝑒𝑠 → {(ℎ 1, ℎ𝑜𝑚 1 ), ..., (ℎ𝑛 , ℎ𝑜𝑚𝑛 )};
for 𝑖 = 1 to 𝑛 − 1 do
′
ℎ𝑜𝑚𝑖+𝑛
← ℎ𝑜𝑚 2𝑖 −1 + ℎ𝑜𝑚 2𝑖 ;
′
′ );
ℎ𝑖+𝑛 ← H (ℎ 2𝑖 −1 ||ℎ 2𝑖 ||ℎ𝑜𝑚𝑖+𝑛
parse 𝐶𝑠 [𝐶𝑠.𝑙𝑒𝑛𝑔𝑡ℎ − 1] → (ℎ𝑟𝑜𝑜𝑡 , _);
′
Assert ℎ 2𝑛−1
= ℎ𝑟𝑜𝑜𝑡 ;
Output: true

let 𝑚𝑡𝑟𝑒𝑒 be the Merkle tree whose leaves are 𝐶𝑆 ;
let 𝑚𝑡𝑟𝑒𝑒𝐶 be the Merkle tree of Mtree(𝐶);
for 𝑖 = 1 to 𝑁 do
𝑧𝑖 ← 𝐶 [𝑖 − 1]; 𝑎𝑖 ←Dec𝑠𝑘 (𝑧𝑖 );
if 𝑎𝑖 ∉ 𝑅𝑎𝑛𝑔𝑒 then
𝜋𝐶𝑖 ←Mproof(𝑚𝑡𝑟𝑒𝑒𝐶 , 𝑖 − 1);
Output: 𝜋 ← {𝑡𝑦𝑝𝑒 1 , 𝜋𝐶𝑖 , 𝑖 − 1, 𝑧𝑖 }

⊲ 𝑛 is a power of 2

4.3.2 Encoding Verification. The function VrfyEncoding(𝐶𝑆 , 𝑆, 𝐶,
𝑐𝑜𝑚𝑚𝐶 , ℎ𝐶𝑠 ) in algorithm 3 is supposed to be executed by the
requester to verify the encoded result produced in the previous
step, where (𝐶𝑆 , ℎ𝐶𝑠 ) is the output of function Encode(·), 𝐶 denotes
the collection for each encrypted 𝑎𝑖 in A, and 𝑐𝑜𝑚𝑚𝐶 is the root of
the Merkle tree using 𝐶 as the leaf nodes, i.e., 𝑐𝑜𝑚𝑚𝐶 ←Mtree(𝐶).
First, the function verifies whether the Merkle trees, Mtree(𝐶𝑆 ) and
Mtree(𝐶), are well-constructed (line 1). Second, it verifies whether
the leaf nodes of AHCTree consist of the given gold standard 𝑆
and the encrypted answers that the worker has committed (lines
2-6). Third, it verifies whether the AHCTree is well-constructed
(lines 7-14). Note that, currently, the requester does not know the
worker’s answers, not the number of correct answers.
4.3.3 Generating PoM. The function GetPoM(𝐶𝑆 , 𝑆, 𝐶, 𝑅𝑎𝑛𝑔𝑒, 𝑠𝑘,
𝑐𝑜𝑢𝑛𝑡, 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ) in algorithm 4 is supposed to be executed by
the requester to produce PoM if the worker is dishonest, where
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This function verifies three items, shown in Figure 4 in green
color for instance. It first verifies whether the decrypted answer
value 𝑎𝑖 of A is in 𝑅𝑎𝑛𝑔𝑒. If the value is outside the range, a PoM
is generated, which contains a membership proof of Merkle tree
𝑚𝑡𝑟𝑒𝑒𝐶 . As the root of this Merkle tree is a commitment and has
been persisted on the blockchain by the worker, the smart contract
can verify whether the ciphertext 𝑧𝑖 belongs to 𝑚𝑡𝑟𝑒𝑒𝐶 indexed by
𝑖−1 (lines 1-6). The other membership proof of a Merkle tree in
this function has the same purpose. Second, the function verifies
whether 𝑐𝑜𝑢𝑛𝑡 that is revealed by the worker is correct (lines 710). In addition to 𝑠𝑘 and 𝑐𝑜𝑢𝑛𝑡, the worker also reveals auxiliary
data 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 =(ℎ𝑙𝑐ℎ𝑖𝑙𝑑 , ℎ𝑟𝑐ℎ𝑖𝑙𝑑 , 𝑟𝑠𝑢𝑚 ) and (𝑔, ℎ), where ℎ𝑙𝑐ℎ𝑖𝑙𝑑 and
ℎ𝑟𝑐ℎ𝑖𝑙𝑑 denote the hash values of left child and right child of the root
of 𝑐𝑡𝑟𝑒𝑒, respectively; 𝑟𝑠𝑢𝑚 denotes the summation of all random
values of Pedersen commitment of 𝑐𝑡𝑟𝑒𝑒; and (𝑔, ℎ) denotes the
public parameters of the Pedersen commitment scheme. If ℎ𝑜𝑚𝑟
denotes the homomorphic value in the root of 𝑐𝑡𝑟𝑒𝑒, the equation
ℎ𝑜𝑚𝑟 =𝑔𝑐𝑜𝑢𝑛𝑡 ℎ𝑟𝑠𝑢𝑚 should hold. Note that the last element of 𝐶𝑆 is
the root of 𝑐𝑡𝑟𝑒𝑒. Third, (ℎ𝑖 , ℎ𝑜𝑚𝑖 ) in leaf nodes of AHCTree must
be well-calculated (lines 11-17). The PoM outputted by this function
is sent to the smart contract to judge the honesty of the worker.
4.3.4 PoM Verification. In algorithm 5, the function VrfyPoM(𝜋,
𝑎𝑢𝑥), which is triggered by the requester and executed by the smart
contract, is to verify PoM 𝜋 produced in the previous step with
input 𝑎𝑢𝑥 that has been stored on-chain already. This function

Algorithm 5: VrfyPoM(𝜋, 𝑎𝑢𝑥)
1
2
3
4
5
6
7

8
9
10
11
12

13
14
15
16
17
18
19

parse 𝜋 → {𝑡, _};
parse 𝑎𝑢𝑥→(𝑠𝑘, 𝑅𝑎𝑛𝑔𝑒, 𝑐𝑜𝑢𝑛𝑡, ℎ𝑙𝑐ℎ𝑖𝑙𝑑 , ℎ𝑟𝑐ℎ𝑖𝑙𝑑 );
if 𝑡 = 𝑡𝑦𝑝𝑒 1 then
parse 𝜋 → {_, 𝜋𝐶𝑖 , 𝑖, 𝑧𝑖 };
Assert Mvrfy(𝑖, 𝑧𝑖 , 𝜋𝐶𝑖 , 𝑐𝑜𝑚𝑚𝐶 ) ;
𝑎𝑖 ←Dec𝑠𝑘 (𝑧𝑖 );
if 𝑎𝑖 ∉ 𝑅𝑎𝑛𝑔𝑒 then
Output: false; // Worker is dishonest
else if 𝑡 = 𝑡𝑦𝑝𝑒 2 then
parse 𝜋→(_, 𝜋𝐶𝑆𝑟 , ℎ𝑟 , ℎ𝑜𝑚𝑟 );
𝑖 ← 2 ∗ 𝑛;
⊲ the index of the last leaf
Assert Mvrfy(𝑖, ℎ𝑟 ||ℎ𝑜𝑚𝑟 , 𝜋𝐶𝑆𝑟 , ℎ𝐶𝑠 ) ;
if H (ℎ𝑙𝑐ℎ𝑖𝑙𝑑 ||ℎ𝑟𝑐ℎ𝑖𝑙𝑑 ||Hom(𝑐𝑜𝑢𝑛𝑡)) ≠ ℎ𝑟 then
Output: false; // Worker is dishonest
else if 𝑡 = 𝑡𝑦𝑝𝑒 3 then
parse 𝜋→{_ ,𝜋𝐶𝑆𝑖 ,𝜋𝐶𝑆𝑖+𝑛 ,𝑧𝑖 ,𝑠𝑖𝑑𝑖 ,𝑠𝑖 ,ℎ𝑖 ,ℎ𝑜𝑚𝑖 };
Assert Mvrfy(𝑖 − 1, 𝑠𝑖𝑑𝑖 ||𝑠𝑖 ||𝑧𝑖 , 𝜋𝐶𝑆𝑖 , ℎ𝐶𝑠 );
Assert Mvrfy(𝑖 − 1 + 𝑛, ℎ𝑖 ||ℎ𝑜𝑚𝑖 , 𝜋𝐶𝑆𝑖+𝑛 , ℎ𝐶𝑠 );
𝑎𝑖 ←Dec𝑠𝑘 (𝑧𝑖 );
ℎ𝑜𝑚𝑖′ ←Hom(𝑃 (𝑠𝑖 , 𝑎𝑖 )); ℎ𝑖′ ← H (𝑠𝑖𝑑𝑖 ||ℎ𝑜𝑚𝑖′ );
if ℎ𝑖′ ≠ ℎ𝑖 then
Output: false; // Worker is dishonest
Output: true

should first verify the membership proof for some data (e.g., ℎ𝑟 ,
ℎ𝑜𝑚𝑟 , 𝑧𝑖 , 𝑠𝑖𝑑𝑖 , 𝑠𝑖 ), which corresponds to the commitment ℎ𝐶𝑠 or
𝑐𝑜𝑚𝑚𝐶 , in order to ensure the requester honestly produces 𝜋 (lines
5, 11, and 15-16). This function has O(log𝑁 ) time complexity. Only
O(1) size of data is eventually stored in the blockchain.

4.4

Formal Description of bHIT Protocol

We start the formal protocol description with the definition of the
judge smart contract. It models a smart contract that interacts with
the requester R, multiple workers W, a global ledger L [20], and a
global random oracle H . The smart contract is transparent, so the
adversary can get access to its input, computation, and output.
Since multiple workers interact with the judge contract, the 𝑖-th
worker has the following variables stored in the contract: a secret
key 𝑠𝑘𝑖 with its commitment 𝑐𝑜𝑚𝑚𝑠𝑘𝑖 , the commitment 𝑐𝑜𝑚𝑚𝐶𝑖 of
encrypted answers, ℎ𝐶𝑠𝑖 , the blockchain address 𝑝𝑘 W𝑖 , the number
𝑐𝑜𝑢𝑛𝑡𝑖 of correct answers, public parameters (𝑔𝑖 , ℎ𝑖 ) of Pedersen
commitment scheme, and a state 𝑠𝑖 that is initially set to 𝑠𝑖 ←start.
However, to simplify our presentation, we omit the index 𝑖 in the
following description. Unless otherwise stated, those variables are
associated with the worker who is currently triggering the contract.
L,H
Judge contract functionality G𝑗𝑐
Except for the above variables, the smart contract also
stores a commitment 𝑐𝑜𝑚𝑚𝑆 of the gold standard 𝑆, the
maximum worker number 𝐾, already registered worker
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count 𝑘, requester’s address 𝑝𝑘 R , answer range 𝑅𝑎𝑛𝑔𝑒, 𝑁 ,
𝑛, deposit B, and the threshold 𝜃 of answer quality. All
stored values depend on the session identifier 𝑖𝑑𝑠 corresponding to one protocol execution.
Initialize
(Round 1) Upon receiving (𝑝𝑢𝑏𝑙𝑖𝑠ℎ, 𝑖𝑑𝑠 , 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 ,
𝑐𝑜𝑚𝑚𝑆 , 𝐾) from R, send (𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , R, B) to L. If the
response is (𝑓 𝑟𝑜𝑧𝑒𝑛, 𝑖𝑑𝑠 , R, B), store 𝑝𝑘𝑅 , 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃,
𝑐𝑜𝑚𝑚𝑆 and 𝐾, output (published, 𝑖𝑑𝑠 , 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 ,
𝑐𝑜𝑚𝑚𝑆 , 𝐾).
(Round 2) Upon receiving (𝑐𝑜𝑚𝑚𝑖𝑡, 𝑖𝑑𝑠 , 𝑐𝑜𝑚𝑚𝐶 , 𝑐𝑜𝑚𝑚𝑠𝑘 ,
𝑔, ℎ) from W when 𝑠=start, 𝑝𝑘 W ∉W𝑠 and 𝑘<𝐾,
set W𝑠←W𝑠∪𝑝𝑘 W , 𝑘←𝑘+1 and 𝑠←committed, store
𝑝𝑘 W , 𝑐𝑜𝑚𝑚𝐶 , 𝑐𝑜𝑚𝑚𝑠𝑘 , 𝑔 and ℎ, output (committed, 𝑖𝑑𝑠 ,
𝑐𝑜𝑚𝑚𝐶 , 𝑐𝑜𝑚𝑚𝑠𝑘 , 𝑔, ℎ, 𝑘, 𝑝𝑘 W ).
Accept
(Round 3) Upon receiving (𝑎𝑐𝑐𝑒𝑝𝑡, 𝑖𝑑𝑠 , ℎ𝐶𝑠𝑖 , 𝑝𝑘 W𝑖 )
from R when 𝑠𝑖 =committed and 𝑝𝑘 W𝑖 ∈W𝑠, set
𝑆𝑎𝑐𝑐𝑒𝑝𝑡 ←𝑆𝑎𝑐𝑐𝑒𝑝𝑡 ∪(𝑝𝑘 W𝑖 , ℎ𝐶𝑠𝑖 ) and 𝑠𝑖 ←accepted,
store 𝑆𝑎𝑐𝑐𝑒𝑝𝑡 and output (accepted, 𝑖𝑑𝑠 , ℎ𝐶𝑠𝑖 , 𝑝𝑘 W𝑖 ).
Reveal
(Round 4) Upon receiving (𝑟𝑒𝑣𝑒𝑎𝑙, 𝑖𝑑𝑠 , 𝑠𝑘, 𝑜, 𝑐𝑜𝑢𝑛𝑡,
𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ) from W when (𝑝𝑘 W , _)∈𝑆𝑎𝑐𝑐𝑒𝑝𝑡 ,
𝑠=accepted
and
𝑂𝑝𝑒𝑛(𝑐𝑜𝑚𝑚𝑠𝑘 ,𝑜,𝑠𝑘)=1,
set
𝑠←revealed, store (𝑠𝑘, 𝑐𝑜𝑢𝑛𝑡, 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ), output
(revealed, 𝑖𝑑𝑠 , 𝑝𝑘 W , 𝑠𝑘, 𝑐𝑜𝑢𝑛𝑡, 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ).
Payout
(Round 5) Upon receiving (𝑐𝑜𝑚𝑝𝑙𝑎𝑖𝑛, 𝑖𝑑𝑠 , 𝜋, 𝑝𝑘 W𝑖 ) from R
when 𝑠𝑖 =revealed, set 𝑠𝑖 ←finalized. If VrfyPoM(𝜋,
{𝑠𝑘, 𝑅𝑎𝑛𝑔𝑒, 𝑐𝑜𝑢𝑛𝑡, 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 })=𝑓 𝑎𝑙𝑠𝑒, send (𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒,
𝑖𝑑𝑠 , R, B/𝐾) to L, (𝑛𝑜𝑡 𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 ) to W𝑖 and
R; otherwise, send (𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , W𝑖 , B/𝐾) to L,
(𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 ) to W and R.
(Round 6) Upon receiving (𝑓 𝑖𝑛𝑎𝑙𝑖𝑧𝑒, 𝑖𝑑𝑠 ) from W when
𝑠=revealed and 𝑐𝑜𝑢𝑛𝑡 ≥𝜃 , send (𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , W,
B/𝐾) to L, (𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 W ) to W and R, and set
𝑠←finalized.
Upon receiving (𝑓 𝑖𝑛𝑎𝑙𝑖𝑧𝑒, 𝑖𝑑𝑠 ) from R, calculate a count 𝑐𝑠
for all 𝑝𝑘 W𝑖 in W𝑠 on the condition of 𝑠𝑖 =revealed
and 𝑐𝑜𝑢𝑛𝑡𝑖 ≥𝜃 , let B′ be the remained deposit, send
(𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , R, B′ −B/𝐾 ∗ 𝑐𝑠 ) to L.
The process that the smart contract resolves a dispute is explained as follows. In Round 5 of the Payout phase, if the smart
contract receives a proof from the requester who wants to prove
there is a mismatch in a worker’s answers, the contract executes
the function VrfyPoM(·) to verify the proof. If this function outputs
"false", meaning that the worker is dishonest, the contract sets this
worker’s status as finalized such that this worker cannot get the
payment in Round 6; otherwise the contract sends the coins to
the worker. In the case where the contract does not receive any
message during Round 5, the worker can get the payment in Round
6. In another word, if a worker finishes the Reveal phase in Round
4, as default the worker can get the payment in Round 6, unless the
requester can generate a PoM against this worker in Round 5. In the
above Accept phase, the requester may accept qualified workers in
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𝑠𝑖𝑑3 , 𝑠3 , 𝑎3
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batch. It is noteworthy that before the Reveal phase, the requester
can not know the worker’s answers, not know the count of correct
answers, either. At this time, the requester can reject this worker
or even intentionally ignore this worker. However, the requester
loses the chance to know this worker’s answers. We next describe
the protocol definition of honest R and W.

H(𝑠𝑖𝑑2 ||ℎ𝑜𝑚2 ||Hom′(1))
𝑠𝑖𝑑1 , 𝑠1 , 𝑎1 , 0

𝑠𝑖𝑑2 , 𝑠2 , 𝑎2 , 1

H(𝑠𝑖𝑑4 ||ℎ𝑜𝑚4 ||Hom′(1))

𝑠𝑖𝑑3 , 𝑠3 , 𝑎3 , 0 𝑠𝑖𝑑4 , 𝑠4 , 𝑎4 , 1

Figure 7: An extended AHCTree

Honest Requester and Worker Description
Initialize
𝑠𝑖𝑑1 , 𝑠1 , 𝑧1
R: Upon receiving (𝑝𝑢𝑏𝑙𝑖𝑠ℎ, 𝑖𝑑𝑠 , 𝑆, 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 , 𝐾),
𝑠𝑖𝑑2 , 𝑠2 , 𝑧2
R computes a commitment 𝑐𝑜𝑚𝑚𝑆 ←Mtree(𝑆), sends
𝑠𝑖𝑑3 , 𝑠3 , 𝑧3
L,H
𝑖𝑑𝑠 , 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 , 𝑐𝑜𝑚𝑚𝑆 , 𝐾) to G𝑗𝑐
and
𝑠𝑖𝑑4 ,(𝑝𝑢𝑏𝑙𝑖𝑠ℎ,
𝑠4 , 𝑧4
publishes
the questions of the task and auxiliary data
ℎ1 ; ℎ𝑜𝑚
1
ℎ𝐶𝑠
(e.g.,
images to be annotated)
in a place that is available
ℎ2 ; ℎ𝑜𝑚
2
for
the
worker,
e.g.,
a
webpage.
ℎ3 ; ℎ𝑜𝑚3
W:
Upon
receiving (published, 𝑖𝑑𝑠 , 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 ,
ℎ4 ; ℎ𝑜𝑚
4
L,H
𝑐𝑜𝑚𝑚
ℎ7 ; ℎ𝑜𝑚
7
𝑆 , 𝐾) from G 𝑗𝑐 , W answers the questions and
𝐶𝑆

𝑠𝑖𝑑1 , 𝑠1 , 𝑎1
𝑠𝑖𝑑2 , 𝑠2 , 𝑎2
𝑠𝑖𝑑3 , 𝑠3 , 𝑎3

𝑧𝑖 ←
𝐸𝑛𝑐𝑠𝑘 (𝑎𝑖 )

𝑠𝑖𝑑4 , 𝑠4 , 𝑎4

less than 𝜃 , the worker can get B/𝐾 amount of coins, though some
registered workers may abort. This is because parameters B and 𝐾
are pre-set in the smart contract. To motivate the worker to upload
higher-quality answers, we can set ℎa7 more complex reward policy.
Here is another instance.
ℎ6 B/𝐾 ∗ (𝑐𝑛𝑡/𝑛)
ℎ5 If 𝑐𝑛𝑡 ≥ 𝜃 , the worker gets
amount of coins;
otherwise,
the
worker
can
not
get
theℎpayment.
ℎ1
ℎ3
ℎ2
4
B/𝐾 denotesℎ(3)
the payment
that
a
worker
can
get
if
the
answers
are
ℎ(9)
ℎ(0)
ℎ(1)
ℎ(7)
ℎ(5)
ℎ(8)
ℎ(6)
100% correct. 3
1
0
8
7
6
9
5
More complex predicate 𝑃. The aforementioned predicate 0/1 ←
𝑃 (𝑠, 𝑎) can be more complex to generalize our approach to many
other applications, where 𝑠 denotes a gold-standard answer and
𝑎 denotes a worker’s answer, and 𝑠 or 𝑎 could be presented by a
number, a vector or a matrix. Our basic idea is to let 𝑃 calculate
similarity between 𝑠 and 𝑎 and output 1 if the similarity is greater
than a threshold, 0 otherwise. For example, bounding boxes are one
of the most popular image annotation techniques in deep learning.
It requires data annotators to draw rectangles over images, outlining
the object of interest. To calculate the worker’s annotation quality,
𝑃 calculates the similarity indicated by a ratio of the intersection
to the union of the two bounding boxes, one of which is a known
answer of the gold standard. It outputs 1 if the ratio is greater than a
preset threshold; otherwise, it outputs 0. Another example is about
tasks of image segmentation, which has the similar way to codify
predicate 𝑃 (𝑠, 𝑎) and calculate similarity between 𝑠 and 𝑎, but 𝑠
denotes a gold-standard segmented image and 𝑎 denotes a worker’s
segmented image in a specified format.
In bHIT, regardless of the size of 𝑛 and 𝑁 , 𝑃 is executed at most
one time in the smart contract, i.e., when a 𝑡𝑦𝑝𝑒 3 PoM exists against
a worker. Thus, a relatively more complex 𝑃 will not cause much
gas cost. Moreover, the requester could require workers to deposit
some coins during registering the task, and takes away a worker’s
deposit if the requester can produce a PoM to prove dishonesty of
this worker. This motivates workers to be honest and make bHIT
more efficient.
Extended AHCTree. We can extend AHCTree by adding multiple homomorphic values to each node of the tree. In each node,
the homomorphic values are independent but are used as input
of the hash function. Thus, each homomorphic value in the tree
root is a commitment of summation of corresponding values in
leaf nodes. An example is shown in Figure 7, which is extended by
adding one more homomorphic value in green color to the nodes
of the AHCTree in Figure 5. The extended AHCTree can be used
to implement Double or Nothing incentive mechanisms [49]. The
mechanism is incentive-compatible and satisfies the no-free-lunch
condition, aiming at improving the answer quality at the time of
collection. It incentivizes workers to answer only the questions that
they are sure of and skip the rest. In Figure 7, the first homomorphic

gets the answers A. W samples a key 𝑠𝑘←Gen(1𝜆 ),
computes a commitment (𝑐𝑜𝑚𝑚𝑠𝑘 , 𝑜)←Commit(𝑠𝑘),
produces the encrypted answers 𝐶 by executing
"for each 𝑎𝑖 in A do Enc𝑠𝑘 (𝑎𝑖 )", then generates a
Merkle tree commitment 𝑐𝑜𝑚𝑚𝐶 ←Mtree(𝐶) and sends
L,H
(𝑐𝑜𝑚𝑚𝑖𝑡, 𝑖𝑑𝑠 , 𝑐𝑜𝑚𝑚𝐶 , 𝑐𝑜𝑚𝑚𝑠𝑘 , 𝑔, ℎ) to G𝑗𝑐
.
R: After a specified amount of time, which is preset and
public, R discloses 𝑆.
W: Upon receiving 𝑆 from R, W calculates data quality of A by 𝑐𝑜𝑢𝑛𝑡←Quality(𝑆, A). If 𝑐𝑜𝑢𝑛𝑡 <𝜃 , W
terminates the protocol. Otherwise, W calculates
(𝐶𝑠, ℎ𝐶𝑠 )←Encode(𝑆, A, 𝑠𝑘), sends (𝐶, 𝐶𝑠, ℎ𝐶𝑠 ) to R.
Accept
R: Upon receiving (𝐶𝑖 , 𝐶𝑠𝑖 , ℎ𝐶𝑠𝑖 ) from W𝑖 , R evaluates
VrfyEncoding(𝐶𝑠𝑖 , 𝑆, 𝐶𝑖 , 𝑐𝑜𝑚𝑚𝐶𝑖 , ℎ𝐶𝑠𝑖 ). If the output
L,H
is 𝑡𝑟𝑢𝑒, R sends (𝑎𝑐𝑐𝑒𝑝𝑡, 𝑖𝑑𝑠 , ℎ𝐶𝑠𝑖 , 𝑝𝑘 W𝑖 ) to G𝑗𝑐
.
Reveal
′ , 𝑝𝑘 ′ ) from G L,H
W: Upon receiving (accepted, 𝑖𝑑𝑠 , ℎ𝐶𝑠
𝑗𝑐
W
′ =ℎ , then sends
when 𝑝𝑘 W =𝑝𝑘 ′W , W checks if ℎ𝐶𝑠
𝐶𝑠
L,H
(𝑟𝑒𝑣𝑒𝑎𝑙, 𝑖𝑑𝑠 , 𝑠𝑘, 𝑜, 𝑐𝑜𝑢𝑛𝑡, 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ) to G𝑗𝑐
.
Payout
R: Upon receiving (revealed, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 , 𝑠𝑘, 𝑐𝑜𝑢𝑛𝑡,
L,H
𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ) from G𝑗𝑐
, R calculates 𝜋←GetPoM(𝐶𝑆 ,
𝑆, 𝐶, 𝑅𝑎𝑛𝑔𝑒, 𝑠𝑘, 𝑐𝑜𝑢𝑛𝑡, 𝑟𝑒𝑣𝑒𝑎𝑙𝑎𝑢𝑥 ). If 𝜋≠𝑛𝑢𝑙𝑙, sends
L,H
(𝑐𝑜𝑚𝑝𝑙𝑎𝑖𝑛, 𝑖𝑑𝑠 , 𝜋, 𝑝𝑘 W𝑖 ) to G𝑗𝑐
.
L,H
R: Send (𝑓 𝑖𝑛𝑎𝑙𝑖𝑧𝑒, 𝑖𝑑𝑠 ) to G𝑗𝑐
to get back the available
deposit for once, then terminate the protocol.
W: Upon receiving (𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 ′W ) or (𝑛𝑜𝑡 𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 ′W )
𝑖

L,H
from G𝑗𝑐
when 𝑝𝑘 W =𝑝𝑘 ′W , W terminates the protocol. If no message has been received during round 5
L,H
on Payout phase, W sends (𝑓 𝑖𝑛𝑎𝑙𝑖𝑧𝑒, 𝑖𝑑𝑠 ) to G𝑗𝑐
.

4.5

Extensions

Reward policy. In the description of the previous section, we used
a basic reward policy that if a worker’s answer quality 𝑐𝑛𝑡 is not
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value in each node maintains information of how many answers
are correct in the corresponding sub-tree, while the second homomorphic value Hom′ (𝑣) in each node maintains information of how
many questions are skipped in the corresponding sub-tree. This
construction lets the requester easily verify the encoding data of
the worker and generate PoM with only O(log𝑛) space complexity
if any mismatch exists.

5

SECURITY ANALYSIS

To formalize and prove security, we use the UC framework, which
has been widely adopted to analyze decentralized protocols [20,
29, 36] to capture the subtle adversary in the blockchain. We first
L
describe the ideal functionality Fℎ𝑖𝑡
that represents a HIT within a
L
blockchain-based setting. Fℎ𝑖𝑡
defines an exchange of answers, A,
between a requester, R, and multiple workers, W, and utilizes an
idealized ledger functionality L [21] for the on-chain handling of
coins. While W offers A, R must pay for it. The quality of A is
𝑐𝑛𝑡←Quality(𝑆, A). If 𝑐𝑛𝑡 ≥𝜃 , the requester accepts the answers,
where 𝜃 is a threshold of quality requirement.
To consider a delayed message during the protocol execution,
the simulator 𝑆𝑖𝑚 can delay the message of any corrupted party
L
and delay the execution of Fℎ𝑖𝑡
. For sake of clarity, this description
is omitted in the definition.
L
The functionality Fℎ𝑖𝑡
has three phases, which are Initialize,
Reveal, and Payout phases. We first consider the case when the
L
parties are honest. During the Initialize phase, Fℎ𝑖𝑡
receives
input from both R and W. R sends a gold standard 𝑆, deposit B,
L
L
and other parameters of the task to Fℎ𝑖𝑡
. Fℎ𝑖𝑡
instructs L to freeze
L
B from R. Without knowing 𝑆, W sends the answers A to Fℎ𝑖𝑡
,
L
after which Fℎ𝑖𝑡 discloses 𝑆. During the Reveal phase, R learns A,
after which the Payout phase is started. We consider two cases in
the Payout phase. If the answer quality 𝑐𝑛𝑡 ≥𝜃 , then W receives
L
the coins as a payment; otherwise, if 𝑐𝑛𝑡 <𝜃 , Fℎ𝑖𝑡
instructs L to
send the coins back to R.
Next, we describe the case when the parties are malicious. They
L
can abort the execution of Fℎ𝑖𝑡
in three phases. Concretely, R*
may abort in the Payout phase, which results in W receiving the
coins. In Initialize and Reveal phases, a malicious worker W*
may abort, resulting in sending the funds back to R. Note that in
Initialize phase, if the answers do not meet the quality requirement, an honest worker also aborts the protocol to prevent DGS
attacks.

(Round 2) Upon receiving (𝑠𝑢𝑏𝑚𝑖𝑡, 𝑖𝑑𝑠 , A) from W.
If 𝑝𝑘 W ∈W𝑠 or 𝑘 ≥𝐾, do nothing; otherwise, set
W𝑠←W𝑠∪𝑝𝑘 W and 𝑘←𝑘+1, leak (𝑠𝑢𝑏𝑚𝑖𝑡, 𝑖𝑑𝑠 , W)
to 𝑆𝑖𝑚, store A.
After a specified amount of time, disclose 𝑆 to all W and
leak 𝑆 to 𝑆𝑖𝑚.
Upon receiving (𝑎𝑏𝑜𝑟𝑡, 𝑖𝑑𝑠 ) from W when 𝑝𝑘 W ∈W𝑠, leak
(𝑎𝑏𝑜𝑟𝑡, 𝑖𝑑𝑠 , W) to 𝑆𝑖𝑚.
If no message is received during round 2, terminate.
Reveal
(Round 3) Upon receiving (𝑎𝑏𝑜𝑟𝑡, 𝑖𝑑𝑠 ) from the corrupted
W* in round 3, leak (𝑎𝑏𝑜𝑟𝑡, 𝑖𝑑𝑠 , W*) to 𝑆𝑖𝑚. If no such
message is received in round 3, send all accepted answers (𝑖𝑑𝑠 , W𝑖 , A𝑖 ) to R and go to Payout phase.
Payout
(Round 4) Upon receiving (𝑎𝑏𝑜𝑟𝑡, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 ) from the
corrupted R*, leak (𝑎𝑏𝑜𝑟𝑡, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 , R*) to 𝑆𝑖𝑚,
wait one round, and send (𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 ) to W𝑖 ,
(𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , W𝑖 , B/K) to L. Otherwise, if no such
message was received, for each worker W𝑖 in W𝑠, calculate the quality of A𝑖 by 𝑐𝑛𝑡 ←Quality(𝑆, A𝑖 ), and
do the following:
• If 𝑐𝑛𝑡 ≥𝜃 , send (𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , W𝑖 , B/K) to L, (𝑠𝑜𝑙𝑑,
𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 ) to W𝑖 and R.
• Otherwise, send (𝑢𝑛𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , R, B/K) to L and
(𝑛𝑜𝑡 𝑠𝑜𝑙𝑑, 𝑖𝑑𝑠 , 𝑝𝑘 W𝑖 ) to W𝑖 and R.
L
The ideal functionality Fℎ𝑖𝑡
immediately implies the following
security properties. Since our protocol realizes the ideal functionality, these security properties are also achieved by our protocol in
the real world.
• Termination. If at least one party is honest, the protocol
terminates within, at most, 5 rounds, and unlocks all coins
from the contract.
• Prevention of False-Reporting. An honest requester R is guaranteed that R only pays B/𝐾 coins if and only if the worker
delivers the answers that meet the preset requirement.
• Prevention of Free-Riding. An honest worker W is guaranteed that R only learns the witness if and only if R pays
B/𝐾 coins, which covers the case that the requester can not
learn A if A does not meet the quality requirement.
We assume synchronous communication and static corruption.
As we work in the UC framework, the formal security statement is
as follows:

Theorem 5.1. The bHIT protocol Π stated in Section 4.4 UCL
realizes the ideal functionality Fℎ𝑖𝑡
within the judge smart contract

L
Ideal Functionality Fℎ𝑖𝑡
L
The ideal functionality Fℎ𝑖𝑡
(in session 𝑖𝑑𝑠 ) interacts with
a requester, multiple workers, the ideal adversary 𝑆𝑖𝑚, and
the global ledger L.
Initialize
(Round 1) Upon receiving (𝑝𝑢𝑏𝑙𝑖𝑠ℎ, 𝑖𝑑𝑠 , 𝑆, 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 ,
𝐾) from R, leak (𝑝𝑢𝑏𝑙𝑖𝑠ℎ, 𝑖𝑑𝑠 , 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 , 𝐾) to 𝑆𝑖𝑚,
store 𝑆, 𝑁 , B, 𝑅𝑎𝑛𝑔𝑒, 𝜃 and 𝐾, then send (𝑓 𝑟𝑒𝑒𝑧𝑒, 𝑖𝑑𝑠 , R,
B) to L.

L,H
(G𝑗𝑐
)-hybrid world, where L denotes a ledger functionality and H
is modeled as a global random programmable oracle.

Proof. (sketch) In order to prove the theorem, we need to show
L
that the environment can not distinguish the execution of Fℎ𝑖𝑡
with
a dummy requester, a dummy worker, and the ideal adversary 𝑆𝑖𝑚
in the ideal world from the execution of Π with R, W, and an adversary 𝐴𝑑𝑣 in the hybrid world, even in any possible corruption case.
We prove this by constructing 𝑆𝑖𝑚 that simulates the execution of
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Π in the real world by interacting with the ideal world functionality
L
Fℎ𝑖𝑡
and corrupted parties in the ideal world. The role of 𝑆𝑖𝑚 is in
four aspects as follows:
Two honest parties. In this case, the simulation is straightforward
because 𝑆𝑖𝑚 is only required to generate a transcript of all messages of the execution of Π. This includes the encrypted answers 𝐶
from W to R, as well as the commitments. The ciphertext can be
simulated by creating encrypted answers 𝐶* without ever learning
𝐶 as it is indistinguishable from the uniform distribution over the
ciphertext space. Based on the hiding property of the commitment
scheme, the environment can not distinguish between the values
computed by the honest parties and the ones created by 𝑆𝑖𝑚. Finally,
a simulation of abort is possible in a straightforward way and 𝑆𝑖𝑚
ensures that money is frozen and unfrozen as in the real world
execution.
Corrupted worker. In this case, the challenge is that without knowing the answers A, 𝑆𝑖𝑚 needs to simulate the corrupted worker to
L
input A to Fℎ𝑖𝑡
. 𝑆𝑖𝑚 only learns the encrypted answers and the
commitment to the key 𝑠𝑘 in the Initialize phase. First, for the
case where the commitment is done correctly, 𝑆𝑖𝑚 can obtain 𝑠𝑘
by using the observability property of the global random oracle
H , then decrypting the encrypted answers to get A as input to
L
Fℎ𝑖𝑡
. Second, for the case where the commitment is constructed
incorrectly, 𝑆𝑖𝑚 can not take the advantage of the observability
property of H because H was not queried before in this case. However, the execution of the real-world protocol will fail because the
environment Z can not provide an opening to the commitment
L,H
such that the opening is accepted by G𝑗𝑐
, unless Z breaks the
commitment scheme with negligible probability.
Corrupted requester. In this case, the main challenge is that 𝑆𝑖𝑚
needs to create encrypted answers A* such that the decryption
of A* via 𝑠𝑘 equals the correct A. First, the environment can not
distinguish the encrypted answers created by the honest worker
and A* due to the uniform distribution over the ciphertext space,
except negligible probability. Second, by using the programming
feature of 𝐻 , 𝑆𝑖𝑚 programs 𝐻 such that the decryption of A* equals
A in the Reveal phase.
Two corrupted parties. Our protocol does not guarantee the prevention of false-reporting and free-riding if both W and R are
corrupted. The coins may be locked forever due to the corrupted
party does not send a transaction to the blockchain to take the
coins. The simulation is a combination of the single corruption
cases and in most aspects straightforward. To simulate the case
when the coins are blocked in the contract, we use the feature of
the functionality of L, which allows 𝑆𝑖𝑚 to block coins on behalf
of a corrupted party.
□

6 PERFORMANCE EVALUATION
6.1 Experiment Setup and Implementation
We implemented a prototype system for bHIT in python 3.6 and
used Ethereum testnet Ropsten to be the blockchain. The smart
contract is written in Solidity language. All off-chain computations
are carried out in a local computer running Windows 10 Pro on an
Intel Core i5-8500 CPU clocked at 3.00 GHz with 32 GB RAM. We
use Keccak256 as the global hash function.
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Table 2: On-chain complexity of Dragoon and bHIT.
honesty case

worker dishonesty case

W R Overall W
R
Overall
Dragoon O(𝑁 ) O(n) O(𝑁 +𝑛) O(𝑁 ) O(𝑛-𝜃 )+O(𝑛) O(𝑁 )+O(2𝑛−𝜃 )
O(log𝑁 ),𝑡𝑦𝑝𝑒 1 O(log𝑁 ),𝑡𝑦𝑝𝑒 1
bHIT
O(1) O(1) O(1) O(1)
O(log𝑛),𝑡𝑦𝑝𝑒 2,3 O(log𝑛),𝑡𝑦𝑝𝑒 2,3

The bHIT protocol requires the worker to reveal the random
values of the Pedersen commitment of AHCTree. For data availability, one way is that the worker sends the random values to
the blockchain. However, this will cost a lot in transaction fees as
there are 𝑛 number of random values. In our implementation, we
optimize it by allowing the worker, the requester, and the smart
contract to derive the same random values by 𝑟 ←H (𝑖, 𝑠𝑘), such
that each party can calculate the 𝑖-th random value 𝑟 by using the
same secret key 𝑠𝑘. Now, only the 𝑠𝑘 is required to reveal in the
blockchain, rather than all random values, which is much more
efficient concerning gas cost.
We use our system to launch a typical image annotation task for
ImageNet [31, 45], which is specified as follows. Each task is made
of 𝑁 number of binary questions, included 𝑛 number of golden
standard questions, where 𝑛 ≤ 𝑁 and generally 𝑛 is a small number
thus we set its value in the range [10, 31250]. If the worker cannot
correctly answer at least 𝜃 number of golden standard questions, the
worker’s submission will be rejected without being paid; otherwise,
the worker deserves the payment. We compare bHIT with Dragoon
whose performance especially gas cost is affected by 𝜃 , but bHIT
is not (Table 2). In the case of worker dishonesty, the requester
in Dragoon needs to reveal O(𝑛) size of the gold standard to the
smart contract, then proves (𝑛−𝜃 +1) number of incorrect answers
and sends the proof to the smart contract. bHIT has constant onchain computation complexity in the honesty case (Table 2), and
has O(log𝑁 ) time complexity if the requester generates a 𝑡𝑦𝑝𝑒 1
PoM to complain to the smart contract, while having O(log𝑛) time
complexity for a 𝑡𝑦𝑝𝑒 2 PoM or a 𝑡𝑦𝑝𝑒 3 PoM.

6.2

Experimental Results

6.2.1 Gas cost. Figure 8a depicts the total gas that is needed for a
worker to participate in a task. It shows that the worker of bHIT
spends constant gas cost regardless of value 𝑁 , which has at least
one order of magnitude less than Dragoon. Figure 8b and Figure 8c
present the gas cost for a requester to prove that a worker’s answers do not meet the requirement. In bHIT the requester needs
to publish a PoM for complaining to the smart contract. Note that
the complexity of 𝑡𝑦𝑝𝑒 1 PoM only depends on 𝑁 , while other types
of PoM only depend on 𝑛. The result demonstrates the analysis in
Table 2 that the three types of PoM have logarithmic computation
complexity. The 𝑡𝑦𝑝𝑒 3 PoM costs more gas than the others, thus we
use 𝑡𝑦𝑝𝑒 3 PoM to compare with Dragoon in Figure 8c, which shows
that the requester of Dragoon needs to spend much more gas than
bHIT to prove a worker’s answers do not meet the requirement.
Figure 8d illustrates the overall gas of the whole procedure which
includes the operations that the requester publishes a task, the

(a) Worker

(b) Requester in bHIT

(c) Requester in bHIT and Dragoon

(d) Overall

Figure 8: On-chain gas cost, plotted on a log scale.
worker submits answers that contain less than 𝜃 number of correct
ones, and the requester complains to the smart contract. The parameters in Figure 8d are chosen based on the following reasons. 1)
Since the requester of Dragoon spends less gas when 𝜃 =90%·𝑛 than
the cases when 𝜃 =80%·𝑛 or 𝜃 =70%·𝑛, we used 𝜃 =90%·𝑛 to calculate
the overall gas for Dragoon. 2) Also, Figure 8c shows that the gas
of Dragoon is much greater than bHIT even setting a small 𝑛 (e.g.,
𝑛=10), not to speak of a greater 𝑛, thus we use 𝑛=10 and 𝑛=50 for
Dragoon. 3) We set a large 𝑛 (i.e., 𝑛=6250) for 𝑡𝑦𝑝𝑒 3 PoM to further
highlight bHIT’s efficiency. The result in Figure 8d demonstrates
that the bHIT’s overall gas is much more efficient than Dragoon.
The existing blockchain platform, such as Ethereum, is capable of
being the underlying blockchain of bHIT for crowd-sourcing a large
number of answers.
We consider the gas price of 2 GWei and an exchange rate of
$1767.77 per Ether on March 12, 2021 [7]. A worker in bHIT spends
about $1.03 gas cost to participate in the task regardless of value
𝑁 or 𝑛. Publishing a task smart contract in bHIT takes about $7.78.
The overall gas cost of bHIT depicted in Figure 8d takes about
$9.42 when 𝑁 =312500 and 𝑛=6250. The requester of bHIT spends
about $0.27 to publish a 𝑡𝑦𝑝𝑒 1 PoM when 𝑁 =312500, and about
$0.59 to publish a 𝑡𝑦𝑝𝑒 3 PoM when 𝑛=12500 (Figure 8b). First, if
using other blockchain platforms, the cost can be cheaper. Second,
publishing a task smart contract makes up most of the overall cost.
But generally in a task, the requester recruits many workers who
share the same smart contract. Third, the result shows that it is
much cheaper to prove a worker’s dishonesty. Additionally, the
smart contract of bHIT can be split into two parts. The second part
needs not publishing until a worker behaves dishonestly, which
further reduces the gas cost. We summarize that bHIT’s on-chain
cost is acceptable and practical.
6.2.2 Off-chain execution time. Figure 9 presents the off-chain
execution time for the worker and the requester. We stress that the
performance of bHIT is independent of 𝜃 . The off-chain execution
time of bHIT grows linearly and it takes about 60 seconds when
𝑁 =312500, whereas Dragoon takes more than one hour. To further
highlight bHIT’s off-chain computation speed, we also plot the
results when 𝑛=2500 and 𝑛=12500, whose computation time is
close to the case when 𝑛=100 with a large 𝑁 . The result in this
figure also shows that bHIT is still much faster than Dragoon even
in the case where bHIT uses a large 𝑛, whereas Dragoon uses

Figure 9: Off-chain computation time, plotted on a log scale.

a small 𝑛. First, the time can be further significantly reduced if
implemented in other programming languages such as C++. Also,
we used a Pedersen commitment scheme over a 2048 bit group under
the discrete logarithm assumption, which can be optimized in our
implementation by using an elliptic curve Pedersen commitment.
Second, the requester’s computation is not intensive due to the
requester only computes its tasks and the workers rarely submit
the answers at the same time. Third, generally, a requester does not
use a large 𝑛, and a limited number of workers are recruited in a
task when having a large 𝑁 , e.g., 𝑁 =312500.
6.2.3 Data size of communication. The aforementioned experimental results can demonstrate that bHIT has much higher efficiency
than Dragoon in data size of on-chain communication (i.e., the communication between a requester and the blockchain, or between
a worker and the blockchain). Thus we only present the bHIT’s
communication data size in Figure 10. It shows that the size of the
three types of PoM is very small because we shift the on-chain communication to off-chain communication (i.e., the communication
between the requester and the worker). The result also shows that
the size of this off-chain communication grows linearly and even
with very large 𝑁 , e.g. 𝑁 =312500, the size is small. That is about
8MB in this case. This further demonstrates that bHIT is practical.
6.2.4 Throughput. Our system is built upon a public blockchain,
whose writing latency depends on parameters inherent to the
blockchain implementation. For example, it is about 10 minutes

1885

(a)

(b)

Figure 10: Data size of communication in bHIT.

to mine a block in Bitcoin and each block has a block size limit
of 1Mb, which determines 7tps of Bitcoin. Thus, measuring the
blockchain throughput is outside the scope of this paper. The
requester’s computation is not intensive as mentioned and our
scheme is gas-efficient, so the key factor influencing our system
throughput is the underlying blockchain. First, we can choose a
blockchain platform with high throughput, such as Ethereum 2.0
that improves speeds beyond the current 15-45tps limit [8], or EOS
having about 1000tps[3]. Second, as our scheme works in any public
blockchain supporting smart contracts, we can deploy bHIT instances in multiple existing blockchain platforms. Moreover, many
efforts [11, 18, 28] have been proposed to scale out blockchains.
Our scheme will immediately benefit from those efforts.
6.2.5 Discussion on size of n and N. Since the gold-standard questions are mixed with the unknown questions randomly, a worker
may try to guess a question whether it is from the gold standard
and only correctly answers those gold-standard questions. The
probability for the worker to successfully guess the 𝑛 number of
gold-standard questions from the total 𝑁 number of questions is
𝑃 = 𝑝 𝑛 · (1−𝑝) 𝑁 −𝑛 , where 𝑝 = 𝑛/𝑁 . Value 𝑃 gets greater only when
𝑛 gets closer to 𝑁 . Therefore, the requester should avoid choosing
𝑛 close to 𝑁 . On the other hand, as a worker’s answer quality is
evaluated based on the ratio 𝑚/𝑛, where 𝑚 denotes the count of
the worker’s correct answers corresponding to the questions in the
gold standard. To gain more confidence in the accuracy of quality
estimation via this ratio, the requester should use as many 𝑛 number
of gold-standard questions as possible.

7

RELATED WORK

Besides existing private decentralized HITs [35, 36] discussed earlier,
below we review other related works.
Blockchain Technology. Originated from the first decentralized
cryptocurrency Bitcoin [41] in 2008, blockchain develops extremely
rapidly. In the area of cryptocurrencies [12, 47], blockchain constitutes the basic underlying infrastructure that allows the monetary
operations to be performed in a decentralized way. The number of
cryptocurrencies currently exceeds 7188 and is growing [6]. The
applications of blockchain are far beyond cryptocurrencies, with
smart contracts playing a central role. Smart contracts are scripts
running upon the blockchain, enabling more complex processes and
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interactions so they establish a new paradigm with practically limitless applications. Researchers are attempting to apply blockchain to
many other areas, such as the Internet of Things[10, 17], healthcare
[9, 39], collaborative database [43, 50], public key infrastructure
[38], and supply chain [46].
Blockchain-based crowdsourcing. HITs belong to the category of
crowdsourcing. Blockchain-based crowdsourcing has recently received increasing attention from the research community. CrowdBC
[32] conceptualized a blockchain-based decentralized framework
for crowdsourcing. It used the blockchain to play the role of a
trusted third party for collecting data, evaluating the data quality, and paying workers. Several studies proposed a variety of improvements over blockchain-based privacy protection incentive
mechanisms [26, 56], blockchain-based reward mechanisms [25],
and a proof-of-trust consensus on a hybrid blockchain [61]. To prevent false-reporting and free-riding between requesters and workers in blockchain-based crowdsensing systems, Liang et al. [33]
used trusted execution environments to provide trusted computing.
zkCrowd [59] uses hybrid blockchains to improve performance and
preserve privacy. However, the above works propagate data over
the blockchain network and use a smart contract to evaluate the
data quality directly. As such, they fail to consider the storage and
computation costs of the blockchain.
Security and privacy of blockchain. Novel cryptographic techniques have been proposed to enhance the security and privacy
of blockchain [51, 62]. Kosba et al. proposed Hawk [29] that deployed zk-proof on smart contracts to keep blockchain private but
incurring costly proving expenses. Matsumoto et al. [38] proposed
a platform, named IKP, that achieves self-driven and correct authentication of user identity for CAs by leveraging smart contracts and
blockchain-based consensus. Cecchetti et al. [15] presented Solidus
that is a protocol for confidential transactions on public blockchain
leveraging newly introduced publicly-verifiable oblivious RAM machines. However, it is unclear how to apply the aforementioned
works to blockchain-based crowdsourcing or HIT systems.

8

CONCLUSION

We proposed a novel blockchain-based protocol that efficiently carries out HITs, preventing free-riding and false-reporting without
reliance on a trusted third party. We significantly improved the
efficiency in on-chain gas cost without using costly generic zeroknowledge proof tools. We also introduced a new commitment
scheme, AHCTree, which can simply commit and efficiently verify
the summation of the values in leaf nodes. The AHCTree is an important building block that helps our protocol achieve logarithmic
on-chain computation complexity and constant on-chain storage
complexity.
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