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Motivation
Scenario
Problem

Access control for outsourced resources

» Actors: owner, server, user
» Resources are stored by an owner at an external server, to
disseminate them to users
» Reliability, availability, performance, quality of service
» Interest testified by the success of services like Flickr, YouTube
» Resources are often large
» upload typically requires significant time and network
bandwidth
» each resource should be loaded once, with no dependence on
the number of users accessing it
» The server should not have access to the resource content
» Unaccessibility provides confidentiality guarantees to the owner
and avoids liability for the server
» Encryption should be used, but different keys are needed
> resources with the same acl can share the key, but resources
with different acls need distinct keys
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Motivation
Scenario
Problem

The problem: Evolution of the access policy

» Is it possible to manage the evolution of the access policy
(i.e., changes to the acl), without requiring to re-transmit the
resource?

» Solution: over-encryption
» Basic idea:
» Resources are encrypted twice

> Once by the owner, with a key shared with the users and
unknown to the server

» Once by the server, with a key shared with the current users
and unknown to other (possibly past) users
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Keys and tokens

Construction

Example of single-layer construction
BEL and SEL

The base model

» Requirements
» The system uses only symmetric encryption
» Each user knows a single key
» Public tokens, stored in a table on the server, are used to
derive from the user key all the keys that the user is entitled
to access
> A graph is used to represent the derivation of keys
> Given two keys k; and k;j, a token can be computed using a
secure one-way function h
> tij = kj & h(ki, ;)
> the approach was proposed by Atallah et al. (ACM CCS 2005)
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Keys and tokens

Construction

Example of single-layer construction
BEL and SEL

Construction of the keys and tokens

» Starting from users, resources and the access matrix (an acl
for each resource):
Create a node/key for each user
Create a node/key for each non-singular ac/
For each non-singular ac/ create tokens from nodes above,
covering all the elements in the ac/

» The configuration correctly represents the access control
policy (sound and complete)
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Keys and tokens

Construction

Example of single-layer construction
BEL and SEL

An example of single layer construction

An access matrix:
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Keys and tokens

Construction

Example of single-layer construction
BEL and SEL

An example of single layer construction
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Keys and tokens

Construction

Example of single-layer construction
BEL and SEL

Two-layer model

» To manage the evolution of the access control policy, two
layers are introduced
» Base Encryption Layer (BEL), static, configured by the
owner at resource creation time
» Surface Encryption Layer (SEL), dynamic, managed by the
server under the supervision of the owner
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Keys and tokens

Construction

Example of single-layer construction
BEL and SEL

BEL and SEL

» Correctness of the encryption policy requires that the user has
access to both the keys encrypting a resource the user is
entitled to access

» There is a small difference in the structure of the BEL,
compared to the SEL
» Each node in the BEL is associated with a pair of keys (k, k),
one derived from the other using a one-way function
(ka = h(k))
> key k is used to support the use of tokens starting from the
node
> key k, is used to encrypt the resources associated with the
node
» this distinction separates the role of the key as a way to access
the resources and as a way to derive the keys of the nodes
reachable by it
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

Full SEL and Delta_ SEL

» Two maintenance approaches can be used in the SEL
» Full_SEL: starts from a SEL identical to the BEL and keeps
the SEL always updated to represent the current policy
» Delta_SEL: starts from an empty SEL and adds elements to it
as the policy evolves, such that the pair BEL-SEL represents
the policy
» There is a trade-off between efficiency and guarantee of
protection
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Two approaches: Full_SEL and Delta_SEL
Example of initial configuration for Full_SEL and Delta_SEL

Full_SEL and Delta_SEL Algorithm
Example of behavior of Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL

BEL | Full_SEL
u | ¢p(u) r| ou(r) u | ¢s(u) r | ¢s(n
A b1 k rn,rn b3.ka A Sl.k n,rn S3.k
B | by.k r3,ry | br.k, B | s.k r3,r | s7.k
C b3 k Is,te, 7 b6.ka C S3.k Is,le, 7 56.k
D b4k rg bg ka D S4.k rg Sg.k
E b5k E S5.k
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Two approaches: Full_SEL and Delta_SEL
Example of initial configuration for Full_SEL and Delta_SEL

Full_SEL and Delta_SEL Algorithm
Example of behavior of Full_SEL and Delta_SEL

Example of initial configuration for Delta_SEL

BEL | Delta_SEL
u | dp(u) r| ou(r) u | ¢s(u) r| ¢s(r)
A b1 k n,rn b3.ka A Sl.k r,...,r ‘ NULL
B b2 k r3,ra b7.ka B 52./(
C b3 k Is,te, 7 b6.ka C S3.k
D b4k rg bg ka D S4.k
E b5k E S5.k

OEONONONC)
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

Algorithm for the evolution of SEL and BEL

» A relatively compact algorithm manages the evolution of the
SEL and BEL
» only grant and revoke operations are needed
» An Over-encrypt procedure is at the core, representing the
evolution of the SEL

» The difference in the algorithm between Delta SEL and
Full_SEL is minimal
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

GRANT((r,u)

1. acl(r) := acl(r) U {u}
2. find the vertex b; with b;.ka = ¢p(r)
3. if ¢p(r)¢oy(u) then
find the vertex b; with bj.k = ¢y, (u)
add_token(b;.k,bj.ka)
4. find the set R’ of resources r such that
r#r, ¢p(r)=¢p(r), Anc_users(b;.ka)Facl(r)
5. if R # 0 then
5.1 Partition R’ in sets such that each set S contains resources with the same acl acls
5.2 for each set S do over-encrypt(S,acls)
6. case encryption model of
6.1 Delta_SEL:
if Anc_users(bj.ka)=acl(r) then
over-encrypt({r},ALL)
else
over-encrypt({r},acl(r))
6.2 Full _SEL:
over-encrypt({r},acl(r))
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

REVOKE(r,u)

1. acl(r) := acl(r) — {u}
2. over-encrypt({r},acl(r))

S. De Capitani Foresti, S. Jajodia, S Paraboschi, P. Samara  Over-encryption: Management of Access Control Evolution ol




Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

OVER-ENCRYPT(R,U)

1. let ¥ be a resource in R
2.if (3 a vertex s : s.k = ¢s(r') A Anc_users(s.k) = U) then exit
else
2.1 if ¢s(r) # NULL then decrypt all reR
2.2 if U#ALL then
if 3 a vertex s such that Anc_users(s.k)=U then

key := s.k

else
generate and add to Ks a new key key
create a new vertex Spew, Snew-k := key
while U# 0

choose a vertex s; by considering vertices in
decreasing order of cardinality of Anc_users(s;.k)
if Anc_users(s;.k)CU then
add_token(s;.k,snew.k)
U := U — Anc_users(s;.k)
for each reR do
¢s(r) := key, encrypt r with key
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

Example of Evolution, Full_SEL

BEL \ Full_SEL
grant(rs,D) over-encrypt(rs,r7, ABC)
over-encrypt(rs, ABCD)
r| ¢s(r)
r,rn S3.k
r3,ra S7.k
rs | so.k
re, 7 56.k
rs Sg.k
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

Example of Evolution, Full_SEL

BEL ‘ Full_SEL
revoke(ry,C) over-encrypt(r,,0)

r| ¢s(r)

rn S3.k

r ST.k

r3,ry | s7.k

Is Sg.k

re.r7 | sg.k

rg Sg.k
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Algorithm

Example of behavior of Full_SEL and Delta_SEL

Full_SEL and Delta_SEL

Example of Evolution, Full_SEL

BEL

Full_SEL

grant(ry,E)

over-encrypt(r;,CD)
over-encrypt(rs, CDE)

r| ¢s(r)

r S3.k

@ rn ST.k

r3 S7.k

@ @ @ @ ra Slo.k
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Full_SEL and Delta_SEL

Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Algorithm

Example of behavior of Full_SEL and Delta_SEL

Example of Evolution, Delta_SEL

BEL \

Delta_SEL

over-encrypt(rg,r;,ABC)
over-encrypt(rs,ALL)
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r ‘ os(r)

re.re | sg.k
rn,...,rs | NULL
rs | NULL
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

Example of Evolution, Delta_SEL

BEL | Delta SEL
revoke(ry,C) over-encrypt(r,,0)

r| ¢s(r)

rn ST.k

re, 7 56.k
r | NULL
r3,r4,r5 | NULL
rg | NULL
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Two approaches: Full_SEL and Delta_SEL

Example of initial configuration for Full_SEL and Delta_SEL
Full_SEL and Delta_SEL Algorithm

Example of behavior of Full_SEL and Delta_SEL

Example of Evolution, Delta_SEL

BEL | Delta_SEL

grant(rs,E) over-encrypt(r;,CD)
over-encrypt(rs,ALL)

r| ¢s(r)

r ST.k
@ r3 | s7.k
re, 7 56.k

) & &) 6 G rn | NULL

\% r4,rs | NULL
&) rg | NULL
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Resource state

» Potential states of the resource
» Each layer is depicted as a fence

» discontinuous, if the key is known
> continuous, if the key is not known and protection cannot be

passed

SR SEL SEL SEL . SEL
! BEL | BEL BEL ! BEL |
o b P | | i
I r oo ' r i
| I 1 | I 1 | |
| 1 | ! 1 | | !
| mm———— [ e A I Bt DDl \ 1
] ]

open locked sel_locked  bel_locked

» The server always has the bel_locked view
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Evolution of protection for Full_SEL

» The following FSM depicts the potential evolution for the
Full_SEL approach

o SEL
- BEL |
[ i !
P P
] ] r 1
1 | | !
[ S— ! : SEL
]
hemmemgemaaad BEL
open [ !
1 r 1
SEL | i
] [ ]
BEL /
r sel_locked
locked
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Evaluation of protection

Protection state

Evaluation of protection, Full_SEL
Evaluation of protection, Delta_SEL
Design criteria

Why the transition from locked to sel_locked?

» When the user has to access only part of the resources that
belong to the same node in the BEL, a split in the SEL may

occur

SEL
BEL

rr

grant(r’,u)

locked

SEL

e 1

| BEL |
r—=—-—7r——71 |
| | | :
N G G
1 | | :
I_____:____l i
| |
[
sel_locked open
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Classification of users

» Considering the history of a resource acl, users access to the
resource can be classified into 4 categories:

Past_acl Bel_accessible | All users
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Collusion

» Collusion among users does not provide any additional
privilege

» Collusion with the server can allow Bel_accessible users (who
have a sel_locked view) to access the resource

» All the users outside Bel_accessible cannot access the
resource, even with collusion
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Evolution of protection for Delta_SEL

» The following figure depicts the potential evolution for the
Delta_SEL approach

. =

~ BEL |

1 r=—=-= ! !

1 1 1 :

N

. 1 . SEL

[ S

! i BEL

open 1 T |
T B

S - = Lo |

- BEL |

1 [ sel_locked

' r i

1 ]

1 1

' |

]

bel_locked
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Evaluation of protection for Delta_SEL

» Users outside the Bel_accessible class cannot provide any
useful information, so they cannot be involved in a collusion
» Users in the Bel_accessible class can access the resource, if
they had previously retrieved the resource in its BEL-only
protected state
» It is not necessary to collude with the server
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Protection state

Evaluation of protection, Full_SEL

Evaluation of protection, Delta_SEL
Evaluation of protection Design criteria

Choice between Delta SEL and Full_SEL

» There is a tradeoff between the greater efficiency of
Delta_SEL and the greater protection of Full SEL

» If resources belonging to the same BEL node (encrypted with
the same BEL key) are never split, Bel_accessible — Past_acl
=0

» There is another tradeoff between using large and small BEL
fragments: large fragments, few keys; small fragments, better
adaptation to policy evolution

» Third approach, alternative to Full_SEL and Delta_SEL: a
single key at the BEL, with the policy managed only by the
SEL

> All-users — Bel_accessible = {)
» The exposure to collusion with the server is extreme
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Conclusions

» The approach improves the privacy protection on outsourced
resources, offering better quality to users and a greater market
for service providers

» The criteria for the choice between Full_SEL and Delta_SEL
have to be considered in the design phase

» Encryption is often supported by dedicated circuits in the
microprocessor: its cost can be minimal, client-side and
server-side; seamless key-management is more critical than
encryption cost

» Future line of research: integration with relational database
technology (database-as-a-service paradigm)
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