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Spamming: Example

#1 search result for the query “austria ski”

¥ Ski Austria, Skiaustria.com,, Ski-europe, Skiing Austria, Ski Austria, Austrian Ski Resorts, fius - Microsoft Internet Explorer Q@@

l] md &8 seleclt Aciuveliesiyle domains

Haly/ski/resorts France/ski/holida

sldaustria.com sldswitzerland.com slditaly.com skifrance.com dive-lastminute.com
stantonausiria.com Zermatt.com anstaitaly.com helidayfrancais.com golf-lastminute.commm
austrianariherg.com jungfrauregion.com COUTIAYEUT.COTIL holidays-lastminute.com
lechausiria.com verhierswitzerland.com dolomitesitaly.com sld-lastminuie.com
stubaiausiria.com zermatiswitzerland.com livignoitaly.com

tirelausiria.com helidaysswitzerland.com holidaysitaly.com

holidaysausiria.com

Asia/activities/dest Asiaactivities/dest
travelthailand.com asiandiveholidays.com holidayseurope.com luxuryalpine hotels.com luxuryhotelsamerica.con
hangholkihailand.com asianmp3.com holidaysineurope.com luxuryasianhetels.com luxuryhotelscanada.com

pattayathailand.com mpithailand.com euUTspeanTesevations.com luxuryasianresorts.com Tuxuryislandresorts.com
phuketthailand.com thailandhealthearetimes.com  croatiancoasthelidays.com luxurygolfdestinations.com Tuwxuryhotelshangholkcom
thailandgolfmaps.com thailandpropertytimes.com sloveniancoast.com luxuryyachthelidays.com Tuxuryskicom

hesipriceeurope.com hesipricethailand.com hesipricetouring.com alpineholidays.com activelifestylewoman.com
hesipriceausiria.com hesipricezermatt.com hestpriceverhier.com alpinesecrets.com euroski-on-line.com
hestpriceitaly.com hesipricecourmayeur.com hestpriceairlinetickets.com alpinesummer.com husinessiravelioday.com
hestpriceswitzerland.com hesipriceskding.com hestpriceairtickets.com lakesmountaingeurope.com  hookhotelsdirect.com
hestpricefrance.com hesipricegolfing.com hestpriceiravelnetworlucom  hetelsinthealps.com activelifestyle.com
alpinegolfcom activelifestylemallcom
alpineskimaps.com gullibletraveler.com

Available Accommodation Available Accommodation

availahleroomsthailand.com availahleroomsswitzerland. conum alpineapartmeniregister.com lakesmountainsapartme nis.com
availahleroomszermatt.com availableaccommodationitaly.com apartmentausiria.com livignoapariments.com
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Spamming: Example

#1 search result for the query “austria ski”

¥ Ski Austria, Skiaustria.com,, Ski-europe, Skiing Austria, Ski Austria, Austrian Ski Resorts, fius - Microsoft Internet Explorer Q@@

File  Edit  Yiew A X 'r

Addres é_‘l Ekp: g, skiaustria, com w E-:-

1§ H5T 15 designed (0 make 1t easy o Imd & select Aclvellesiyle doindins

Haly/ski/resorts

sldausiria.com sldswitzerland.com slditaly.com

stantonausiria.com Termatt.com

austrianariherg.com jungfrauregion.com d v . . .

lechausiria.com verhierswitzerland.com itey aS | a n d |Ve h O I | d ayS . CO m
stubaiausiria.com zermattswitzerland.com frigmoj

tirolausiria.com helidaysswiizerland.com i as | anm p3 .Com

holidaysausiria.com

mp3thailand.com

s A e e a] thailandhealthcaretimes.com
pattayathailand.com mpithailand.com ] ; . .

phuletthailand.com thailandhealthcaretimes.com  croati ne th al | an d p ro pe rtytl mes.com

thailandgolfmaps.com thailandpropertytimes.com

hesipriceeurope.com hesipricethailand.com hesipricetouring.com a]pmehu].ldavs com activelifestylewoman.com
hesipriceausiria.com hesipricezermatt.com hestpriceverhier.com alpinesecrets.com euroski-on-line.com
hestpriceitaly.com hesipricecourmayeur.com hestpriceairlinetickets.com alpinesummer.com husinessiravelioday.com
hestpriceswitzerland.com hesipriceskding.com hestpriceairtickets.com lakesmountaingeurope.com  hookhotelsdirect.com
hestpricefrance.com hesipricegolfing.com hestpriceiravelnetworlucom  hetelsinthealps.com activelifestyle.com
alpinegolfcom activelifestylemallcom
alpineskimaps.com gullibletraveler.com

Available Accommodation Available Accommodation alohal apartments

availahleroomsthailand.com availahleroomsswitzerland. conum alpineapartmeniregister.com lakesmountainsapartme nis.com
availahleroomszermatt.com availableaccommodationitaly.com apartmentausiria.com livignoapariments.com
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Spamming: Exam

B[(=]E3

2N WWW.LuxuryHotelsAmerica,com - Microsoft Internet Explorer |
¥

File Edit Wiew Fawarites Tools  Help

Address |:E:| hikep: f e uzcuryhotelsamerica. comy
wiw. Fairmont. corndtheplaza

Lol LEL=I LW £=) 10—

wi lemendienboston, com i, groey enorsfo, com,

vy melrozehotel com
vy fourseasons com,’

w fourseazons, com/piers,

wiwy, concorde-hotels. com

vy fourseasong. com

vy rnichelangelohotel. com

wan themarkhiotel com
v usure-hiobels-
resorts. comdnew-pork,
wna thealqonguin, het

Austria
austrianarlberg. com
lechaustnia, com
skiaustria. com
stubaiaustria, com
stantonauztia, com
tirolaustria. com
holidayzaustiia.com

Asia
bangkokthailand.com
pattayathailand. com
phuketthailand. com
travelthailand. com
aziandiveholidays. com
asianmp.d. com
mp3thailand. com

Activelifestyle Travel Network Domains

France
shifrance. com
holidayfrancaiz. com

Maps
alpineskimaps com
thailandgolfmaps. com

Luxury

luzuryalpinehotels. com
lusuryazianhobels. com
lusurygolfdestinations. com
luzurypachtholidays. com
lusuryhotelzamerica. com
lusuryhotelscanada. com
luzurvizlandrezorts. com
lusuryzki com

zanfrancizco

i inkercontingntal, conm

vy, huntingtonhotel. com

i mandarin-

oriental. comd sanfrancizco/

vy, prescotthobel, comdprhuniod

ltaly

anzhaitaly com
COUIMEYELT. COm
dolomitezitaly. com
livigrioitaly, com
zhiitaly, com
holidavzitaly. com

Last Minute
dive-lastminute. com

qolf-laztrinte, conm
holidays-lastminute. com
zki-laztminute, com

Audio

zhihear. com
teehear. com

Add vour hotel
to our database

FREE

Switzerland
junafraureqion, conm
ghizwitzerand. com
werbierswitzerland. com
Zermatt. carm
zermattzwitzerland. com
holidaysswitzerland. com

High Perform ance

for skiets

Eumesd your npeﬂaliumJ

P W P o

catered modern
chalet Direct
access to pistes,

real value
v, chalettournier. com,

Winter sports / La
Plagne

80 chalets &
apartments / 6-20p.
Last minute up to
40% discount

v holidaychalet.com

Alp Leisure Ltd
Frivate Luxury

Chalets 3 “allees
Skiing with
Freadar to

Choose
v, 3l pleisure. com

VerhierChalet.con

@ qo ko i, holidaychalet, com # Internet
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Sgamming: Introduction

/Spamming = misleading search engines to
obtain higher-than-deserved ranking

Very Large Data Bases ® Seoul, September 13, 2006 —/ 6



SBamming: Introduction

/Spamming = misleading search engines to
obtain higher-than-deserved ranking

Techniques
Spamming Hiding
Term Link Content Hiding Cloaking Redirection

/
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SBamming: Introduction

/Spamming = misleading search engines to

Techniques

/\

Spamming

PN

Term

Link spamming = building link structures
that boost PageRank score

Link

obtain higher-than-deserved ranking

Hiding
Content Hiding Cloaking Redirection

/

Very Large Data Bases @ Seoul, September 13, 2006
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Sgamming: Our Target

/ Detect pages that achieve high PageRank
through link spamming

/’
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ngeRank Contribution

e




ngeRank Contribution
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ngeRank Contribution

e
@
O O
@




ngeRank Contribution
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ngeRank Contribution
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ngeRank Contribution

/

Pt =2c2(1-c)/n+2c(1-c)/n
po‘=602(1—c)/n+c(1—c)/n/
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Spam Mass: Definition

/- Absolute mass

°* Amount (part) of am.=p, =5
PageRank coming

from spam '
8/

= Relative mass

* Fraction of PageRank _Po _ 5
coming from spam M- =5, =7
* More useful in practice /

Very Large Data Bases e Seoul, September 13, 2006 -/ 16



Sgam Mass: Estimation

/ Ideally...

Po

Very Large Data Bases @ Seoul, September 13, 2006



SBam Mass: Estimation

/ In practice...

( )—(»
o o o

= Approximate the set of good nodes by a
subset called good core /

Very Large Data Bases ® Seoul, September 13, 2006 —/ 18



Sgam Mass: Estimation

/ In practice...

(

‘ Po™ = Po-Po"
(

( Py’ (

( (

= Approximate the set of good nodes by a
subset called good core /

Very Large Data Bases ® Seoul, September 13, 2006 -/ 19



SBam Mass: Algorithm

1.
2.
3.

Create good core
Compute PageRank scores p, and p;*

Compute estimated relative mass m. as
(Pi—p") /P

4. For all pages 1 with large PageRank
Mark page as spam if m, > threshold

/

Very Large Data Bases ® Seoul, September 13, 2006 —/ 20




E;periments: Data

= Yahoo! web index = host graph
73.3M nodes
979M links

= Good core
High-quality web directory: 16,780
Governmental hosts: 55,320
Educational hosts: 434,000

Very Large Data Bases @ Seoul, September 13, 2006



E;periments: Data

= Sample
0.1% of nodes with PageRank > 10x minimum
892 nodes
Manually labeled good, spam

» Relative mass groups (approx. same size)
Group 1:44 samples with smallest rel. mass

/

Group 20: 40 samples with largest rel. mass

Very Large Data Bases ® Seoul, September 13, 2006 —/ 22



Experiments: Relative Mass
—

good
anomalous
100 II
é ‘\“\ spam
(7p]
(@]
: B
S 60
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o
>
o
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o) 40
o
e
@
n
20

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

. Sample group number
— 2
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Experiments: Relative Mass
—

/- Anomalies

e *.alibaba.com
* *.blogger.com.br
* Polish hosts = only 12 .pl in good core

Very Large Data Bases e Seoul, September 13, 2006 -/ 24



Experiments: Relative Mass
—

Total number of hosts above threshold

46,635
1 103,041
149,605
1 189,060
1 234,371
1 277,707
320,222
1 362,125
406,302
1 454,524
1 489,133

L
- 09 [ /Anomalous hosts excluded
o)
2 [
§ 0.8 [
Q
8 i
o 0.7
£
» !
W 06

05 [ Anomalous hosts included

098091084 0.76 066 056 045 034 0.23 0.1 0

Relative mass threshold

Very Large Data Bases @ Seoul, September 13, 2006



Eiperiments: Core Size

0.98 0.91 0.84 0.76 066 0.56 0.45 0.34 0.23 0.1 0]
0.8F & —eo— 100% core -
—=— 10% core ]
b —— <
S 0.7: -
(7))
O i _ .
) . —— it core :
o L q
3 0.6} -
© ' |
£ |
-|<7)J L
Ll : )
05F i
0.4 o [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] () N
098 0.91 084 0.76 066 0.56 0.45 0.34 0.23 0.1 0]
Relative mass threshold
Very Large Data Bases e Seoul, September 13, 2006 -/ 26



Rﬁlated Work

* PageRank analyses
[Bianchini+2005], [Langville+2004]

* Link spam analyses
[Baeza+2005], [Gyongyi+2005]

* Link spam detection

Statistics: [Fetterly+2004], [Benczur+2005]
Collusion detection: [Zhang+2004], [Wu+2005]

= TrustRank
[Gyongyi+2004], [Wu+2006] /

Very Large Data Bases ® Seoul, September 13, 2006 —/ 27



Conclusions
—

ﬂ Search engine spamming
Manipulation of search engine ranking
Focus on link spamming

= Spam mass
~ PageRank contribution of spam
Useful in link spam detection

= Strong experimental results

Virtually 100% of top 47K nodes spam
94% of top 105K nodes spam

Very Large Data Bases @ Seoul, September 13, 2006



Li/nk Spamming: Model

/- Spam farm

Very Large Data Bases ® Seoul, September 13, 2006



Li/nk Spamming: Model

/- Spam farm

1. Target node

Very Large Data Bases ® Seoul, September 13, 2006



Li/nk Spamming: Model

ﬂ Spam farm

Target node

Boosting nodes

Very Large Data Bases @ Seoul, September 13, 2006



Li/nk Spamming: Model

ﬂ Spam farm

Target node
Boosting nodes

Hijacked links from ¢,
good nodes

Comments

Great pictures! See my S,
vacation. (by

)

Very Large Data Bases @ Seoul, September 13, 2006



Li/nk Spamming: Model

/- Spam farm alliances

Very Large Data Bases ® Seoul, September 13, 2006



ngeRank

= Probabilistic model: p=cU"p+(1-c)v
U = U(T, v) stochastic transition matrix
lv| = 1

* Linearmodel: (/I—-c T p=(1-c)v
No adjustment for nodes without outlinks
(transition matrix T has all-zero rows)

Advantages
—Forp=PR(v)andv=v,+v, p=p,+ p,where

ps = PR(v;) and p, = PR(v,) /

— Faster to compute

Very Large Data Bases ® Seoul, September 13, 2006 —/ 34



ngeRank Contribution

= Walk W from xto y: X = X4, X4, «.o; X, =Y
Weight (W) = out(x,) =" - - - out(x, _4)
= Contribution of x to y over W.:
ckmT(W)(1—-c)/n
= PageRank contribution p * of x to y—over
all walks
Possibly infinite # of walks if there are cycles
p,*= PR(random jump to x only)

« See also [Jeh+2003] /

Very Large Data Bases @ Seoul, September 13, 2006 — 35
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