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ABSTRACT

Data is considered one of the most valuable assets for organiza-
tions, leading to ever-increasing demands for its availability, con-
sistency, and reliability. However, data-centric applications, such as
databases, are often vulnerable to faults stemming from both inter-
nal factors, such as software bugs, and external factors, like power
failures. Consequently, ensuring fault tolerance in these systems
presents a critical challenge.

This Ph.D. thesis aims to research a new generation of method-
ologies and tools for effectively and automatically assessing the
fault tolerance of complex data-centric software systems. First, ad-
dressing this challenge requires navigating a wide range of issues.
Modern systems are increasingly complex and non-deterministic,
making it difficult to analyze faults and reproduce failures. Second,
existing fault injection tools often lack a balanced approach be-
tween exploration and targeted testing, provide limited root cause
insights, and pose trade-offs between fault coverage and perfor-
mance. Addressing these limitations is crucial to make vulnerability
detection and resolution more practical and effective.

Finally, although there is a substantial body of research on stor-
age fault injection, the field remains highly fragmented. This lack
of systematization makes it difficult for testers to identify the most
suitable techniques for their use cases or to understand how differ-
ent tools can complement each other.
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1 INTRODUCTION

Data integrity refers to the accuracy, consistency, and reliability of
data throughout its lifecycle—during storage, retrieval, and trans-
mission. Data-centric systems, such as databases, are fundamentally
built around maintaining data integrity, as their primary role is
to store, update, and retrieve data correctly. Many of these sys-
tems, especially those implementing strong guarantees like ACID
(atomicity, consistency, isolation, durability), must uphold strict
standards of correctness in environments that are filled with poten-
tial faults [1].

Because modern software is composed by many components, the
failure of an individual component may not imply a system-level
failure unless the erroneous state becomes externally visible. The
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underlying cause of a failure is a fault. Faults can arise from hard-
ware malfunctions, software bugs, or external factors such as power
failures and environmental conditions. These faults can manifest in
different ways, including data corruption, or data loss. Particularly
concerning cases are those of silent data corruption, where systems
return wrong data to users or other software components without
raising any explicit error or warning [8, 19]. In order to design
robust systems, it is essential to understand the nature of these
faults, their causes, and their potential impact on storage systems
and applications.

Among the most harmful and concerning faults are storage-
related faults [8]. The expectation when data is written to storage is
that it will remain unchanged, uncorrupted, and faithfully represent
the application’s intended state. However, this assumption is fre-
quently challenged in real-world scenarios. Applications typically
rely on several assumptions: (i) that stored data will not undergo
unintended modifications; (ii) that data consistency is preserved
across storage layers unless explicitly relaxed by the system’s de-
sign (as in eventual consistency models); (iii) that data will persist
reliably despite crashes or power failures; and (iv) that storage op-
erations are atomic, either fully completed or not performed at all,
thus avoiding partial writes.

Violations of any of these assumptions can result in subtle yet
severe faults within data-centric applications. Such faults may go
undetected for extended periods, further compounding their impact.
As a result, ensuring data integrity in the presence of diverse and
often unpredictable storage faults remains a fundamental require-
ment for the development of resilient and dependable systems.

1.1 Challenges

There is already a substantial body of work on storage fault injec-
tion, encompassing a wide range of tools that introduce different
types of faults, employ diverse strategies for uncovering vulnera-
bilities in fault-tolerance mechanisms, and produce varied forms of
reports from fault injection experiments [2—4, 6-9, 12, 15, 17, 21—
23]. Due to this diversity, there is a pressing need for a systematic
organization of this knowledge. The field’s contributions are spread
out, meaning that such systematization would help researchers
and practitioners understand how these tools can complement one
another, identify the scenarios in which each tool is most effective,
help understand how these tools fit within workflows and highlight
opportunities for advancing the field.

Fault injection tools face several critical challenges, which are
worsened by the increasing complexity of modern systems. Modern
software systems are composed of multiple interacting layers, in-
cluding storage subsystems, caching mechanisms, buffering strate-
gies, and I/O reordering techniques, all of which contribute to the
difficulty of reasoning about fault tolerance and the correctness of
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the implemented mechanisms [5]. These layers introduce subtle in-
teractions that may only surface under specific conditions, making
faults both harder to trigger and more complex to analyze.

Non-determinism. Non-deterministic behaviors such as thread
interleaving, message reordering, and asynchronous disk opera-
tions introduce uncertainty. These sources of non-determinism
complicate the task of reproducing failures, which is essential for
understanding and fixing vulnerabilities exposed through fault in-
jection [24].

Explainability. Many tools struggle not only to expose faults
consistently, but also to provide meaningful insights into their
root causes. Without detailed diagnostic information, developers
may find it challenging to interpret fault injection results or make
informed decisions about improving system robustness.

Scope and performance. Many fault injection tools impose a trade-
off between fault coverage and performance. Tools that achieve high
fault coverage often incur the problem of state-space explosion [7],
which can discourage developers from using them in real-world
development or deployment environments. This performance im-
pact, combined with limited root-cause analysis and the intrinsic
complexity of modern systems, represents a substantial barrier to
the practical adoption of fault injection in day-to-day software
engineering workflows.

The primary focus of this Ph.D. research is to develop novel
methodologies and tools for fault injection aimed at improving the
robustness and dependability of data-centric systems. This work
seeks to address the key limitations identified in the current state
of the art, offering practical solutions to enhance fault detection,
analysis, and resilience.

2 STATE OF THE ART

In recent decades, a significant number of fault injection tools and
techniques have been developed and implemented. Typically, the
fault models of these tools vary, e.g., they target different types
of vulnerabilities. These differences often make these tools com-
plementary, a fact acknowledged in several research studies. This
suggests that many of these tools serve distinct yet interconnected
purposes and can be effectively integrated.

Fault injection tools follow a structured sequence of operations
that include finding, reproducing, and explaining bugs. Different
tools may contribute to different stages within this pipeline, each
fulfilling a unique role in the overall fault injection process. Un-
derstanding how these tools interact and complement one another
not only reveals their collective strengths but also uncovers gaps
in the current state of the art, offering valuable insights into areas
requiring further research and development. Figure 1 illustrates a
representation of a generic fault injection pipeline.

Among the presented activities , bug finding Figure 1-(1) is the
primary focus of most fault injection tools. These tools systemat-
ically inject faults into a system to perturb its normal execution,
forcing it to explore different execution paths that may reveal hid-
den bugs. This process can be called exploration, as the tool tries
to explore the system’s vulnerabilities. The effectiveness of a fault
injection tool in bug finding mostly depends on its search strategy.
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Figure 1: Overview of the fault injection pipeline, highlight-
ing the stages of bug finding, reproduction, and explanation.

Tools employ different search strategies to determine where and
when to inject faults. Some use random injection [11, 23], while
others apply heuristics [13, 14] or systematic fault exploration to
maximize coverage [3, 12, 18, 21]. Ideally, the optimal search strat-
egy efficiently uncovers all vulnerabilities with minimal failed at-
tempts or redundant tests. A common problem in exploration is
the state space explosion, where the number of possible states
grows exponentially, making it challenging to explore all possible
paths [12, 15, 21, 22]. The level of automation of exploration also
varies as some tools require users to specify a workload, while
others automatically generate workloads and/or refine input gener-
ation dynamically to increase the likelihood of triggering bugs.

Once a bug is detected, the tool provides output that informs the
user about the discovered issue. This output may include details
such as the stack trace, the specific input that triggered the bug,
or the system state at the time of failure. This information might
be crucial for bug reproducibility Figure 1-(2), which involves
repeating the test that led to the bug. Reproducing a bug is one
of the most crucial steps in debugging. By reproducing the issue,
developers can analyze system behavior and identify the root cause.

Reproducing a bug is often challenging, with developers spend-
ing a significant portion of their debugging time simply trying to
replicate failures [24]. Most bugs arise from unexpected event or-
derings (e.g., messages, I/O) within a system, and recreating the
conditions that led to the bug is often very challenging, especially
in systems with complex interactions. This non-determinism that is
inherent to many systems makes reproducing bugs a difficult task.

Bug reproduction is also critical in production testing to to con-
firm that fixes work [24]. In the process of reproducing a bug, there
are two distinct approaches. The first approach involves tools that
focus on finding a strategy to reproduce a specific bug [17]. These
tools inject faults strategically to find a way to replicate a known



failure. Their goal is not broad vulnerability discovery but rather
the precise replication of a particular issue.

The second approach includes tools that operate based on a pre-
defined configuration to reproduce a specific bug [19, 20]. This
configuration can either be manually provided by the user or au-
tomatically generated by the tool itself, particularly if the tool
previously performed a bug-finding phase. In this case, the tool
leverages prior knowledge of system vulnerabilities to systemati-
cally recreate the conditions that led to a given failure. One example
of this type of tool is record-and-replay tools, which record all of
the system’s execution and replay it to reproduce the bug [10].

Once a bug can be reliably reproduced, the next step is to pinpoint
its root cause. This involves identifying the exact conditions that
trigger the failure and understanding the sequence of events leading
to it. However, diagnosing a bug is not just about finding its source
since it is equally important to explain how the root cause leads to
the failure and how it propagates through the system.

To address this need, we identified bug explanation Figure 1-(3)
as the final stage in the fault injection pipeline. This stage aims to
provide a comprehensive understanding of the bug’s root cause, its
impact, and how it propagates through the system.

Bug explanation involves analyzing various system aspects, in-
cluding interactions between components, data flow, and system
state transitions. The goal is not only to identify the initial trigger
but also to trace how the bug manifests across different layers of
the system. This analysis helps determine the points at which the
failure could have been prevented and the most effective approach
for fixing the issue.

The primary focus of this Ph.D. thesis is to develop novel method-
ologies for fault injection aimed at improving the robustness and
dependability of data-centric systems. While formal software verifi-
cation is not the central objective of this thesis, we acknowledge its
value in the context of fault injection. Therefore, we will consider
its potential application in concrete scenarios, such as verifying the
correctness of system behavior after injecting faults.

3 OBJECTIVES

The state of the art highlights three fundamental challenges, but
there is still confusion regarding the properties and capabilities of
existing tools, such as whether they allow bug reproducibility and
what type of reports on bugs they provide.

Therefore, the first goal of this Ph.D. is to provide the first com-
prehensive systematization review of fault-injection tools and a
novel taxonomy that will allow academia and industry to better
understand how existing tools complement and the research gaps
still to be addressed. Then, we will make specific contributions for
the challenges highlighted in Section 1.1.

More generally, this Ph.D. aims to advance the state of the art in
fault injection by developing a new generation of methodologies
and tools for assessing the fault tolerance of data-centric systems.
The following steps outline the main directions of this work.

The first step involves the development of an automated and
comprehensive solution for fault assessment. Current tools in the
literature typically struggle to strike a balance between broad explo-
ration and targeted fault injection. They either focus on randomly
injecting a large number of faults, making it hard to understand

and reproduce bugs, or they do targeted fault injection for very
specific types of faults, sometimes requiring a deeper knowledge
of the system being tested. This Ph.D. proposes a hybrid approach
that combines the strengths of both strategies. In particular, the
proposed methodology will enable the exploration of potential
vulnerabilities without prior system knowledge by employing
techniques such as dynamic analysis to inspect code and execution
flow. Once potential vulnerabilities are discovered, users will be
able to narrow down and reproduce these issues through targeted
fault injection. This capability is critical for enabling developers to
isolate the root causes of faults and apply effective fixes.

Ensuring both soundness and completeness in this process will be
a core objective. A sound methodology must accurately reproduce
faults, while a complete one should detect a wide range of possible
vulnerabilities. Existing tools are often restricted in the types of
faults they consider, for instance, some focus solely on network-
level issues, while others focus on storage problems. This thesis will
build on prior work [19] by progressively introducing a broader
variety of fault types, enabling more thorough coverage of potential
failure scenarios.

The next focus of this research will be controlling non deter-
minism during testing. As systems grow more complex, especially
in distributed environments, non-deterministic behaviors such as
thread interleaving, asynchronous I/O, and message reordering
make it difficult to consistently reproduce and analyze faults. To ad-
dress this challenge, the proposed work will explore techniques for
minimizing variability across test runs. This includes strategies for
controlling disk persistence, network transmission, and internal op-
eration ordering. In distributed systems, reducing non-determinism
is particularly challenging due to the need for inter-node coordina-
tion. Consequently, this work will explore advanced observability
and event correlation techniques such as context propagation [16]
combined with fault injection.

Another key step will be enhancing the explainability of detected
vulnerabilities. Fault injection is most effective when it not only
exposes errors but also provides insight into their root causes. Cur-
rent tools often fall short in this regard, offering limited contextual
information. This work will aim to improve root cause analysis by
collecting and correlating data from multiple system layers during
and after fault injection. This will involve using current observabil-
ity and monitoring techniques to support fault injection and better
explain bugs.

Through these steps, this research aspires to significantly im-
prove the effectiveness of fault injection as a methodology to ensure
the robustness and dependability of modern data-centric systems.

4 WORK IN PROGRESS

This research builds upon our previous work, LazyFS [19], which
is already integrated into the first year of my Ph.D. studies. LazyFS
is a FUSE-based fault injection framework specifically designed to
simplify the debugging and reproduction of complex data durability
bugs that arise during crash scenarios in systems such as databases,
key-value stores, and blockchain platforms.

LazyFS has been used to multiple widely-used systems. Through
this evaluation, LazyFS successfully reproduced 12 previously re-
ported bugs and uncovered 8 new bugs. The tool operates as a



passthrough I/O layer between the System Under Test (SUT) and a
persistent file system backend (e.g., ext4), intercepting and manag-
ing file system operations.

The key innovation in LazyFS lies in its control over the operating
system page cache. Unlike standard Linux file systems, LazyFS does
not perform background flushes. Instead, data written by the SUT
is held in LazyFS’s internal cache and only flushed to the backend
file system when an explicit synchronization operation (e.g., fsync)
is issued by the SUT. This controlled flushing enables LazyFS to
simulate crash scenarios involving lost or torn writes.

Users can specify fault injection policies, including the type,
timing, and location of faults, allowing LazyFS to deliberately cause
full or partial data loss of unflushed writes. The tool then enables
developers to analyze system behavior under these fault conditions
by inspecting resulting inconsistencies or errors, thus supporting a
detailed investigation into crash consistency violations.

Through its ability to reproduce realistic crash-consistency faults
and support detailed failure analysis, LazyFS provides a valuable
foundation for advancing fault injection methodologies targeting
data-centric systems. Currently, we are expanding the range of
faults that LazyFS can inject and automating the process of vulner-
ability exploration.
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