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ABSTRACT
Large-scale, highly-interconnected networks pervade both our society and the natural world around us. Uncertainty, on the other
hand, is inherent in the underlying data due to a variety of reasons,
such as noisy measurements, lack of precise information needs, inference and prediction models, or explicit manipulation, e.g., for
privacy purposes. Therefore, uncertain, or probabilistic, graphs are
increasingly used to represent noisy linked data in many emerging application scenarios, and they have recently become a hot
topic in the database research community. While many classical graph algorithms such as reachability and shortest path queries
become #P-complete, and hence, more expensive in uncertain
graphs; various complex queries are also emerging over uncertain
networks, such as pattern matching, information diffusion, and influence maximization queries. In this tutorial, we discuss the sources
of uncertain graphs and their applications, uncertainty modeling,
as well as the complexities and algorithmic advances on uncertain
graphs processing in the context of both classical and emerging
graph queries. We emphasize the current challenges and highlight
some future research directions.

1.

INTRODUCTION

With the advent of the Internet and the mobile technology, availability of network data have increased dramatically, including the
World-Wide Web, social networks, information networks, traffic
networks, genome databases, knowledge graphs, medical and government records. Such data are often represented as attributed graphs,
where nodes are entities and edges represent relations among these
entities. However, uncertainty is evident in graph data due to a
variety of reasons, such as noisy measurements, inconsistent, incorrect, and possibly ambiguous information sources, lack of precise information needs, inference and prediction models, or explicit
manipulation, e.g., for privacy purposes [2, 1, 3]. In these cases,
data is represented as an uncertain graph, that is, a graph whose
nodes, edges, and attributes are accompanied with a probability of
existence. With the popularity of uncertain data, uncertain graphs
are increasingly becoming important in many emerging application
domains including biological networks [16], knowledge bases [4],

social networks [22], viral marketing [9], road networks [6], crowd
sourcing [18], among many others.
Given such popularity of graphs and uncertain data in database
research, coupled with the wide variety of works that have been
done in the domain of uncertain graphs, our tutorial on uncertain
graphs modeling and queries is very relevant. While there are many
surveys in the domain of graphs [10, 8] and also in uncertain data
management [2, 14], the number of such tutorials and surveys in
the areas of uncertain graphs is very few [1, 5], and they were often targeted towards specific sub-problems (e.g., influence maximization [5]), or towards specific sub-areas (e.g., social networks
[1]). Hence, our tutorial would be of great interest to the broader
database community.

1.1 Tutorial Outline
1 Introduction
1.1 Data as uncertain graphs
-Sources of uncertain graphs
-What is uncertain
1.2 Applications of uncertain graphs
2 Modeling of uncertain graphs
2.1 Independent probabilities
2.2 Conditional probabilities
3 Challenges in uncertain graphs processing
4 Queries over uncertain graphs
4.1 Classical and emerging graph queries
4.2 Reliability queries: reachability,
shortest path, and nearest neighbor
4.2 Pattern matching queries
4.3 Similarity queries
4.3 Influence maximization
5 Open Problems
5.1 Good possible worlds
5.2 Scalability vs. accuracy
5.3 Novel queries: centrality,
partitioning of uncertain graphs
5.4 Datasets and benchmarks
Time. The intended length of our tutorial is 1.5 hours.
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2. MODELING OF UNCERTAIN GRAPHS
In an uncertain, or probabilistic, graph, uncertainty can be associated with any one or multiple of the following components, i.e.,
edge uncertainty, node uncertainty, and attribute uncertainty.

2.1 Uncertainty Models
Independent Probabilities. The bulk of the literature on uncertain graphs assumes the existence of the components in the graph
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solve the influence maximization problem [9], as well as information diffusion in the presence of multiple campaigners.

independent from one another, and interprets uncertain graphs according to the well-known possible-world semantics [7, 15]. For
example, an uncertain graph with m edges yields 2m possible deterministic graphs, which are derived by sampling independently
each edge with its corresponding probability.
Correlated Probabilities. While the independent model discussed
above is one of the simplest possible way to deal with uncertainty in
graph databases, it naturally ignores the correlations among various
graph components. For example, in a traffic network, if a road is
crowded at a certain point of time, most likely the road in the next
intersection would also be crowded. The independent model fails to
consider these relationships. There are a few works that model such
correlations with conditional probabilities, e.g., [15, 12]; however,
this also incurs additional complexity in the problem.

4. MAJOR OPEN PROBLEMS
We conclude by discussing the current challenges and some interesting future research directions.
• Is it possible to pre-compute a good possible world [13] for
various kinds of uncertain graph queries?
• Since an exact computation is often infeasible over largescale uncertain graphs, it is important to identify the application areas and their specific requirements, e.g. efficiency
vs. effectiveness, false positive vs. false negative rates etc.,
and the algorithm-specific parameters to tune these results.
• With the emergence of uncertain graph applications, it is also
important to re-define the semantics of many classical graph
operations, e.g., centrality measure and graph partitioning.

2.2 Challenges
The challenges in uncertain graph processing are both semantics and computation driven. From the perspective of the semantics, there is no uniform model of uncertain graphs; rather assignment and interpretation of the probabilities must be application
specific. For example, how can we define the shortest path between two nodes in an uncertain graph? The definition could depend on the application and the specific uncertainty semantic [15];
and therefore, the techniques for processing of uncertain graphs
would also vary. From the computation perspective, while many
graph algorithms such as subgraph isomorphism are intrinsically
hard problems, even the simplest graph algorithms such as reachability and shortest path queries become #P-complete; and hence,
more expensive over uncertain graphs. Therefore, exact computation is almost infeasible with today’s large-scale graph data and
focus now-a-days is towards designing approximation algorithms
with efficient sampling, indexing, and filtering strategies.
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QUERIES OVER UNCERTAIN GRAPHS

3.1 Reliability Queries
A fundamental problem on uncertain graphs is reliability, which
deals with the probability of nodes being reachable one from another. Due to #P-completeness of the problem [17], we shall discuss both Monte-Carlo sampling and RHT[7] sampling in this tutorial. In addition, we shall discuss several novel distance metrics
over uncertain graphs introduced in [15], as well as efficient algorithms for answering shortest path queries over uncertain graphs.

3.2 Pattern Matching Queries
Pattern matching queries over uncertain networks identify all occurrences of a query graph in an uncertain graph with probability
of existence more than a predefined threshold. We shall present
state-of-the-art indexing and pruning techniques [12, 11, 21, 19]
for pattern matching queries over uncertain graphs.

3.3 Similarity-based Search
Other than exact match, similarity search over uncertain graphs
is widely used in many real application fields, such as RDF data
analysis and predication in biological interaction graphs. We will
present the solution framework together with the detailed techniques
[20] for subgraph similarity search on uncertain graphs.

3.4 Influence Maximization
Influence maximization aims at finding a set of seed nodes that
generates the largest expected information cascade in a social network. We shall discuss various information diffusion models, approximation algorithms with provable performance guarantees to
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