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ABSTRACT

We address the problem of publishing a Na've Bayesian #ass
(NBC) or, equivalently, publishing the necessary viewdbigitding
an NBC, while protecting privacy of the individuals who pided
the training data. Our approach completely preserves thigracy
of the original classi er, and thus signi cantly improves current
approaches, such as randomization or anonymization, veipth
cally degrade accuracy to preserve privacy. Current quieny-se-
curity checkers address the question of "Is the view safalitigh?'
and are computationally expensive (oftef-complete). Here in-
stead, we tackle the question of "How to make a view safe te pub
lish?' and propose a linear-time algorithm to publish saf@ON
enabling views.

We rst show that a simple measure that restricts the rates b
tween the published NBC statistics is suf cient to prevamt Breach
of privacy. Then, we propose a linear-time algorithm to ecéahis
measure by producing perturbed statistics that assure(Batidli-
viduals' privacy, and (ii) a classi er that behaves in thersaway
as the NBC trained on the original data. By carefully exgress
the derived statistics using rational numbers, we canyepaduce
synthetic (sanitized) datasets. Thus, for any given dgtegepro-
duce another dataset that is secure to publish (w.r.t. anmiprior)
and achieves the same classi cation accuracy. Finally, xtenel
our results by providing suf cient conditions to cope wittbérary
(non-uniform prior) distributions, and we validate theffeetive-
ness in practice through experiments on real-world data.

1. INTRODUCTION

Recent advances in digitized information has led to escalaff
global concerns on individuals' privacy [3, 2, 1]. PrivaByeserving
Data Mining (PPDM) has been proposed to address these cancer
However, we are now facing con icting goals: On one hand,r® p
tect the privacy of the individuals whose sensitive infotiom is
present in our database, we should not disseminate sudbedeta
On the other hand, many other legitimate users/applicaittam
bene t from such data. For example, studying and mining medi
cal records, consumers' behavior or insurance history lajyats
can often lead to invaluable statistical knowledge whichebis
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the society at large. PPDM methods seek to achieve theseédene
without compromising privacy.

Scenarios.Privacy-preserving methods can be applied during (i)
the data collection phase, (ii) the data publishing phaséiithe
data mining phase:

(i) Individuals may not trust any parties except themsebes
therefore they perturb their sensitive data before subgitt
it to the server that does the publishing or the mining.

(ii) In a database-publishing scenario, a trusted partgsithe
individual records, and it either performs some pertudrati
over the raw data before publishing it, or it only publishes
parts (views) of it.

(iii) The trusted party that holds individuals' data comgsithe
mining models locally; then, instead of publishing the erig
inal data or even an anonymized/perturbed version of it, the
trusted party only publishes the mining results—while mak-
ing sure that the publication of these results does not com-
promise privacy.

While our work uses several techniques adapted from sae(igyri
its objectives are aligned with (iii), as illustrated by tielowing
example.

Privacy breaches when publishing NBCsConsider a database
schemal = hAdr; Age; Sal i, where the address eld can be ei-
ther Westwood Blvd.\V) or Palms St.R), and age is eithe30 or
40. The sensitive attribute is annual salary, which is eit&K
or $70K . Assume that we want to publish (or train) an NBC over
this database, such that giviedr; Age i the model can predict the
person's salary; this means vieWsdr; Sal i andhAge; Sali must
be releaseld—or alternatively, the counts of all such pairs from
which these views can be built. The views in question are show
in Figure 1(a). The intended users will invoke the NBC foranul
(see eq.(2) in Section 3) to build a Bayesian classi er. Hasve
malicious user Bob, who is trying to breach the privacy ofcali
(she was part of the training data), will instead generdt@as-
sible instances that are consistent with his additionairmation
that Alice lives on Westwood and that she is in Hés?. Thus,
Bob will obtain instancesd; to dig, shown in Figure 1(a).Then,
for eachd;, Bob counts the ratio of the tuplésV; 40, 70K i over
those that hav@W; 40i in their rst two columns (all possible tu-
ples that match his info about Alice). Thus, Bob géts for d1,
3=4 for d;; d3; ds; ds, and1 for all the others (i.eds to dio). Fi-
nally, by averaging thesk0 different ratios, Bob infers that with a
probability of %(4=5 +4 3=4+5 1) =188% Alice earns a

!We call such views NBC-enabling views—Section 3.

2In general, Bob does not need to know all the attributes afeAli
to breach her privacy.



Published Views

All consistent instances with

adrsal (T1), Agesalary (T1) d1 d2 ds da ds

; ; W; 40; 70K W, 40; 70K W, 40; 70K W, 40; 70K W; 30; 70K

W; 70K  40; 70K W; 40; 70K W; 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K

W; 70K  40; 70K W; 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K W; 40; 70K

W; 70K  40; 70K W; 40; 70K W; 30; 70K W; 40; 70K W; 40; 70K W; 40; 70K

P;70K  30; 70K P; 30; 70K P; 40; 70K P; 40; 70K P; 40; 70K P; 40; 70K

W; 50K  40; 50K W; 40; 50K W; 40; 50K W; 40; 50K W; 40; 50K W; 40; 50K

P;50K  30; 50K P; 30; 50K P; 30; 50K P; 30; 50K P; 30; 50K P; 30; 50K

des d7 ds dy dio

W, 40; 70K W, 40; 70K W, 40; 70K W, 40; 70K W; 30; 70K

W; 40; 70K W; 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K

W; 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K W; 40; 70K

W; 40; 70K W; 30; 70K W; 40; 70K W; 40; 70K W; 40; 70K

P; 30; 70K P; 40; 70K P; 40; 70K P; 40; 70K P; 40; 70K

W; 30; 50K W; 30; 50K W; 30; 50K W; 30; 50K W; 30; 50K

P; 40; 50K P; 40; 50K P; 40; 50K P; 40; 50K P; 40; 50K

(a) View setV; and all its possible worlds
Published Views All consistent instances withi,
Adr;Sal (TZ) » _Age;Sal (TZ) dO d02 d03 dDA dos doe

; ; W; 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K W; 40; 70K W; 30; 70K
W; 70K 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K W; 40; 70K W; 30; 70K W; 40; 70K
P; 70K  30; 70K P; 30; 70K P; 40; 70K P; 40; 70K P; 30; 70K P; 40; 70K P; 40; 70K
W; 50K  40; 50K W; 40; 50K W; 40; 50K W; 40; 50K W; 30; 50K W; 30; 50K W; 30; 50K
P;50K  30; 50K P; 30; 50K P; 30; 50K P; 30; 50K P; 40; 50K P; 40; 50K P; 40; 50K

(b) View setV, and all its possible worlds

Figure 1: NBC-enabling views for two tiny databases and theicorresponding worlds

70K salary. Bob could have a prior knowledge, e.g. he knew the on some individuals. The goal is to publish an NBC model (Whic

overall distribution of salaries, but not the dependencsatdry on
other attributes This assumption is solely for the sake isfakam-
ple. In general, we do not restrict Bob's prior knowledge ug hif

his prior belief on Alice earning0K was% = 71%, after seeing
those views, there would be a signi cant breach of Alice'wacy

(from 71%to 88%).

consists of NBC-enabling views or counts, described iniSe®),
such that the privacy of the individuals who provided ouimtirey
data is protected. The privacy guarantees that we provicedre
the well-known notions of no privacy breach [14] andloseness [24],
which we reformulate for the case of view publishing.

Attack model. The computational power of the attacker consists

Now instead, suppose that the views in question were the onesof considering all possible worlds that are consistent withset of
shown in Figure 1(b), and Bob did the same exhaustive computa published views, and then counting the number of tupledtbiahe

tion over all possible instances, shownddsto d% in Figure 1(b).

In this case, the ratio of the tupleg/; 40; 70K i over all the tuples
havinghw; 40i averaged oved®y;  ;d% is §(2=3+1=2+1=2+
1+1+1)=78% . Comparing these two sets of NBC-enabling
views, clearly the latter case was safer to publish as it ordyed
Bob's prior knowledge fron71%to 78% instead oB8%in case of
the former set of views. As discussed later, privacy breadh i

a measure that limits the amount of additional knowledge ttia
attacker can obtain from the published data.

The key observation to be made is that although these twaokets
viewsV; andV; (Figure 1) are so different in terms of privacy, the
two NBCs built from them, will still return the same results iny
tuple to be classi ed. For example if the test inputi; 30i, the

NBC built onV; predicts the class label &K becauseséé <

2 The prediction from the second classi er (built &) is
agaln 50K becauseB (A review of NBC formula is

is interested in, to compute the probability of the desinatijTate.

Previous work has focused on the privacy breach risk that-is i
herent in publishing a black-box predictor, i.e., proviglihe pub-
lic with the functionality of making predictions, while cqietely
concealing the mechanisms and statistics by which they ere d
rived (see discussion in [17], and Section 2). Here, we agsum
the risk of publishing a black-box predictor was deemed jiece
able, but then the black box proved impractical (e.g., ccwaimn-
ally intractable[16]). Therefore, this paper tackles thestion of
whether, rather than the mythical black box, we can instéadge
the simplest of classi ers, i.e., an NBC, and still offer tteme pri-
vacy guarantees.

Contributions. By reformulating the notion of privacy breach
in the context of view publishing, we derive suf cient cotidns
that are independent from (i) the predicate that the attaiskaf-
ter, and (ii) the amount of his prior knowledge about the viti

given in Section 3, see eq (2) ). The reader can also check theual's attributes. Said conditions also guarantee thatttiaeker can

consistency of these two classi ers for all other possibiguits.
Despite its simple formulation, NBC has proved to be one ef th
most effective classi ers in practice and in theory [12].W&yer, as
suggested by the above example, given an unsafe NBC, it §-pos
ble to nd an equivalent one that is safer to publish. In shitw ob-
jective of this paper is determining whether a set of NBChkéing
views are safe to publish (against the aforementioned ctatipn
by Bob), and if not, how to nd a secure database that prodtiues
same NBC model.
Problem statement. In this paper, we assume a single trusted
party who has a dataset containing sensitive personalniaon

3A brute-force decision procedure for checking the equivedeof
two classi ers is exponential, but later we proposed a liftgae
algorithm that guarantees their equivalence.

never gain knowledge on an individual's sensitive-attigb(class
label) in excess of the specied privacy limit. Thus, for NBC
enabling views, we show that total privacy (i.e., elimioatiof
privacy breaches) can always be enforced when the backgroun
knowledge is uniform, while retaining perfect utility inrtes of the
NBC accuracy. We extend our results by providing suf cieah¢
ditions to cope with arbitrary (non-uniform) distributignand we
validate their effectiveness in practice through expentsen real-
world data. We propose a simple and ef cient (i.e., lingene)
algorithm for transforming a given set of NBC-enabling viewwto
another set of views that (i) guarantees the required prilael,
(i) imposes no accuracy loss in terms of building an NBC il
general-purpose techniques, such as randomizatiok-andnymity).
Overview of the paper. The rest of this is organized as fol-
lows. After reviewing related work in Section 2, we providbraef



background on NBC in Section 3. In Section 4 we reformulage th
notion of row-level privacy breach [14] to suit view publisg,
followed by our results on safety conditions in Section 5r @st
algorithm for uniform distributions is proposed in Sect@mwhich

is extended for arbitrary distributions in Section 7. Finah Sec-
tion 8, we validate the effectiveness of our algorithms af-veorld
data. We conclude in Section 9.

2. RELATED WORK

We brie y discuss closely related lines of prior work to d¢fgr
the context of our result—for a more general survey see [8d] a
references within.

Perturbation Methods. Such methods come in two avors.

1. General-purpose approachesnclude but are not limited to
randomization [4, 15, 25, 13k-anonymity [33],I-diversity [26].
Here, the goal is to guarantee the requested privacy levgehy
eralization, obfuscating, randomizing, permutation,psapsion or
sanitization while minimizing the information loss. Seakeat-
tacks have been proposed against such approaches(e.gfof26]
k-anonymity, [19, 18, 30] for randomization), and they fae e
ciency issues as well (e.g. [27] f&ranonymity and [5] for ran-
domization). However, generic information-theoretic sweas of
error in the raw data are suf cient but not necessary coonsifor
high accuracy of particular mining models. Thus, while therfer

is not possible in some cases [32], the latter might be stilsible.
As a usual trade-off, accuracy loss is a downside of aforéoresd
general-purpose methods—see Section 8.2.

2. Ad-hoc methodsare designed for a particular mining algorithm.
They suppress or sanitize those parts of the model thattgipla
vacy before publishing it. For example [7, 36] are for freofue
pattern mining.

Query-View safety checking.A pioneering work here is [28]
that addressed the query-view security problem, consigettie
sensitive information as a set of secret views (or querids)se
safety must be checked once other views or query resultsuére p
lished. However, their measure of perfect security is verigts
requiring that prior and posterior knowledge of the attaakest
remain exactly the same after publishing the views whichlttig/s
many practically acceptable cases. Similar problems ftaldese
publishing and integration systems have been studied ind1JL
In particular, the “Guarantee 3' in [31] is more similar tor @s-
sumption, as it ensures that an attacker who lacks othernexte
knowledge about the possible sources cannot learn anytidng.
Violation of k-anonymity in view publishing was studied in [39]. In
such approaches the complexity is usually prohibitive, derid-
ing this problem for conjunctive views ish-complete [28]. More-
over, their result is a “safe/unsafe’ answer, and does moiige a
method for making the view safe to publish without loosinfpin
mation. In this paper we consider simpler views (NBC-emapli
views) but provide an ef cient algorithm to make them safe.

Privacy breach. We extend the existing notion of privacy breach
introduced by Ev mievski et al. [14], which relates the aftar's
prior/posterior beliefs before/after seeing the pertdrtata. Ev-

mievski et al. assume that each individual publishes hen dur
ple after applying some perturbation methods. However,un o
context, individuals have trusted a single data publisiven is in
charge of perturbing the entire database before publishiAgdso,
our algorithms are deterministic, while they exploit prbitiatic
methods (e.g, randomization). However, there is still @&loon-
nection between the two. In particular, our Lemma 2 corredpo
to Statement 1 in [14], where theircorresponds to our. Fur-
thermore, previous work on prior/posterior informatiooyed that
no anonymization can achieve both privacy and utility whiea t

attacker's prior knowledge is already too large [32].

Mining result privacy. Reference [17] addresses the question
of "when can a classi er be published (to be freely invokedhw
out violating privacy?'. However, it assumes that the dlasgan
be published as a black-box whose inside representatiaorotae
seen. Similarly, [16] proposes a multi-party approach izl
a separate rule for all possible tuples. Representing an BB&
rule-based classi er involves an exponential number oswhile
our method uses linear time and memory (in input size).

3. NOTATIONS

Let the original databasE be an instance of a relatibde ned
asR = hAq; ;An; Ci inwhichAi's are (the domains of ) the
attributes andC is (the domain of) the class label. Each tuple is
associated with an individual. For example, in Figure 1slabel
is the salary while address and age Arés. In order to build an
NBC, the only views that need to be published axe.c (T) for all
1 i n,and c(T). We use for relational projection, and
to denote productAlso, since throughout this paper we allow du-
plicate tuples, one can reconstruct these projection vilgwksiow-
ing how many times each pair of values have occurred togeiter
other wordsgquivalentto publishing these views, one can instead
publish the following counts. Fat i n; 8t 2 Ai;c 2 C,
de ne:

Nie = a=tnc=c(T)j

also8c 2 C de ne:
Pe=1] c=c(T)j

For example, in Figure 1(aN®f‘50K =4, Psoxk =2 and so on.

In practice, NBCs are usually published using these couwitisef
normalized as ratios or in their absolute value) due to theiter
memory ef ciency over the view representation. Throughthis
paper we shall switch between these two equivalent repiatsams
as needed to simply the discussion.

Using these counts, we can express the NBC's probability est

mation as follows. For all = (ty; ith) 2 Az A, and
forall c 2 C, the NBC's prediction is:
Q ni.
Pc jiC
iTi i( ’;c )

Pr[Class( )= c] = -
[ ( ) ] J Arp=t1" N An=tp (T)J:JTJ

Since the NBC goal is to compaker [Class( ) = c] and
Pr[Class( ) = ¢l whenc 6 ¢ we can further simplify eq. (1)
by ignoring those terms which are independent of the cldss la
and only compare

Y

@)

Y Ntii;co
Pco

i
tj;c

P and X .c o= Peo

@)

For simplicity, in this paper we assume tfatcounts are always
non-zero, and therefore eq. (2) is always well-de ned. Rysand
N{;C counts are suf cient for building an NBC, we use the pair
(P;N) asghe signature for each NBC . Thus, the problem (or input)
sizeisO( [, jCj jAij).

In real-world datasets, there can be multiple sensitivibates.
Moreover, different individuals can have different priyaoncerns,
e.g. some people may consider their age more sensitive lieém t
salary. For simplicity, in this paper we assume t@ais the only
sensitive information i for the following reasons. It can be eas-
ily shown that all (non-class) attributes will bene t frorhe same
or greater level of privacy that our results provide for thess label

“Throughout this paper we use the terms “database’, ‘tahl®' a
‘relation’ interchangeably.



Notation | Explanation

Ai (domain of)i-th attribute In eq. (3) and (4)P[d] is the probability that the original table

c (dofma'rl‘ of) t_hre] .C'E‘si 'abz' e —— wasd, while P[djV (d) = Vo] is the conditional probability of the

’F\ft;c z gf Eﬂglgz m:h Igbgt’ and valud for thei-th attribute|  same event, knowing that the answer of a viéwen d was V.

C

(P;N) | NBC-enabling viewset composedfandN counts DEFINITION 1  (PRIVACY BREACH FORVIEWS). LetQ be any

IX ic NBC score foréuplteh  Cl property on the sensitive class latl For a given tableT and a

n ?A%I(\:/:'z)q\faﬁ:foerrll Ler (set of) view(s)Y , whose answer over is Vo, we say that publish-

D allinstances that have at least one tuple Wit To ing V(T) = Vo causes a privacy breach with respect to a pair of
given constant® <L 1 <L » < 1, if either of the following holds:

Table 1: Notation summary. 1. UpwardLi-to-L,: PY'0 <L <L,< P30,

" " . o o .- Q:l Qi
C. Intuitively, this is due to the fact that in NBC-enablingevis, 2. DownwardLo-to-Ly: Pz7¢ <Ly <La<Pr .

we always release more information ab@uthan about any other

Ai's, asC appears im views while eachA; appears in only one Returning to our example in Section 1 the rst set of view'ng(.F
view. Informally, this means that knowing the values for soaf ure 1(a)) caused an upwalicb1-to-0:8 privacy breach, as the prior
theA, 's associated with Alice, after seeing the NBC, Bob can learn @nd posterior wer&0% and 88%, respectively. With respect to
more about her class label rather than her unknéwa. Further- ~ the same privacy level (i.el,; = 0:51andL2 = 0:8), the sec-
more, multiple (sensitive or non-sensitive) class labals always ond set of views (Figure 1(b)) would be safe to publish, air the
be combined together to form a single class label. prior/posterior weré&50% and 78%, respectively. However, if we

had a more strict privacy policy, say = 0:5andL, = 0:6, none
of those viewsets would be safe to be published. Roughlyképga
4. PRIVACY BREACH FOR VIEWS the notion of privacy breach re ects the degree to which anglea
In this section, we adapt the notion of privacy breach [14] to in the adversary's prior knowledge is tolerated.
our context, where views are published by a single publigiee In Sections 4 through 6, we assume a uniform distribution of
Section 2). We de ne a quasi-identi ér as a non-empty subset  the database instances, wherebydal D are equally likely in the
of A attributes, whose values for Alice are known to Bob. We absence of any views. Also, after seeing the view(s), ahimses in

refer to the tuple made of these valued @sor simply sayl = Io. S are equally likely, wher& = fd 2 DjV (d) = Vog contains all

For instance, il = PA1;Asi, anyhi;tsi 2 A; Az can be instances satisfying the given view(s). This assumpticsirislar

a possibldo. Also letD denote the family of all table instances  to that in [35]. We will remove these uniformity assumptidns

whose projection oh containd o as atuple, thati® = fd j9t 2 Section 7. Thus, we have the following reult

d;t:I = logwheret is a tuple andl is a table instance. Table 3,

summarizes our notation. STATEMENT 1. Letlo be the value of a given quasi-identi er
Privacy breach relates the adversary's prior and postkniow!- I, and letVy be the value of a given view(T). If there exist some

edge about some proper®y : C ! f True; Falseg of the class m1;m> > 0 such that for allc 2 C:

label C in a tuplet, namelyQ(t:C). For example, one possible X

Q(c) can bec = HIV _ c = Cancer, where the domain is the m 1 g m2 (5)

disease types in a hospital. Here, we are overloa@ifigne domain iCi IS, iCj

of class labels) to also denote the class label of a tupl€hus, )
Q(t:C) is de ned asQ(c) whent:C = c for somec 2 C. Let wherePg = P[t:C = cjt 2 d;tl = Io], then for any property
P2’ andP2 "0 be respectively the adversary's prior and poste- @nd any pairofL1;L2 > 0publishingV' = Vo will not cause any

rior knowledge on a given proper, de ned as: upward or downward privacy breaches w.iLt; andL », provided
X that the following ampli cation criterion holds:
PP’ = PQEC)it2ditl =1o] P[d]  (3) m: L 1 Ly ©)
d2D m; L1 1 L»
X . A .
poilo = P[Q(t:C)jt 2 d:t:l = 1] P[diV(d)= Vo] (4) Intuitively, Statement 1 implies that a view should not be too

speci ¢ toward a particular class label. Publishing a vieauses
many table instances to be ruled out, and therefore the nfehe o

P § values for theremainingones, must beelatively closeto the
mean ofP § values forall instances. This closeness, is determined
by constraints (5) and (6) which are functions of the givecuse
rity requirements (i.el.1,L 2). Moreover, the same closeness must
hold for all class labels 2 C.

Note that although Statement 1 provides a suf cient conditi
for a view publishing to be safe, nding suahi;m, that satisfy
the constraints (5) and (6) requires computff values for all
d 2 S, andc 2 C. However, the following lemma introduces
yet another condition that is suf cient to satisfy those swaints,

5 - . but only requires computing the meansRf values for different
is!nkr?o(/c\)/\r,]\l é%‘f;%' ?%bgzgkg%tsi%epgégl[elé] tﬂgv\?&gﬁr igf Oeuarcga;%w(a c2 C. Anef c_:ient algorithm for enforcing this new condition wil
table-levelpublishing scenario) the attacker also has souesi- be proposed in Section 6.

identi er of the victim(s) that helps him restrict all the possible
rows in the table to a few. 5This, and other omitted proofs can be found in [29].

d2D
Here, P[Q(t:C)jt 2 d;t:I = o] is the probability that, in the
table instancel, propertyQ is true for the class label of a tuple
t that is consistent with Bob's quasi-identi er about Alicel ( =
o). Note that Bob knows that one such tuple must be associated
with Alice®. For example, if there are two tuples drthat satisfy
t:l = 1o, butQ is only true for one of them, Bob knows that
givend, with a probability 0f50%, the propertyQ holds for the
class label of Alice. Moreover, sinak2 D, there exists at least
one such tuple (i.e., Alice) satisfyirtg = |, and therefore, this
conditional probability is always well-de ned.




LEMMA 2. For a given quasi-identierl = |g, a given view
V(T) = Vqissafe to publish against ary -to-L » privacy breaches,
if there exists > 1 such that the following conditions hold:

2
* GG 1) L2 1 Li @
+]Cj 1 L, 1 L»
andforallc;c>2 C: p
dZSPS
puzs_ ¢ @8)

d2s ' d

PROOF We prove by showing that the conditions above imply
Statement 1. To do that, we need to nd numbers m for which
conditions(5) and (6) hold. By means of (8) foreji®2 C:

1 X 5 go X pe X o
d2s d2s
Using this observation and the fact that:
X 1 X .
— Pi=1
S| d)

c2C d2s

it can be proved by contradiction that for alR C:

1 1 X .
1+ (i 1 isi _,, © +iCj 1
ES |~ I A R S L
iCj1+ (¢ 1) S| iCj +jCj 1
Therefore, by choosingn: = —d—y andm, = —J&ls

condition (5) is satis ed. Also condition (6) holds, becawcord-
ing to (7):

- N
me_ Terd _ 1+ (G 1) _ L 1 L
C - — n . I
m e 1+@=)30C 1) L 1 Lo

O

Condition (8) is similar to the notion of ampli cation in rdom-
ization methods for the row-level publishing scenario [1#hus,
we use their terminology, referring toas ampli cation. Notice
that for every > 1

o N
m2 _ o1 _ 1+ (i€ 1
C - = N i
m s 1+(@=)3C 1)
Also, o
im -+ 0C D __,

p 1+(1=)(C) 1)
These imply that for any giveg > 1, we can nda > 1 such
thatm—i < g. Onthe other hand, by de nitioA <L 1 <L < 1.
So we have::z 3+ > 1. Therefore for any giveh; L2, by
choosingg = 2 1t > 1 we can select the largest possible

L; 1L
for which m—i < g ar?d then only check whether condition (6)
holds, since condition (7) is automatically satis ed.

Hence, Lemma 2 allows us to recast our privacy goal as that of

checking/enforcing condition (8) for a givenassuming that max-
imum allowed ampli cation is determined by formula (7), wke
L; andL are the privacy parameters speci ed by the user. Al-
though this check is a suf cient and not a necessary conditio
avoiding privacy breaches related to a givenit is still a weak-
enough condition to allow us to publish any classi er withaumy
accuracy loss (after some transformation, Sections 5 and 6 )

5. SAFETY CONDITION FOR NBC VIEWS

While checking for condition (8) on an arbitrary set of views
might not be an easy task, in Lemma 3 we provide a suf cient con
dition for NBC-enabling views. In Section 6, we prove thasth
condition can always be achieved by replacing the originals
with synthesized/sanitized ones that both satisfy comli¢8) and
result in the same classi cation behavior. Below and in thst of
this paper, we refer to NBC-enabling views simply as viewseid
use thei(P; N ) representation.

LEMMA 3. With respect to a givehy as the value of a quasi-
identi er |, and a given ampli cation ratio , the viewse{P;N)
is safe to publish, if foralt;®2 C,1 i nandt 2 A; the
following conditions hold:

- ‘ -

P \P— and o< Ni‘;c if 9)

c tco

0<

Lemma 3 is a sufcient criterion that ensures the safety of a
viewset publication, only when aparameter and a quasi-identi er
are both given. However, in practice the same privacy gueean
must be provided for all individuals and for all possible sjua
identi ers (i.e., all non-emptyl 's and1¢'s). To resolve this issue
we make the following observation.

Since the condition (9) is a function @fj, and not ofl or I,
all quasi-identi ers that have the same cardinality (ireimber of
attributes) can be blocked at the same time, once we ensigre th
condition for one particular pair df andl,. Moreover, note that
1jlj nand

9 < n Q < < Q -

Thus, all privacy breaches for all quasi-identi ers of ammydinality
can be blocked by simply blocking the one with largest caalitiyy
namelyn. Therefore, we have the following corollary.

COROLLARY 4. With respect to a given ampli cation ratio,

the viewsefP; N ) is safe to publish, ifforalt; 2 C,1 i n
andt 2 A; the following conditions hold:
_ N, _
0< P2 P- and o< kk R (10)
C tic 0

Next, we show how this leads us to an ef cient algorithm for
transforming viewsets.

6. FROM UNSAFE VIEWS TO SAFE ONES

The previous section provided the suf cient conditionsdwoid-
ing any privacy breach with respect to a given Now the next
question is “what if condition (10) for NBC-enabling views @
particular database does not hold?'. To address this questie
provide a linear-time algorithm that enables us to tramsftine
original set of views into a safe set of views which satis ég t
safety condition of Corollary 4, and has the “same qualiby'the
purpose of building an NBC. We next clarify this notion of isa
quality' more formally.

6.1 Equivalent views in building NBCs

In this section, we de ne the notion of equivalent sets ofuse
(or counts) in terms of building an NBC. As mentioned in Sec-
tion 3, the class prediction for a tupleis determined by thX .
values in the following way. If there is a class latwglsuch that
forallc 2 Cnfcog, X ¢, > X ¢, Obviously the classi er's pre-
diction will be ag. However, to break the ties, there is also a pre-
assigned precedence order among class labels. Namxly; if=



X .c o then the classi er prediction goes to the one that has a highe Algorithm SafetyTransform(V, )

precedence. In this paper, for the sake of presentation ahd w Input:

out loss of generality, we assume that the class labels anbens V is the given view consisting df/.. 's andP's;
from 1 to jCj, and the larger the class label the higher the prece- ampli cation ratio (see Lemma 3)

dence. For example, £ = f1;2;3gandX .1 = X .2 = X .3, Description:

the classi er's prediction will be class lab8l In case of a recom- Stepl{): Replace all thosal !, 's that are0 to non-zero
mendation system where we need an ordered prediction frem th Step2, T ): Scale down alN/.. 's to new rational
classi er, the order would b8 rst, 2 next andl last. numbers that satisfy the given émpli cation ratio

DEFINITION2 (NBC-EQUIVALENCE). Letf andf®be two Step3W): Adjust the numbers such that againNi. = Pc
functions that map each element of; C to a non-negative real
|

t
Step4{/): Normalize the numbers or turn them into integers
number. We calf andf ° NBC-equivalentif 8 2 A 8c; 2 Return V
C,c<c’
f(;e) f(ich, f%ic) £%icH) (11) Figure 2: High-level steps for moving an unsafe view towards
f(ie)>f (5e¢), fAe)>f%5ch (@2  safeone.

Itis easy to show that NBC-equivalence is in fact re exivans
metric, and transitive. The real value that an NBC assigreatd
(;c)2 i A; Cisits estimation oPr[Class( ) = c]whichis
computed using equations (1) or (2). Informally, De niti@im-
plies that we are interested not in the actual values buEsewing
the totalorderamong them, namely( ;c1);f (;c2);f (;c3);
for all possible .

Notice that in many contexts, the classi er prediction igede
mined only by the label that has the highest associated pildpa
which means that all those classi ers whose rst predictiae.,
ArgMaxf X .c g) is the same, have the same effect. However, there

Cc

provably NBC-equivalent. The output from each step is giasn
the input to the next step. Thus, due to the transitivity ofONB
equivalence, at the end of these four steps (when the lastegte
is safe to be published w.r.t. a givep, the resulting NBC is still
equivalent to the original one. Next, we present each stejetail
and prove their correctness separately (For a running eeanegber
to [29]).

6.2.1 Stepl

The pseudo code f@tep 1is given in Figure 3. In each iteration
of the main loop (Line 2), a zero is replaced with a positivenber.
are some applications such as recommendation systems thleere Therefore, at the end, there will be no zeros left (RementimiPt
entire ranking matters. Thus, our notion of equivalent silass values were positive, Section 3). Also, by a careful impletaton,
(De nition 2) preserves the entire ranking as well. Line 2:1 will only take constant time. Therefore, the total running

. . . time for the main loop (Line 2) and the initialization (Ling i
6.2 Transformation algorithms for unsafe views p ) (Ling

linear, with respect to the problem input size. Thus, aft teenains
So far, we established the safety of publishing a viewsetwtihe to be proved is that the output &tep lis NBC-equivalent to its
suf cient condition holds (see (9) in Lemma 3 and (10) in dero  input viewset, formally stated below.

lary 4). Now the next problem is what if the original viewsetked

not satisfy this condition? In the following, we present igoathm
that solves this problem by transforming an arbitrary vietato
an NBC-equivalent one that is safe to publish. A high-lewsyzio
code of this algorithm consists of four successive steu(ei2),

where each step is a linear-time computation. The main gart o
this algorithm takes place itep 2which makes the viewset safe

to publish, by lowering the ratio between the counts ungytkat-
isfy eq. (10). The key idea of this step, is the following atvasion.

Raising all the counts to the same power does not changeabsicl

cation; In other words a set of NBC-equivalent viewsetslizsed
under exponentiation. For example, one could raise alPtrend
N values in eq. (2) to a xed power, sa%—, without changing
the order betweeX .. andX .o for all ;c andc’. Therefore,

by choosing a small-enough power, the ratio between thétiregu

numbers goes down while the original classi er does not glean

However, the initial viewset might contain zero counts vhic

will result in unde ned ratios (i.el ). Thus, before applyinGtep

2, in Step 1we carefully replace all those zeros with small-enough

positive numbers in such a way that none of the existing ialtigs
are affected. Moreover, after raising all the numbers tostmae
power the following condition will no longer hold:

X

— i
Pc = Nic
t2A;

This issue will be resolved i8tep 3 Finally, in Step 4we normal-
ize the counts before publishing them.

In Figure 2, each step takes a viewdetN ) as input and returns
a new viewset which will be denoted Io; N); These viewsets are

Algorithm Step1(P;N)
Input:
(P;N) is the given viewset;
Description:
1: Foreactt 2 C,
For eachA;,
Ml MaxfN/. jt2 Aig
me QMianti;C >0;+1] t2 Aig

Me M ¢
Q
me me
I
2: For eactt 2 C in descending order,
For eachA;,
For eacht 2 Aj,
If Nl. =0,
Sic = Minf 3= M jc’2 Cnfegg
Ni. s ,where0<s<S /|,
2.1: UpdateM !, m%, M. andm. accordingly
ElseNi. N/

Return (P; N)

Figure 3: Step 1 - Removing zeros.

STATEMENT5 (STEP11S NBC-PRESERVING. After
algorithm Step 1 (P; N) and(P; N) are NBC-equivalent.

PROOF ’ Since non-zero counts have not changed, we only

"As we usedTHIS font to denote the output from each step, let



Algorithm Step2((P;N), )
Input:

(P;N) is the given viewset;

> 1isthe requested ampli cation ratio (Corollary 4)

Description:
1:w MéXfNFI:C P !1 ‘i nt2A;c2Cg
MinfN{. iPi J1 i nt2Aj;c2Cg
2. Choose & such thak ~ 279%
3: Foreactt2 C,

For eachA;,
Pc Pc
For each& Ai,
Nic  * N

4: Express th®. andN{;c values using rational numbers,
with enough precision.
Return (N; P).

Figure 4: Step 2 - Enforcing the ampli cation condition.

need to consider those= ht;; ;th;ci2 (L Aj) Cforwhich
|

9i;N tii <« = 0. Forall such , X ;. =0. Thus, we need to show
that for anyc® for whichX . o > 0, we will have:X .« < X ¢ o=

X ¢ 0. Also, for any other® > ¢ whereX .. o = 0, we must show:
X X.o. Toshow this, notice that at any point in tirve; and
m o represent the maximum and minimum possible values of non-
zero factors inX ¢ 's andX . o's, respectively. Therefor(ésti;c is
the maximum value that can be assignedlifp such that the NBC
inequality still holds. For the equality case Xf :c% =0 then
because of the descending ordeicsfin removing zeros (Line 2)
we are guaranteed thia¢ ;¢ > 0, for all ¢® > ¢ when processing
c. And in the case of’ < ¢, since in(P; N) their corresponding
counts were both zero, archas precedence ovet, any positive
number forNt. in (P; N) will not change the classi er. [

6.2.2 Step2

The pseudo code fdstep 2is given in Figure 4. Note that per-
forming k™ root (Line 3) preserves the NBC-equivalence. More-
over, since this operation scales down the numbers, thei ampl
cation requirement will be satis ed K is chosen carefullyk is
chosen (Line 2) such that the largest ratio between eacloptie
original counts will be less than Also,w in Line 1 is always de-
ned, as no zero count is left aft&tep 1 Thus, one can show that:

LEMMA 6. At the end of Line 3 in Step 2P;N) and (P; N)

are NBC-equivalent and for al:®2C,1 i nandt2 A,
we have: _
1
0< P P- and o< Nte P- 13)
[9 tic 0

However, the more important challenge here is how to apprate
the new numbers with rational numbers such that NBC-ecgrivad
is not violated (We need them to be rational if we want to turn
them into another synthesized database—see Section.@r2the
following, ® denotes a rational number approximatiorxoffo see
why an arbitrary xed precision may cause trouble, consider the
following example.

Preserving ties.Suppose that the number of attributesis 2
and that for some t°, originally we haoN¢; Njp., =4 4=16

X ¢ be similarly de ned by formula (2) wher¥X is replaced with
X, N with N andP with P.

andN¢, NS, = 8 = 16. Assuming thaP; = P, = 100,
the original NBC would predict the class labelas 2, because
of the tie and the precedence of class 2 over classc = 1.
Now, in case ok = 2 (i.e., B ), if we used a precision ofL0 2
we would haveNi; N, =2 2 =4 andNi, N, =
1:41 2:83 = 3:9903 AlsoP; = P, = 10. Thus, the new
NBC would predict the class label as= 1 which is inconsistent
with the original NBC. Our solution to this issue is to usdefiént
precisions for the counts associated with different ckassgch that
the magnitude of the error goes in favor of the higher-prened
classes. In other words, df> ¢°, over-approximatd\. and N{;C 0
suchthaD < Rico Ni,o< Ric Nic. By doing the opposite
to Pc values, we can ensure that wheneXer. = X .o, then
R R .. 0. However, this can cause another issue, described
next.

Preserving inequalities.Forc > c since the over-approximation
of the Ny, values was larger than that bf.. o (and the opposite
direction forP), for some it can happen that we originally had
X co>X ¢ butnowR .o X, . This results in a different
classi cation. To address both of these issues we use thanfiolg
result, which can be derived from the theory of Taylor series

STATEMENT 7. Arealk > 0, a naturaln > 1, and nite sets
Yi; Y,  N¥ = fxjx* 2 N gare given. Forany > 0,
there exists a serie@ < 2 < | < < 9 < ; forwhich
we can nd a rationale for eachx 2 '[rl Yi, such that for any

1 i6j r,(xi; 5xn)2Y"and(y;; ya)2 Y™
. ) _ n n n
Ifi<j e Xs = Vs ) . Bs :195 (14)
n n n
< s=1 Xs s=1 ys ) s=1 Bs > 5:1?3 (15)
Alsoforanyz 2 Yi;1 i r:
Zi + iO<B<Zi+ i (16)

Notice that Statement 7 only preserves those original iakittps
whose differences were at leastin order to preserve all inequal-
ities, the following statement provides a lower bound orhsaic
for our special case.

STATEMENT 8. LetM

MaxfN{.jc2 C;1 i n;t2

n
Aig. Ifthere existt; thi2 A An such that ) Ntli c 6
i=

n

. N o, then for anyk > 1:
r r
kT K

J - N

1

n(k_1)
—x

NE o (a7

i=1

A symmetric approximation foP. values can be derived in the op-
posite direction, but is omitted here for lack of space. Alsing a
similar technique used iStep 1 we can ensure that the ampli ca-
tion condition betweeﬁ{;c o andP; values still holds.

6.2.3 Step3

The purpose oStep JFigure 5) is to assert that eaBh is actu-
ally equal to the sum of its correspondiiy, values, a condition
that could have been violated Btep land 2. In the following

8The same problem can happen even for much higher precisions,
aslong asitis a xed precision.



Algorithm Step3(P; N)
Input:
(P;N) is the given viewset;
Description:
1: Foreactt 2 C,
For eacrrg\i,
1.1 Sf .
L2R§
For eacmc.,
13 RP e
2: For eachPe,
21:P. R§ P
For eachN/, ,
2.2: Nie Rf Ni¢
Return (P; N)

Q t NtI;C

pigure 5: Step 3 - Adjust the numbers such that again
N.. = P
t t;c C

statement, we also show the degree to which the ampli cattio
can change as a result of this step, and that the NBC-equosle
still preserved.

STATEMENT 9. Given a viewse{P;N), the new view gener-
ated by algorithnStep 3 say(P; N), has the following three prop-
erties:

P

n,Pc = Q

Nic .
AL X =

a. Realisticview8c2 C;1 i

b. Classi cation preserving:8c 2 C; 2
X .

c. Ampli cation ratio: If 9 > 1s.t. ()8x;y 2 fPcjc 2
Cg;0 < § < and (i) 8x;y 2 fN{cjc2 C;1 i

n;t 2 Aig;0< §< , then we have:

(iii) 8x;y 2fPcjc2 Cg;0< I < 2n+3 and (iv)8x;y 2
fNicjc2 C;1 i mt2Ajgo< X< 20

6.2.4 Step4

After Step 3 N{;c 's and P¢'s are positive rational numbers that
are (i) NBC-equivalent to the original counts and (ii) sadeptib-
lish. Now these rational numbers can be turned into integgam
in Step 4in a straightforward manner. Having these positive in-
tegers (Ni. 's and P¢'s), they can easily be used to make a new
synthesized database. Based on the users' preference \eéfoan
publish the views (the tuples in each view will be permuted in
dependently), or solely publish their corresponding iatezpunts,
namely(P; N ). Another choice is to always normalize these counts
before publishing them, as such counts are enough for bgilalin
NBC even without revealing the actual size of the originahtase.

6.3 Uncertainty and Indistinguishability

Two important aspects of any privacy technique are uncgytai
and indistinuishability [38, 37]. Indistinuishability de ned as the
inability of telling the difference among individuals in eogip. Un-
certainty requires that the attacker cannot tell the sgasialue of
an individual among a group of values. Non-probabilisticem
tainty is often based on whether the sensitive value can iogiely
inferred from the released data [22, 8, 20, 7] while prolisiicl
uncertainty concerns whether the cardinality of the setoskible
sensitive values inferred for an individual is large enouagtd is
often based on data distribution [39, 26, 14, 4, 28]. Ournépke
provides a high degree of both uncertainty and indistiritalbdity.

Uncertainty. The output of our algorithm is practically indistin-
guishable from the original data. The generated viewsétsldike
a real database, and in fact it is the original database &g safe
inthe rst place, i.e.SafetyTransforrbecomes an identity transfor-
mation. Thus, the adversary cannot tell whether he is dgalith
the origanl (safe) database or with a transformed one. Mereo
the adversary cannot uniquely nd the original viewset byers-
ing our algorithm for the following reasons. Similar to [Hafety-
Transformintroduces several layers of uncertainty throughout the
transformation:

1. In Stepl, Line 25 values can be arbitrary/randomely chosen
from the speci es interval.

2. In Step2, Line 2, ank value that satis es the inequation can be
arbitrary chosen.

3. In Step4, the nal cardinality of the published database lsan
arbitrary chosen.

Although theSafetyTransfornalgorithm is known to the adver-
sary, the data publisher does not need to announce the spedi
ues chosen for the choices mentioned above. Next, we fgrmall
state whySafetyTransformalso provides indistinguishability.

Indistinguishability. More strict notions (such as polynomial
indistinguishability) are often used in cryptography, inthe database
literature more practical metrics are usually appliedhsag sym-
metric indistinguishability [38, 37], de ned next.

DEFINITION3 (SIND). Consider a tableT de ned over a
schemd& = hP A;SAi, whereP A andSA are the public and sen-
sitive attributes. A transformatioM () is said to provide symmet-
rically indistinguishable (SIND) if for any table instande where
M (d) = M (T), and for any two tuplelps ; s1i; hp2; s2i 2 dthere
exists another instanad such that:

1. M (dY = M(T),

2. hpy;s1i;hpa; s0i 2 d° and

3. ml; Szi ; |'p2; Sli 2 do.

Note that we do not publish but publish bottM () and its result
onT, namelyM (T). Intuitively, SIND requires that one can swap
the sensitive attributes between any two tuples, and thdtires
table will still be a possible instance, i.e. it will be costeint with
the published information that il (T). In our caseM () con-
sists of the NBC-enabling views followed Safety T ransform
algorithm.

One can easily show that SIND is an equivalence binary oalati
and thus, it will induce a partition on the set of tuples idgimg
SIND equivalence classes. SIND requires all the tuples io bee
same class, while a more practical notion can be similariyete

DEFINITION 4 (K-SIND). We say atransformatiod () pro-
videsk-SIND, if each SIND equivalence class has a cardinality of
at leastk.

Notice thatk-anonymity is a special case &fSIND property.
Next result shows thaafetyTransfornalso provides such indis-
tinguishability guarantees.

LEMMA 10. TheSafetyTransformalgorithm provides-SIND,

where
k = Min c2c Pc

PROOF Note that any two tuples that have the same class la-
bel, can swap their sensitive attribute (i.e, their clabsllawithout
changing any of the NBC-enabling views. Thus, since thetinpu
viewsets are the sam8afetyTransfornwill also create the same
output. Therefore, all tuples with the same class label fai®ND
equivalence class. The smallest cardinality of such ctassthe
smallestP; value. [



7. ARBITRARY PRIOR DISTRIBUTIONS

In Statement 1 and Lemmas 3 and 2, we assumed that the prior

knowledge of the adversary is a uniform distribution ovéickss
labels. In this section we extend our results to arbitratsicfty-
positive) distributions.

For simplicity, we assume that the prior knowledge of the ad-
versary is in the form of a pmf (probability mass functidh)that
assigns non-zero probabilities to each class label. Inrgenée
adversary's knowledge can be more specic, e.g. the prdibabi
of each class label given some quasi-identi ers, but herelaveot
discuss such cases.

According to [28], for any given set of views that contain an
aggregate function, there exists a prior knowledge distidn that
will change after publishing the views. Note that NBCs aoal
aggregate functions. Therefore, we make the assumptiartba
prior knowledge of the adversary (i.€=,) is known to us, as the
data publisher. This is a common assumption in the eld [34, 9
which according to the above mentioned results (proven &})[2
cannot be easily avoided in the view publishing context. STl
practice, in order to protect privacy under the worst-casaario,
our publisher must assume that the adversary has accessliegh
publicly available knowledge about the application domakfor
instance, in the case of medical data, a publisher must a&sthah
the adversary knows the most recent statistics of diffedlemgtases
and thus can accurately estim&e Hence,F (HIV ) = 0:001,

F (Cancer) = 0:004 andF (Cold) = 0:995 might be a reason-
able choice if the statistics show that on aver@geé of patients
(say, in US) have HIV and so on. Thus, the posterior knowledge
that the adversary obtains after seeing the data publishadtSA
hospital should be as close as possibl®:to, for HIV cases at
that hospital. This policy minimizes the additional infation that

our Bob will acquire about the hospital and patients such lazA
(who was treated there).

We next introduce a strong privacy measure that capturesthi
tion of closeness between the prior and the posterior digtdns,
while the related algorithm is given in Section 7.2.

7.1 r-Closeness
We now introduce the notion-closeness as follows:

DEFINITION5 (r-CLOSENESY. Forr > 1, we say that pub-
lishingV (T) = V, satis esr-closeness w.r.t. a given prior knowl-
edge distributiorF , if for all | = I and any propertyQ(c) of the
class labelc, we have:

=l
N

r (18)
whereP 2 10 is the adversary's posterior knowledge de ned in eq.
4) and,P‘f is his prior knowledge of propert®, now de ned as:

P? = F(9
Q(c)

(19)

Note that the above de nition is consistent with the intoiitithat
the smaller is, the more similar the posterior distribution is to the
prior one. That is, when 1, the two distributions meet. The no-
tion ofr-closeness is semantically similar to that-@foseness [24],
which instead requires that the distance (either variatidistance

or KL distance) between the prior and posterior does notezkce

In our r-closeness, the distance is de ned by the maximum ratio
of the two distributions on each possible class label. Thsisyn-
tactic de nition is similar to the concept of "Ampli cation[14],
which in turn corresponds to our in Lemma 2. Analogous to

Eln (g [e] o [
e EmEr
2 %
| 5L3l|E1L8
11 LILel T
HHEY e

= 2

L5 = F

(a) (b) (c) (d) (e)

Figure 6: Visual demonstration of EST.(a) is the prior distri-

bution of class labels, whose ratios are 1:2:3, proportiony.
(b) is the original view of the data that deviates from the prior.
Thus, (e) is the published view that must be more similar to(a)
while still NBC-equivalent to (b).

Lemma 2 for privacy breach, the following result providesif-s
cient condition to guarantaecloseness. Notice that;closeness is
a stronger form of privacy breach. In other words, onggoseness
is guaranteed, no privacy breach can occur w.r.t. any pair of »
wheregz r.

Vo satis esr-closeness
loandallc;®2 C we

STATEMENT 11. PublishingV (T)
w.r.t. a prior distributionF , if for all |
have:

1F(9 F©
r F(c9 F(c9)

This suf cient condition enables us to use the algoritBafety-
Transform(Section 6.2) as a subroutine for enforcingloseness
(if possible) w.r.t. an arbitrary strictly-positive prialistribution
that is available to the adversary. This is discussed next.

clo
P2

cOl o
P,

(20)

7.2 Enforcing r-closeness

We rst explain the general idea of the algorithm using theyti
example of Figure 6. For each one of the original class laipels
6(b), we create several new sub-labels, shown(it) 6 The num-
ber of sub-labels assigned to each original label is prapumat to
its prior probability,F . Here, the prior ratio between HIV, Cancer,
and Migraine was assumed to fhe: 2 : 3resp., shown in @).
Then, we substitute the label of each tuple (b)6with one of its
sub-labels, in &). Each sub-label of a label gets the same share of
the tuples that initially had that label, e.g. the tuplegw@ancer in
6(b) are equally split between new labe&ld andC2. Now, pro-
vided that such a split is allowed (explained later), we aams@er
all these sub-labels (i.e 1,C1,C2,M 1,M 2,M 3 in 6(c)) as new
labels which now have a uniform prior distribution. Therefathe
required assumption for applyir®@gfety Transforrholds. In the re-
sulting view of this algorithm, shown in(€l), the probabilities of
different class labels are “'somewhat' close. Finally, bygimey all
class labels that were sub-labels of the same original Igbgl,
the counts of£ 1 andC2 become somehow ‘combined' as the new
counts forCancer in 6(e)), the new probabilities will be “some-
what' similar to the prior. This is because the number of Rliels
for each label was chosen according-to

There are several technical dif culties that need to be Iresb
before such an algorithm works. In general, splitting andgne
ing class labels are not necessarily NBC-preserving. Again-
sider the tiny example in Figure 6. For a givenin 6(b) we may
haveX .cancer > X v, butX c 1 <X 4 1in6(c), as the
counts for label€1 andC2 are now half the counts faZancer.
Likewise for merging:X .v 2 < X .c 1 in 6(d) may change to
in 6(e). The algorithm which resolves

X ;Migraine > X ;Cancer



Algorithm EST((P;N), F,r)
Input:
(P;N) is the given viewset;
F is the given pmf over the class labels;
r is the requested value forcloseness;
Description:
1:Resolving the ties:such thaBc; %, : X ¢ 6 X o
2:Split((P; N),F): Scale up‘\lti;c andP¢ values; then split
each class label according td- (c)
3:SafetyTransform((P; N),r): Run the algorithm on new
(sub) labels as if their prior distribution was uniform

4:Merging((P;N)): See if the new class labels can be mergeef"

back to the original labels, otherwigeturn FAIL.
Return (P; N) as the output from the last step

Figure 7: Stepsin EST

this problem, calle@ST(Extended Safety Transform), is provided
in Figure 7. In the following, we explain each step of EST sepa
rately and address the aforementioned issues.

Resolving the ties. As we see later in Lemma 12, we need to
rst resolve all possible ties in the original NBC, i.e. fdt a and
c6 c® Xe 6 Xco . This can be easily done using the following
simple technique. Find a small enough 0 such that adding it to
all the counts of any of the class labels does not change atieof
original inequalities. Finding such a number can be donéar
time, by a technique similar to that used in Section 6.2.2wNo
consider an arbitrary seri€s< 1 < < jcj 1< jej =
and add ; to all the counts of thé-th class label. Since thie
th class label has priority over theth label,i < j , all ties will
be broken towards the higher precedence label while nonkeof t
original inequalities are affected. Thus, NBC-equivakeie still
preserved.

Before presenting the rest of this algorithm, we formallyneée
the following operations on NBCs.

DEFINITION 6  (SPLIT, MERGING). LetV (withP¢'s andN{;C 's)
andV (with P¢'s and N{;C 's) be two NBCs de ned over the same set
of attributes but with two different classes, il8A1; An; Ci
andbA1;  ;An;Ci respectively. Also consider a mapping
C! Cforwhich !(c)6 forallc2 C.We callV a split of
V ifforall c2 Candallt;i:

1

1 .
—= N/ dPc= ———P
I R R ¢ T
wherec = ( c). Likewise, we calV a merging ofV if for all
c2 Candallt;i:

Nit;C =

Nic =i *(9i Min fNicg and Pe=j  *(9j Min fPcg

A split (or merging) is called NBC-preserving when for aland
allc;2 C, the following holdsX ; X co. ifand only if there
existc; 2 Csuchthat( ¢)= ¢, ( %)= "andXc,  Xco. .

The following result provides a suf cient condition for alggor
merging) to be NBC-preserving.

LEMMA 12. Let
to a single label, i.e/= Max fi
therV nor V has a tie. A split de ned over is NBC-preserving
if M—; whereM ;1 andM, are the rst and the second largest
N¢c in V. Similarly, a merging de ned over is NBC-preserving
if © %ﬂg whereM 1 andM3; are the rst and the second largest
NicinV.

1(0)jg. Also assume that nei-

Thus, when there are no ties, |§C—0 6 1, we have:
i

x;c

. M1 X ¢
Min f :
;c;lc0 X

> 19 Mo and Maxof

e 2 icic 0

M2

M1

< 1g

Referring toM—; asSwy , Lemma 12 implies that one can multiply
all the counts of a particular class label by any conssaas long as
itisin the intervalﬁ s Sw . Another interesting observation
is that by exponentiating all the countsVihto the same power,
we can enlarge this interval arbitrarily from either sidec@ll that
exponentiation is always NBC-preserving). That$y ! 1
hen '1 ,or equivalentlyﬁ I 0" when ! 0. Thisis
the main idea behind th@plit step, described next.

Split. Let us assume th&t(c) values are either rational numbers
or are given in a precise-enough rational representatika the
method used in Section 6.2.2). Thus, we can nd their greéates
common divisor, say. Thatis, forallc 2 C,F(c) = F F¢
for some positive integeF.. Now for eachc 2 C, we create
new sub-labels;;  ;cg, that are all mapped to label LetF =
I\glzacx f Fcg. In order for the this split to be NBC-preserving, we rst

raise the original counts to a big enough powdsefore applying

the split. More precisely, for any >> |og'°fs'; ; the conditions
of Lemma 12 will be satis ed, since after raising the courtshe
power of , we will haveS% = Sy > F whereSy, denotes the
new value.

SafetyTransform subroutine and Merging. As previously men-
tioned, after performing a split, the new class (sub)lalelne
from a uniform distribution. This allows us to apply algbrit
SafetyTransform after which a merging operation is perémras
follows. For eachc 2 C, all sub-labelsc; ; Cr, are mapped
back toc (new NBC counts are determined according to De ni-
tion 6). Assuming that such a mapping is possible (laterteSta
ment 14 determines when it is possible), we have the follgwin
analysis. After SafetyTransform (according to the resultSec-
tion 6.2), for all quasi-identi erslo, all c;® 2 C and allg; 2

1 . ~0 1 .
(@2 ()
cjil cjil
l le 0 r ) l Fe Fe le 0 r Fe
r Uil g r F.o c’ilo F.o
J ¢ i ¢
P, Feo P,
cl 0
) 7iEe P2 r Fe
r Feo F,cU;l 0 Feo

2

Therefore, the required conditions for Statement 11 haldyipg
thatr-closeness is satis ed once the merging step is possible. Th
following lemma summarizes the properties of this alganith

LEMMA 13. EST runs in linear time, and when returning a
view V° for a given prior distributionF , a privacy levelr (for
r-closeness) and the original view, V°is safe to publish w.r.t;,
yet is NBC-equivalent t9 .

Lastly, we provide a closed form to determine the bbeslbseness
(i.e., smallest) that our algorithm can enforce without losing any
accuracy.

STATEMENT 14. For agivenV and a prior distribution of class
labelsF , EST generates an NBC-equival&tftthat guarantees-

be the maximum number of sub-labels mappedtloseness w.r.tF, if there exists a large enoughfor which the

following condition holds:

log r

F-< (SM )(2n2+3 n)( log M—Hog F)

(1)

wheren; m; M are the number of attributes W, the minimum
count inV (after removing zeros), and the maximum counVin
respectively.
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Figure 8: Achievedr -closeness on Adult dataset.

Taking the limitas !'1 , the condition simpli es to

logr
2n2+3n) log M

F Sy m

It is worth mentioning that for uniform distributiors = 1, and
this was why SafetyTransform could achieve any level ofgoyw
Moreover, note that Statement 14 is a suf cient but not a ssagy
condition. However, in practice, tighter analysisSaf is possible
which can lead to smaller values for Also, as shown in Sec-
tion 8.1, the SafetyTransform algorithm provides much rejes
ampli cation ratios than the requesteddue to its conservative ap-
proach. This means that in practice EST can call SafetyToems
with a much lower than what is guaranteed by Statement 14, and
still achieve the same or bettercloseness than what was initially
requested. Thus, the applicability of EST depends on beathiél
viation of the actual data frof@ and the requested privacy level
(for r-closeness). If the distribution of the underlying dataides
too much from(F), apparently no one can guarantee a very small
r without losing accuracy.

Moreover, another possibility is to trade-off accuracyslagainst
privacy (i.e., smaller's) by performing the merging step (regard-
less of belng NBC-preserving) witt? that rangesim  r® %
wherer is the required privacy level and’is the smallest value
for r-closeness that satis es Statement 14. At the extreme®seho
ing r° = r completely ignores the accuracy loss, whife= r%®
preserves the accuracy, ignoring the requested privacyddNet
discuss such possible trade-offs here, as in this papereus finly
on the accuracy preserving case (whenever it is consistigmtive
requested privacy level, nameal{® r).

8. EXPERIMENTS

The goal of our experiments is to evaluate (i) the effectdgsn
of our algorithms in practice (Section 8.1) and (ii) the aecy
loss imposed by other general-purpose techniques on NB&s (S
tion 8.2).

The experiments were conducted on a P4 machine running Linux

with 1GB RAM. Our algorithms (SafetyTransform & EST) were
implemented in C++. We used the Adult dataset [6] which is a
classic benchmark for privacy-preserving techniquess tataset
contains32; 561 tuples from US Census data. The attributes that

By running SafetyTransform fat < 283, we measured the
actualr -closeness that is achieved by EST for this dataset, plotted
in Figure 8. The actual-closeness was measured by using combi-
natorial counting of all possible instances (that after$pét step,
were assumed equally likely). As shown in Figure 8, the datua
closeness is much better than the theoretical worst caseidpd

by Statement 14). This is due to the conservative upper bdend
rived from Lemma 3. This implies that, in practice, for a resjed
level of r-closeness, we can call SafetyTransform with that is
much higher tham, and still preserve both NBC-equivalence and
privacy level. This is because SafetyTransform achievesuehm
lower ampli cation guarantee than. We have repeated this ex-
periment with a different number of attributes, and alsoswn-
thetic datasets (both uniform and non-uniform distribagipand
observed similar results.

8.2 NBC Accuracy

In this section, we have only focused on the effect of determi
istic privacy methods on NBCs, but apparently the randotitina
techniques will also impose accuracy loss depending on vaei
ance. Thus, we usddanonymity as an example of a well-studied,
general-purpose privacy technique, since it preservemtist ac-
curacy compared to Entropydiversity, Recursive-diversity, and
t-closeness (see the experiments in [26, 24]). But everkfor
anonymity, the accuracy loss was considerable for recaBhawn
in Figure 9(b).

For anonymizing the Adult dataset we used Incognito impleme
tation [23] which is a full-domairk-anonymity algorithm. We
trained an NBC on the anonymized data (for different values o
k) and compared the results with an NBC trained on the output of
SafetyTransform, which is equivalent to training it on thiggmal
data. For ETS, we usad= 1 :3for a prior belief of75%o0n 50K
label. But note that the accuracy for both ETS and Safetysfoam
are always equal to that obtained on the original data, dégss of
the chosen value far, and therefore we represent them all with the
same (red) bar in Figure 9(a),(b). Each time, we us@% of the
tuples for training and the rest for testing. The overallumacy of
NBC does not drop much usifkganonymized data (abo&®s, Fig-
ure 9(a)). However, the classi cation quality drops draiceilty for
less common classes. Since in the Adult dataset, tuplessafigny
of > 50K are much fewer (one third) than those with50K , the
recall for this smaller class is signi cantly affected, asown in
Figure 9(b). In many applications, classifying less comraeants
is much more critical, e.g. in an online recommendationesysor
search engine advertisement, the probability of a click pargéicu-
lar ad is very small. Also, since our algorithms retain thaltorder
(NBC-equivalence), all metrics remain the same, such agracy,
recall, precision and F-measure.

CONCLUSION AND FUTURE WORK

‘In this paper, we reformulated privacy breach for view pstii
ing. We presented suf cient conditions that are easy to kfegtorce,
when the views in question are used to train Na've Bayesias-C
si ers (NBC). Indeed, we provided algorithms that (i) runlimear-
time, (ii) guarantee the privacy of the individuals who poad the

we used were Age, Years of education, Work hours per week, andtraining data, (jii) incur zero accuracy loss in terms oflthinig an
Salary. The class label is based on salary which can be eitherNBC, (iv) work for any given database as long as the prioritiist

> 50K or 50K. The running time of EST for processing this
dataset wa:920 seconds.

8.1 Amplication ratio and r-closeness

In the Adult dataset, the ratio of tuples with salary60 to those
with > 50K was24720to 7841, i.e. F 3. Moreover, in the
original dataset, the minimum (satisfying Corollary 4) wag38.

tion is uniform, or it satis es our suf cient condition. Wealidated
the applicability and effectiveness of our algorithms byesal ex-
periments on real-world datasets.

Our proposed method has a clear advantage over generalsgurp
approaches, such &sanonymity and randomization, that compro-
mise the accuracy of information to achieve privacy. In ache-
parture from these and other previous approaches that imzmtime
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Figure 9: Drop in accuracy (a) and recall (b) of NBC when trained with k-anonymized data.

information loss in terms of the average error, we showetlftra
NBCs, a perfectly accurate mining model may still be achiva
even if the average utility of a perturbation method is pobhis
promising nding, also calls for more efforts in designingdel-
speci ¢ privacy-preserving approaches optimized for $peuin-

[18] H. Kargupta, S. Datta, Q. Wang, and K. Sivakumar. On tiapy
preserving properties of random data perturbation tectesigin
ICDM, 2003.

[19] H. Kargupta, S. Datta, Q. Wang, and K. Sivakumar. Randiata
perturbation techniques and privacy-preserving datarmgit{now!.
Inf. Syst, 2005.

ing methods of wide usage. In the end, this could deliver more [20] K. Kenthapadi, N. Mishra, and K. Nissim. Simulatableliing. In

concrete bene ts than seeking general-purpose technigaésh
have proven to be computationally complex and practicaileal-
istic [32].

NBCs are widely used in many successful classi cation arnd re

ommendation systems. Moreover, we are currently extenoiimg
techniques to general Bayesian networks. In fact, sevendd-p
lems including sensitivity analysis [10] on Bayesian nekgocan

be reformulated using our notion of ampli cation. Some meta
algorithms such as bagging can be accommodated in a straight

forward manner. Moreover, we are investigating the extensif
our approach to augmented NBCs [21], decision trees buaifth fr
NBCs, and incremental publication of NBCs over a data stream
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