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ABSTRACT
The modelingof high level semanticeventsfrom low level sen-
sorsignalsis importantin orderto understanddistributedphenom-
ena. For suchcontent-modelingpurposes,transformationof nu-
mericdatainto symbolsandthemodelingof resultingsymbolicse-
quencescanbeachievedusingstatisticalmodels—Markov Chains
(MCs) and Hidden Markov Models (HMMs). We considerthe
problemof distributedindexing andsemanticqueryingover such
sensormodels.Speci�cally, weareinterestedin ef�ciently answer-
ing (i) range queries:returnall sensorsthathave observed anun-
usualsequenceof symbolswith ahighlikelihood,(ii) top-1queries:
returnthesensorthathasthemaximumprobabilityof observinga
given sequence,and(iii) 1-NN queries:returnthesensor(model)
which is mostsimilar to a querymodel. All theabove queriescan
be answeredat the centralizedbasestation,if eachsensortrans-
mits its modelto thebasestation.However, this is communication-
intensive. We presenta much more ef�cient alternative—a dis-
tributedindex structure,MIST(Model-basedIndex STructure),and
accompanying algorithmsfor answeringtheabove queries.MIST
aggregatestwo or moreconstituentmodelsinto asinglecomposite
model,andconstructsanin-network hierarchyoversuchcomposite
models.We developtwo kindsof compositemodels:the�rst kind
capturesthe average behavior of the underlyingmodelsand the
secondkind capturestheextremebehaviorsof theunderlyingmod-
els.Usingtheindex parametersmaintainedat therootof asubtree,
weboundtheprobabilityof observationof aquerysequencefrom a
sensorin thesubtree.Wealsoboundthedistanceof a querymodel
to a sensormodelusing theseparameters.Extensive experimen-
tal evaluationon bothreal-world andsyntheticdatasetsshow that
theMIST schemesscalewell in termsof network sizeandnumber
of modelstates.We alsoshow its superiorperformanceover the
centralizedschemesin termsof update,query, andtotal communi-
cationcosts.

1. INTRODUCTION
Largescalesensornetworksarebeingdeployedfor applications

suchashabitatmonitoring[20], seismicmonitoring[2], andloca-
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Figure 1: Distrib uted indexing and querying of sensormodels.

tion trackingsystems[18]. As sensorsbecomemoreinexpensive
andmoreeasilydeployable,individualmeasurementswill pavethe
way to high level semanticallyrich events,directlyminedfrom the
raw andnoisy sensordata. Given the potentiallyhugeamountof
datastreamedby sensors,algorithmsto extractandinterpretthese-
manticswill becomean integral part of content-summarizationin
networked sensorapplications.For example,thesound,humidity
andlight sensorson a MICA mote[1] cansensewhethera room
is emptyor occupied;similarly, a temperatureandchemicalsensor
cansensethepresenceof �re. In theZebranetproject[17], scien-
tists tied accelerationsensorsto zebras'collarsin orderto observe
their movements.This enabledthescientiststo characterizea ze-
bra's movementin termsof thethreemainstates:grazing,walking
andfastmoving.

Thetransformationfrom sensorreadingsto symbolicstatescan
beachievedat a centralnodethatcollectsreadingsfrom theentire
network [17]. This paperexploresa muchmoreef�cient alterna-
tive: �rst transformingthereadingsinto symbolicmodelslocally at
thesensorsthroughsemanticinterpretation,andthenperformingan
in-network indexing andaggregationof semanticmodelsto capture
theglobalpatterns.This Model-basedIndex STructure (MIST) can
thenanswersemanticqueries.Thesetupis shown schematicallyin
Figure1.

Of theseveralsemanticmodelsrelevantin asensornetwork con-
text [7, 9, 11], Markov Chains[4] andHiddenMarkov Models[24]
arethemostuseful. A Markov Chain (MC) capturestheunderly-
ing dynamicsof thephysicalphenomenaor entity by a generative
modelthatemitsa sequenceof symbols.Figure2 shows a typical
exampleof anMC. In thisexample,thespeedobservedby thesen-
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Figure2: Mark ov Chain (MC) for mobility modelof Zebranet.
The statesare G (grazing), W (walking) and F (fast moving).

soron a zebrahasbeenquantizedinto threesymbolsG (grazing),
W (walking) andF (fastmoving). In previous work, MCs were
employedby Elnahraway et al. [11] to capturespatialcorrelations,
andby Deshpandeet al. [9] to capturetemporalcorrelations.

A HiddenMarkov Model (HMM), akin to an MC, is a genera-
tive modelfor asequenceof symbols.However, in anHMM, there
existsasetof underlyingsystemstatesthatarenotdirectlyobserv-
able,but canbe inferredfrom the observation symbols. Figure3
illustratesanHMM for theZebranetproject.It consistsof two hid-
denstates,PredatorPresentandPredatorAbsentwhich emit the
observation symbolsG, W andF . Takasuet al. [29] employed
HMMs to distinguishthe different statesof a toy-satelliteusing
sensordatastreams. Biologists at UCLA [30] trainedan HMM
on eachacornwoodpecker's vocal signals(measuredby acoustic
sensorarrays)to recognizetheidentityof theindividual.

Givensuchsemanticmodels,eitherMCs or HMMs, built on the
observationsequencesateachsensornode,usersmaybeinterested
in sensorsexhibiting aparticularbehavior. For example,in theZe-
branetproject,scientistsmightbeinterestedin identifyingall nodes
which have observed theF F F F F F sequence(denotinga possi-
ble predatorattack)with a likelihoodof at least0:8. Thesenodes
canbediscoveredby askingrange querieson thesensornetwork.
In additionto the rangequeries,we alsoproposetop-1 and1-NN
queries:

1. Range query: Returnthesensorsthatexhibit a particularbe-
havior with a likelihoodgreaterthana certainthreshold?

2. Top-1 query: Which sensoris mostlikely to exhibit a given
behavior?

3. 1-NN query: Which sensormodel is the most similar to a
givenpattern(model)?

Therecanbedifferentwaysof answeringthesequeries.The�rst
schemeis a centralizedscheme, wheremodelsarebuilt locally at
eachnode,andthentransmittedto thebasestation(BS).Any query
is answeredon the modelsat the BS. To keepthe local models
andtheir copy at theBS synchronized,every updateto a model's
parametersis sentto BS. This is update-intensive. In the second
technique,centralizedschemewith slack, a slackis introducedin
updatingeachparameter. If thequerycannotbeansweredusingthe
cached-modelsat BS, thenit is sentto themodelsin thenetwork.

Weproposeanovel distributedindexing-basedschemeto answer
theabove queries.In MIST, alongwith a slack,we constructanin-
network hierarchicalindex structureto answerqueriesef�ciently .
MIST exploitsthehighdegreeof spatialcorrelations[10,16] in en-
vironmentalsensornetworks,by performinga spatialaggregation
of suchcorrelatedsymbolicdatamodelsinto a singleindex model.
Theindex modelis built only on thecomponentmodelparameters
andnot on theunderlyingsequences.MIST prunesupdatesmuch
betterthanthecentralizedschemewith slack,asslackis not only
maintainedat individual nodesbut alsoat every level of the index
structure.Queriesare�rst sentto theMIST'shierarchicalindex. If
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Figure3: Hidden Mark ov Model (HMM) for the Zebranet.

they arenotpruned,they aresentto thelocalmodels.
To answerthequeriesmentionedabove,MIST buildstwo differ-

ent typesof index models,average modelsandmin-maxmodels.
Thesetwo modelsdiffer in theparameterswhich areretainedand
themannerin which thequeriesarehandled.Themin-maxmod-
elshave moreparameters,hencehigherupdatecosts,but prunethe
querybetterleadingto lower querycommunicationcosts.

Thispapermakesthefollowing contributions:

� Wedevelopa distributedandhierarchicalindex structurefor
sensornetworksbasedon statisticalmodels.

� We designtwo novel methodsof aggregatingthe statistical
modelsinto adistributedindex structureof models.The�rst
methodproducesavalid model,theaverage model, thatcap-
turestheaveragebehavior of theconstituentmodels.Spatial
correlationparametersaremaintainedalongwith theaverage
models.Thesecondmethodproducespseudo-modelsin the
form of min andmaxmodelswhich areusedto capturethe
extremebehaviors of theconstituentmodels.

� Wecapturethedynamicbehavior of themodelparametersby
introducinga slackat eachlevel of the index hierarchy. We
designalgorithmsto aggregatethe index modelsusingboth
spatialandtemporalcorrelationsin a distributedsetting.

� Weproposetwo probabilisticsequence-basedqueries,range
andtop-1 queries,andonemodel-basedsemanticquery, 1-
NN query, thatareof interestin a distributedsensornetwork
setting.Wedesignalgorithmsto answerthemef�ciently . We
usetheindex parametersmaintainedat theroot of a subtree
to boundtheprobabilityof observationof a querysequence
from a sensorin thesubtree.Thedistanceof a querymodel
to a sensormodelis similarly bounded.

� We performexperimentson realandsyntheticdatasets,us-
ing bothMCs andHMMs, andshow thatMIST schemesnot
only scalewell with network sizeandnumberof modelstates
but also outperformthe competingcentralizedschemesin
termsof update,queryandtotal communicationcosts.

2. MARK OV CHAINS AND
HIDDEN MARK OV MODELS

A �rst-order Markov Chain(MC) [4] is a discretetime stochas-
tic processwith a �nite numberof statesin which the probability
of occurrenceof a future statedependsonly on the currentstate;
paststatesareinconsequential.This propertyis calledtheMarkov
property. An MC is de�ned as:

M C = f n; � ; � g

wheren is the numberof states, � is the start stateprobability
vector of length n, and � is the n � n transition matrix. � (u)
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denotesthe probability of starting from stateu in the �rst step;
� (u; v) denotestheprobabilityof reachingstatev from stateu in a
singlestep.

In an MC, eachobservation symbol is modeledas a state. A
Hidden Markov Model (HMM) [24], on the other hand,models
the stochasticprocessassumingthat the internalstatescannotbe
observed directly. Only the observationsfrom thesestatescanbe
measured.Thus,thereis an observation probability vectorof the
symbolsfor eachstateof the HMM, in addition to the transition
matrix betweenthestatesandthestartstateprobabilityvector. An
HMM is de�ned as:

H M M = f n; m; � ; � ; � g

wheren, � and� arede�ned asin anMC, m is thenumberof ob-
servationsymbols, and� is then � m observationmatrix. � (u; x)
denotestheprobabilityof observationof symbolx in stateu.

Assumean observation sequenceo = o1o2 : : : ok of lengthk
whereeachoi is an observation symbol. For an MC to generate
this sequence,it must �rst start from the stateo1 , then transit to
stateo2 andso on. Hence,the probability of observation of the
sequenceo from theMC is:

p(o1o2 : : : ok ) = � (o1)� (o1 ; o2) : : : � (ok � 1 ; ok ): (1)

Thestatepaththatthesequencefollowsis thesameasthesequence
itself. However, in an HMM, the sequenceof symbolsdoesnot
correspondto aparticularstatepath.All statepathsof lengthk can
possiblygeneratethesequence.Theprobabilityof observation of
sequenceo from onesuchstatepaths1s2 : : : sk canbecalculated.
Adding theprobabilitiesalongall thepossiblepathsgivesthetotal
probabilityof observationof o from theHMM:

p(o1o2 : : : ok ) =
X

all pathss1 s2 :::s k

� (s1)� (s1 ; o1)� (s1; s2) : : : � (sk ; ok ): (2)

TheViterbi algorithm[24] usesdynamicprogrammingto compute
theabove probabilityin O(n2k) time.

3. RELATED WORK
The generalproblemof contentmodelingandsemanticquery-

ing hasreceived considerableinterestin the datamining commu-
nity. Automateddiscoveryof non-trivial, usefulandpreviouslyun-
known content(or knowledge)from raw datahasbeenbasedon a
few well-establishedtechniquesfor dataanalysissuchasdecision
trees[25], linearregression[23] andHMMs [24].

Linearregressionmodels,e.g.,ARIMA [23], �t a modelto raw
datavalueseitherto observe theunderlyingtrendsor to predictfu-
turedatavalues.Lazardiset al. [19] proposedanonlinealgorithm
to constructa piecewise constantapproximationof a time-series
which guaranteesthat the compressedrepresentationsatis�es an
error boundon the L1 distance. Sincesensorsdo not exhaus-
tively representdata,BBQ [9] proposedto complementraw data
readingswith a statisticalmodel. BBQ answersqueriesby return-
ing approximatevalueswith aprobabilisticcon�dence.Deshpande
et al. [10] modeledconditionalprobabilitydistributionsof various
sensorattributesandintroducedthenotionof conditionalplansfor
query optimizationwith correlatedattributes. Temporalcorrela-
tions arecapturedby a Markov model in BBQ, andby a Kalman
�lter in Jainet al. [15]. Chu et al. [7] capturespatialcorrelations
using joint probability distributions. Elnahraway et al. [11] also
employed Markov modelsto estimatethe currentdatavaluesat a
nodebasedon the lastobservationat thenodeandthoseat its im-
mediateneighbors.

Chuet al. [7], Silbersteinet al. [27] andOlstonet al. [22] main-
tain boundedapproximationson actual values. Compositionof
MCs andHMMs hasbeenstudiedby Minnen et al. [21] in order
to clustersequences.Eventhoughthecompositemodel's recogni-
tion performanceis good,its poor scalabilitywith the numberof
constituentmodelsmakes it infeasiblefor large-scalesensornet-
works. Smyth[28] usedanexpectation-maximization(EM) algo-
rithm to build suchcompositemodels.Zenget al. [31] proposeda
novel fused-HMMmodelto integrateHMM modelsfrom thetwo
differentdomainsof audioandvideo.Brand[5] andSauletal. [26]
have developedtightly-coupledHMM modelsby introducingstate
dependenciesbetweenhiddenstatesof theconstituentHMMs, but
their modelsdo notscalewith thenumberof constituentHMMs.

4. DISTRIB UTED INDEX STRUCTURE
Thissectiondescribestheconstructionof MIST, adistributedand

hierarchicalindex structureon statisticalmodels.We assumethat
everysensortrainsanMC or anHMM onits observations.We�rst
capturethenotionof spatialcorrelationin two neighboringMCs.

DEFINITION 1. ((1 � � )-correlation) Models � 1 and � 2 are
(1 � � )-correlated if for all correspondingparameters � 1 of � 1

and� 2 of � 2 , thefollowing relationshipholds

(1 � � ) �
minf � 1 ; � 2g
maxf � 1 ; � 2g

(3)

For m modelshavingthecorrespondingi th parameters as� i
1 , � i

2 ,
: : : , � i

m , thecorrelation amongthemcanbesimilarly de�ned. In
this case, thecorrelationis givenby

(1 � � ) = min
8 i

�
minf � i

1 ; � i
2 ; : : : ; � i

m g
maxf � i

1 ; � i
2 ; : : : ; � i

m g

�
(4)

Example: Considerthefollowing pair of two-stateMCs:

� 1 =
�
0:5 0:5

�
� 2 =

�
0:6 0:4

�

� 1 =
�
0:3 0:7
0:6 0:4

�
� 2 =

�
0:4 0:6
0:7 0:3

�

Thecorrelation(1 � � ) betweenthemis theminimum of the fol-
lowing set:f 0:5

0:6 ; 0:4
0:5 ; 0:3

0:4 ; 0:6
0:7 g, i.e., � = 0:25.

Thecorrelationsigni�es how similar thetwo modelsare.When
� ! 0, thetwo modelsarehighly correlatedandareverysimilar to
eachother. On theotherhand,when� ! 1, themodelsarequite
dissimilar. Wenext de�ne two typesof index models.

4.1 AverageModel

DEFINITION 2. (AverageModel) Given m MCs � 1 , � 2 , : : : ,
� m , theaverageMC � av g canbede�nedas:

8u; � av g(u) =
� 1(u) + � 2(u) + � � � + � m (u)

m

8u; v; � av g(u; v) =
� 1(u; v) + � 2(u; v) + � � � + � m (u; v)

m

In addition to theseparameters, � av g alsomaintains3 additional
parameters: an� 0 parameter, fromwhich its correlationto theindi-
vidualmodelscanbecomputed,and� max and� min , themaximum
andminimumamongall theparameters of theconstituentmodels.

The next theoremcapturesthe correlationbetweenthe average
modelandany of theconstituentmodels.
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THEOREM 1. Givenm models� 1 ; � 2 ; : : : ; � m thatare(1� � )-
correlated,thecorrelation between� av g , theaverage modelbuilt
from them,and any of the m modelsis at least (1 � � 0) where

� 0 = (1� 1
m ) �

(1� 1
m � ) .

PROOF. See[3].

For two models,thecorrelationparameter� 0 evaluatesto �=(2 �
� ), which is roughly half the correlationparameter� betweenthe
constituentmodels,for low valuesof � .

4.2 Min­Max Model
The min-maxmodelconsistsof two separatemodels: the min-

model,denotedby � min , andthemax-model,denotedby � max .

DEFINITION 3. (Min-Max Model) Givenm MCs� 1 , � 2 , : : : ,
� m , themin MC andthemaxMC are de�ned usingthefollowing
parameters:

8u; � min (u) = minf � 1(u); � 2(u); : : : ; � m (u)g

8u; v; � min (u; v) = minf � 1(u; v); � 2(u; v); : : : ; � m (u; v)g

8u; � max (u) = maxf � 1(u); � 2(u); : : : ; � m (u)g

8u; v; � max (u; v) = maxf � 1(u; v); � 2(u; v); : : : ; � m (u; v)g

Notethatthemin andmaxmodelsarepseudo-models,sincethe
startstateprobabilitiesof all thestatesandthetransitionprobabili-
ties for eachstatedo not necessarilyaddup to 1. As thesemodels
maintainan upperand lower boundon eachparameter, they are
employed to provide anupperandlower boundon theprobability
of observationof aquerysequencefrom theunderlyingmodels.

4.3 Hidden Mark ov Model (HMM)
We assumethat the numberof statesin the constituentHMMs

arethesameandthatthereis aone-to-onecorrespondencebetween
thestatesof theconstituentmodels.Theparametersof astatein the
compositeHMM will thenhave a one-to-onecorrespondencewith
theparametersof thecorrespondingstatesof theconstituentmod-
els. With this requirement,correlationcanbe de�ned by Eq. (4).
The averagemodel and the min-max modelsanalogouslyadopt
De�nitions 2 and 3. When a priori knowledgeof hiddenstates
is not available,a statecorrespondencecanbeestablishedby con-
sideringall possiblestatemappings[3].

4.4 Hierar chical Index Construction
In thissection,wedescribehow adistributedandhierarchicalin-

dex structureis built over theentiresensornetwork. We overlaya
treetopologyonthenetwork andperformabottom-upaggregation
of the index models. The leaf-level modelsare the actualmod-
els built by the individual sensors,while the internal index nodes
(models)summarizethe statisticalbehavior of the modelsunder-
neath.

We�rst explainhow averagemodelsareindexed.Figure4 shows
anexampleof a treetopologywith 2 levelsof index nodes.Model
R is theaveragemodelof its childrenS1 throughSc . Model S1 is
theaveragemodelbuilt from theleaf modelsL 1 ,: : : ,L k . Suppose
thatthecorrelationbetweenR andits childrenS1 ,: : : ,Sc modelsis
at least(1 � � 0

2), andthecorrelationbetweenany averagemodelSi

andtheleaf modelsunderit is at least(1 � � 0
1). Theorem2 shows

how to calculatethecorrelationparameter� 0 from themodelR to
any of theleafmodels.

THEOREM 2. Consideranaverage modelR. If thecorrelation
betweenR and its childrenS1 ,: : : ,Sc modelsis at least(1 � � 0

2),

R

S1

L 1 L k

Sc

'2e1�

'1e1�

'e1�

Figure 4: Corr elation of the average model R with any leaf
modelL i in its subtree:(1 � � 0) = (1 � � 0

2)(1 � � 0
1 ) where � 0

1 ; � 0
2

arethe correlation parametersbetweenthe averagemodelsand
their childr enat levels1 and 2 respectively.

and the correlation betweenany average modelSi and the leaf
modelsunderit is at least(1 � � 0

1), thenthe correlation between
theaveragemodelR andanyof theleafmodelsisat least(1� � 0) =
(1 � � 0

2)(1 � � 0
1).

PROOF. See[3].

Theotherindex parametersarecalculatedin thefollowing way.
Themaximumof the� max 'sof thechildrengivesthe� max for this
nodeandtheminimumof the� min 's is thenew � min . Employing
theseparameters,theaveragemodelcanestimatetheminimumand
themaximumprobabilitiesof observationof a sequencefor theset
of nodesin its subtree.

Themin-maxmodelsarealsoaggregatedin a hierarchicalman-
ner. Eachparameterof themin-modelis theminimum of all cor-
respondingparametersfrom the min-modelsand eachparameter
of the max-modelis the maximumof all suchparametersof the
max-models.

4.5 Dynamic Maintenanceof Models
Onceanaggregationof distributeddatasourceshasbeencarried

out, theunderlyingdatadistributionmaychange.This mayleadto
violationsof theexistingparametersat thehigherlevelsof thetree,
necessitatinganexpensive re-building of compositemodels.In this
section,we discusshow to avoid suchexpensive updatecostsby
introducinga small slacklocally at eachnode,andat every index
nodein thetree.Althoughthis mayleadto a degradationin query
pruningcapabilities,andhencehigherquerycommunicationcosts,
theamortizedbene�ts in communicationarelarge.

We considerthe parametersof eachmodel to be a function of
time, anddenotethe modelat time t by � ( t ) . As the datadistri-
bution changes,the underlyingmodelparametersarerecomputed
aftereverysmalldurationd. Assumethatthemodeltransmittedby
a nodeto its parentat thelastupdatetime t = u is � ( u ) . Thechild
nodedoesnot updateits parentat time t + d, aslong as� ( t + d) is
(1 � � )-correlatedwith � ( u ) . Theideaof theslackparameter� is
analogousto thecorrelationparameter� (De�nition 1).

We now explain how the slack parameter� is incorporatedin
maintainingthe correlationparametersat every level of the index
structure. Consideran averagemodel. It maintainsan � which
allows it to boundits correlationwith any model in its subtree.
However, this � hasbeencalculatedby observingthe correlation
of thecachedcopy of its child models.With time,thechild models
may be updated. Considera single parameter� av g of the aver-
agemodelandthecorrespondingparameter� ( u ) from thechild's
cachedmodel.Thecorrelationparameter� guaranteesthat � ( u ) �
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(1 � � )� av g andtheslackparameter� guaranteesthatat any other
time-point t + d, � ( t + d) � (1 � � )� ( u ) . Together, they guar-
anteethat � ( t + d) � (1 � � )(1 � � )� av g . Similarly, � ( t + d) �
� av g=((1 � � )(1 � � )) . This relationshipis trueat any level of the
index tree. Using De�nition 1, the relationshipof the correlation
parameterswith andwithout slackcanbeexpressedby

� slack = 1 � (1 � � )(1 � � noslack )

Therefore,aggregatingtheslackparametersin abottom-upfash-
ion, asmentionedabove, preservesthecorrectnessof the correla-
tion parametermaintainedby theindex structure.Wewill seein the
next sectionhow thespatialandtemporalcorrelationparameters,�
and� , areemployedduringquerypruning.

5. QUERY ALGORITHMS
This sectiondescribestheprocessingof range, top-1 and1-NN

queriesusingMIST'saverageandmin-maxmodels.

5.1 RangeQuery
Usersmay be interestedin sensorsexhibiting an abnormalbe-

havior. Thesenodescanbediscoveredby askingrange queriesof
the form: Returnall nodesin the networkthat haveobserveda
particular sequenceof symbolsq with a probability greaterthana
certainthreshold� . Thesequeriesarelikeselectqueriessincethey
selectthesetof sensorsthatsatisfythethreshold.

First, we explain how thesequeriesarehandledby MIST's av-
eragemodels. Along with the averagemodel,every nodein the
treemaintainstheparameters,� max , � min , andtheaggregate� , as
mentionedin Section4. As theindex modelmaintainedatanodeis
(1 � � )-correlatedwith respectto any constituentmodelin its sub-
tree,theaggregatemodelcanbeusedto provide lower andupper
boundson the probability of observation of a sequencefrom any
constituentmodel.Thenext theoremstatestheboundsfor anMC.

THEOREM 3. Consideran average model� av g . Assumethat
the correlation parametermaintainedat � av g is � and the slack
parametermaintainedis � . If q is a sequenceof lengthk, theproba-
bility of observationof q from� av g canbeexpressedas

Q k
i =1 � i

av g .
Theprobabilitiesof observationof q fromanymodel� j in its sub-
treeare thenboundedby pl andpr :

pl � pj � pr (5)

where

pl =
kY

i =1

h
max

n
� i

av g((1 � � )(1 � � )) ; � min (1 � � )
oi

(6)

pr =
kY

i =1

h
min

n
� i

av g=((1 � � )(1 � � )) ; � max =(1 � � )
oi

(7)

PROOF. See[3].

If the thresholdfor the rangequery� < pl , all sensorsin the
subtreeareguaranteedto satisfythe query. Similarly, if � > pr ,
no sensorin thesubtreecansatisfythequery. In thesetwo cases,
theentiresubtreebelow thenodewhere� av g is maintainedcanbe
pruned.If neitherof thepruningconditionsis satis�ed, thequery
is percolateddown, and this pruning is recursively carrieddown,
if necessary, till the leaf level models. All the results(nodesthat
satisfythequery)areaggregatedin abottom-upfashionat thebase
station.

Next, weexplainhow thebasestationemploysits min-maxmod-
els to prunethe query. Similar to the averagemodels,min-max

modelscomputethe boundson the probability of observation of
the query, and usethe boundsto prunesubtrees.The following
theoremstatestheboundsfor MCs.

THEOREM 4. Theprobability of observinga sequenceq from
anyof thechild modelsof an index nodeis boundedbypl andpr :

pl = p(qj� min )(1 � � )k (8)

pr = p(qj� max )=(1 � � )k (9)

where � min and� max are theminandthemaxmodelsmaintained
by theindex node.

PROOF. See[3].

For thecaseof HMMs, Theorems3 and 4 canbeusedto bound
theprobabilitiesof observation of a givenquerysequencealonga
singlestatepath.Sincetheprobabilityof observationof asequence
from an HMM is the sumof suchprobabilitiesalongall possible
paths,thetotal probabilityis boundedaswell.

5.2 Top­1 Query
Rangequeriesmayreturnall or noneof thesensorsastheanswer

set. In orderto avoid thedif�culties of �nding theright threshold,
usersmay be interestedin the sensorwhich bestdescribesa par-
ticular behavior. Then,top-1queriesof thefollowing form maybe
posedonthesensornetwork: Givena sequenceof symbolsq, return
the sensorthat hasthe highestprobability of observingit. Using
the answerof sucha query, a thresholdcanbe chosento retrieve
theothersensorsvia rangequerying.

MIST answersthe top-1 query in the following way. At every
level, the parentnodecalculatesthe boundsof observation of the
sequenceq from eachof its child modelsin the sameway asde-
scribedin Section5.1.Thismaybedoneby employing theaverage
modeland the index parametersor the min and the max models.
Then,it checkswhetherthe maximumvaluefor observation of q
from any child is lessthantheminimumvalueof observationof q
from any otherchild. If so,theformerchild modelandthesubtree
below it arepruned. The query is recursively sentto eachof the
remainingchild nodes.

In general,top-1queriesaremorecommunicationintensive than
rangequeries.This is because,for rangequeries,atany level of the
index, thereis achancethatall childrenof aparticularnodemaybe
prunedasnoneof themsatisfythe threshold.However, for top-1
queries,theboundsof thechildrenarecomparedagainsteachother.
Therefore,thequerywill besentto at leastonechild. Further, as
thesimilaritiesamongthechildrenincrease,their boundsbecome
identicalmakingthepruningfor top-1querieslesslikely.

5.3 1­NN or Model Query
Both rangeandtop-1 queriesweresequence-basedqueries. In

this section,we will considera higher level semanticquery, the
1-NN query. Insteadof providing a single observation sequence
asa query, usersmayprovide a model(or a setof observation se-
quencesfrom which a modelcanbe built) andaskthe following
modelquery: Returnthe sensormodelthat is mostsimilar to the
givenquerymodelQ.

To answerthemodelquery, we�rst de�ne thenotionof distance
betweentwo Markov Chains. The distancebetweentwo MCs � 1

and� 2 is de�ned as

d(� 1 ; � 2) =
s X

8 u

�
� 1(u) � � 2(u)

� 2 +
X

8 u;v

�
� 1(u; v) � � 2(u; v)

� 2

This distanceis a metricdistance.This de�nition canbeextended
to HMMs.
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We will �rst explain how 1-NN queriesarehandledfor average
models.To �nd themodelnearestto thequerymodel,we employ
an M-tree like mechanism[8]. An M-tree is built on the model
parameterspacebut is physicallyembeddedin thecommunication
graph.Averagemodelsateachnodemaintaina radiuswhich is the
largestdistancefrom theaveragemodelto any of its child models.
Betweena parameter� av g of theaveragemodelanda correspond-
ing parameter� of any model in its subtree,the distancecanbe
calculatedasfollows:

max
�

minf � av g=(1 � � ); � max g � � av g ;
� av g � maxf � av g (1 � � ); � min g

Theupperboundof � is givenby minf � av g=(1 � � ); � max g and
henceits distanceto � av g canbecalculatedasshown above. Simi-
larly, thedistanceof thelowerboundof � to � av g canbecalculated,
andconsequentlythemaximumdistancecanbecomputed.

Then,radiusiscalculatedasthesquarerootof thesumof squares
of all thedistancesde�nedoneachparameter� . Thedetailsof how
this radiusis usedto prunesubtreesarein [3, 8].

Min-max modelsanswerthemodelqueryby utilizing a princi-
plesimilar to theR-tree[14]. For eachparameterof theconstituent
models,the correspondingparametersin the min-modeland the
max-modelactasthebounds.In thevectorspaceof modelparam-
eters,themin andthemaxparametersform a minimumbounding
rectangle(MBR). Thequerymodelis a point in this space.Stan-
dardR-treepruningtechniquesareemployed[3, 14].

5.4 Effect of Dimensionality
The effect of dimensionality(numberof modelparameters)on

MIST is observed only for the modelqueriesandnot for the se-
quence(rangeor top-1)queries.EventhoughMIST maintainsmin
andmaxparametersanalogousto theR-tree,thereis a signi�cant
differencein how theseboundsareutilized to prunethesequence
queries. In an R-tree,eachindex is an MBR, and the query is a
hyper-rectangle(or a point) in themulti-dimensionalspace.Query
pruningdependson the intersection(or containment)in this high-
dimensionalspaceresultingin the curseof dimensionality. How-
ever, in thecaseof MIST, givena sequencequeryof lengthk, we
computetwo values—alower boundandanupperbound—onthe
value of the query observation probability. In the caseof MCs,
the lower boundis obtainedas the productof k individual min-
modelparameters(thecorrespondingstartstateandthek � 1 tran-
sition probability parameters).Similarly, the upperboundis ob-
tainedfrom themax-modelparameters.For thecaseof HMMs, the
upperandlower boundscancomputedasdiscussedin Section5.1.
Pruningdependsonwhetherthequerythreshold� lieswithin these
lower andupperbounds.In otherwords,pruningtakesplacein the
single-dimensionof probabilityspace—i.e.,on the(0; 1) realnum-
ber line. Thus, irrespective of the numberof dimensionsof the
underlyingmodels,theupperandlowerboundsonqueryprobabil-
ity dependonly on the productof k min-maxmodelparameters.
Similarly, theboundsfor theaveragemodelsarealsocomputedon
the single-dimensionalprobability line and therefore,thereis no
curseof dimensionality.

On theotherhand,for modelqueries,thesearchis carriedover
them-dimensionalspaceof modelparameters.Eachsensormodel
becomesapoint in themulti-dimensionalspaceandtheonenearest
to thequerymodelis retrieved. MIST's min-maxmodelsemploy
a straightforward R-treebased1-NN searchandits averagemod-
els employ M-tree based1-NN search.As the dimensionalityin-
creases,theprobabilityof intersectionof thequerywith the index
nodesincreases,andthus,thepruningpower of MIST decreases.
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Figure 5: Topology of the laboratory sensornetwork. There
are 4 roomsand 4 sensorsin eachroom. BS denotesthe base
station.

6. SLACK ANALYSIS
A largevalueof slackminimizesupdates,but considerablyde-

creasesMIST's query pruning capabilitiesbecauseof the wider
queryprobability bounds. On the other hand,a small slackwill
have ef�cient querypruningdueto tight bounds,but will leadto
increasedupdatecosts. In this section,we characterizethe opti-
mal choiceof � to achieve theminimumtotal communicationcost,
comprisingboththeupdateandquerycosts.

We denotetheprobabilitythatthequerywill besentdown from
an aggregatemodelto its childrenby Pq , andtheprobability that
anupdate(for a parameter)will besentup from thechildrento its
aggregateby Pu . A detailedanalysis[3] basedontherandom-walk
deviation of a parametershows that

Pu = 16=[1=(1 � � ) � (1 � � )]2 :

Similarly, theanalysis[3] of Pq for a rangequeryonasequenceof
lengthk yields

Pq = (1=2k )
h
1=(1 � � )k (1 � � )k � (1 � � )k (1 � � )k

i
:

We assumethatthecommunicationcostfor sendinga querypa-
rameter, and the costof updatinga parameterareequalandnor-
malizedto 1. Further, assumingthateachmodelhasn parameters,
andQ querieseachof lengthk areposedduringthisdurationd, the
total expectedcommunicationcostat eachindex nodeis

T =
16nd

[1=(1 � � ) � (1 � � )]2
+

Qk
2k

:s(k)

wheres(k) =
�
1=(1 � � )k (1 � � )k � (1 � � )k (1 � � )k

�
.

To obtain the optimal � , we differentiateT with respectto �
and set it to zero. This yields a polynomial equationof degree
2k + 5. The secondderivative of T with respectto � is greater
than zero, showing that the solution obtainedis indeeda mini-
mum. As the secondderivative is continuousin the openinterval
(0; 1), thesolutionof theequationcanbeobtainedusingNewton's
method[13], or techniqueslike �nite-dif ferencemethodsfor faster
convergence[12].

Slackestimatedby theabovemethodminimizesthecommunica-
tion costlocally at eachindex node.Theoptimalslack� i required
at eachnodei to minimize the globalcommunicationcost[3] for
theentirenetwork canbeevaluatedonly afterconsideringthecost
atall nodes.Therearetwo mainbottlenecksinvolvedin thisglobal
optimization: (i) all the � i parametershave to be sentto the base
stationto evaluate� i 's, and(ii) it is computationallydemandingto
solve for � i 's. Further, as � i parameterskeepevolving, the opti-
mal � i parameterswill change,andhencerecomputingtheglobally
optimal� i 's is veryexpensive.
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Sincethesensorshave limited processingcapabilities,theitera-
tive numericaloperationsinvolvedin thecalculationof thelocally
optimalslackarealsocomputationallychallenging.Therefore,we
useexperimentaltechniquesto estimatethe slack� . We estimate
theoptimalvalueof theslackparametera priori for a wide range
of � , queryrate,andquerylengthsettings.Eachsensoror anindex
nodemaintainsa table,andusesan appropriate� basedon table-
lookup.

7. FAULT­TOLERANCE
Nodefailuresareoneof the primary causesof network unreli-

ability. A parentnodein theMIST index needsto distinguishbe-
tweenthecasewherea child nodefails andthecasethata child's
parametersarewithin the slack� . To make MIST robust to node
failures,every parentmaintainsan expectedupdateinterval and
poll thechild for updates.Detectingnodefailuresusingacknowl-
edgmentpacketsiscostly. Therefore,MIST employsperiodicheart-
beat[7] messageexchangesto keeptheparent-childnodessynchro-
nized. After a nodehasfailed,its childrenswitchto a new parent,
andtransmittheir parametersto thenew parent.This is a one-time
cost.Subsequently, thecorrelationandtheslack-basedupdatepro-
tocolsarefollowed.

However, if MIST wereto handlequeriesevenduringnodefail-
ures,thenreplicationmay be a goodalternative mechanism.The
index model(or basemodel)informationcanbereplicatedatacho-
sensiblingnode.Thereshouldexist apathbetweenthesiblingand
theparentof thenode,even if thenodefails. Theparentandchil-
drenof a nodeareinformedof theidentity of thesibling node.At
thesiblingnode,thereplicatedindex canbemaintainedwith acor-
relationof (1 � � ) with respectto theactualindices.If � is asmall
value,thenthereplicatedindex is moreup-to-datewith thecurrent
index, but incurslargercommunicationcosts.Hence,this protocol
canbeseenasa trade-off betweenconsistency andcommunication
costs,similar to thereplicationprotocolswhich achieve scalability
by providing looseconsistency guarantees[6]. Hence,whenanode
fails, its parenttransmitsthequeryto thesiblingnode.Thesibling
nodeattemptsto answerthequeryemploying its (1 � � )-correlated
models. If it succeeds,it returnsthe result; else,it transmitsthe
queryto thechildrenof theoriginal node.

Periodicheartbeatmessagescan be usedto discover link fail-
uresfor updates.For queries,if an answeris not returnedby the
subtreewithin a speci�c time-out, it is assumedthat the link has
failed. Whena nodedetectslink-failurewith respectto its parent,
it switchesto a new parentandtransmitsits modelparametersto
the new parent. Whena parentdetectsa link failure to a child, it
noti�es it throughalternateroutes.MIST allows transientdatain-
consistenciesuntil thedetectionof failures.MIST trades-off these
short-lived inconsistenciesin favor of the communicationsavings
accruedby avoiding therobustbut expensive ACK protocol.

8. PERFORMANCE EVALUATION
In this section,we presentthe experimentalresultsfor all the

threequeries—range,top-1 and1-NN—on MIST's min-maxand
averagemodelsbuilt for MCs andHMMs. First, we describeour
datasets.Then,we explain the differentsettingsfor the measure-
mentsof query, updateandtotal communicationcosts.

8.1 Experimental Setup
Our experimentswereconductedon two datasets—areal data

setobtainedfrom our laboratoryandasyntheticallygenerateddata
set. In the laboratorydataset,sensorswerelocatedin four rooms
andfour sensorswereplacedin fourdifferentcornersof eachroom.

Thetopologyis illustratedin Figure5. Thebasestationis acentral
server wherethequeriesareposed.

In thelaboratorydataset,sensorswereusedto measurethetem-
peratureinsidethelaboratory. Thesensorssensedtemperatureev-
ery 30 secondsfor 10 days. Thevalueswerequantizedinto three
symbols:C (cold) for temperatureslessthan25� C, P (pleasant)
for temperaturesbetween25� C and27� C, andH (hot) for temper-
atureshigher than 27� C. Semanticquerieswhich are of interest,
suchas(i) alternatingweatherpatterns,H CH C, (ii) consistently
pleasanttemperature,PPPP, etc.,wereposed.Sequencequeries
weregeneratedin randomby samplingfrom auniformdistribution.
For 1-NN queries,querymodelsweresampledfrom auniformdis-
tribution. Markov Chainswith 3 statesandHMMs with 2 states
and3 symbolswerebuilt on eachsensoron sequencesgenerated
for eachday.

Thesyntheticdatasetwasgeneratedfor differentnetwork sizes
rangingfrom 16 to 512. The numberof modelstateswasvaried
from 3 to 11. Thebasemodelsweregeneratedby controlling the
modelcorrelationor the� parameterfor 5 differentvaluesranging
from 0:001 to 0:5. Thesemodelswerebuilt for sequencesgener-
atedover threehour periods,for � ve days. Updatesto datavalue
weregeneratedusingtheuniformrandomwalk method[4].

Communicationcostsweremeasuredin numberof bytes.Trans-
missionmessagesencodeda modelparameterin 2 bytes,anda k
lengthquerystringin k bytes.For modelqueries,theentiremodel
wasencodedin 2m byteswherem is thenumberof parametersin
themodel.Theanswersfor n-sizenetworkswereencodedin a bit
vectorof lengthn, or equivalentlyn=8 bytes.

8.2 Compared Techniques
We �rst presentthe two centralizedschemes.Then,we present

variationsof MIST thatareconsideredin theexperimentalresults.
� Centralized schemewith no slack: Eachnodetransmitsits

modelsto thebasestation(BS).Everyupdateto amodelparameter
is sentto theBS.Queriesareposedat theBS,whichalwaysmain-
tainsthelatestmodels.As aresult,queriesareansweredusingzero
communicationcost.

� Centralized schemewith slack: Initially all modelsaretrans-
mitted to theBS. An updateat eachnodeis not transmittedto the
BSif thecurrentparameteris within theslack,i.e.,within a(1� � )-
correlationof thebasestation'scachedparameter. Queryprobabil-
ities anddistancesareboundedusing the approximatemodelsat
BS. If a querycannotbeansweredwith certainty, it is injectedinto
thenetwork to retrieve therequiredmodels.

� MIST schemes:Both typesof index models—averageand
min-max—aremaintainedunderslackandnoslackconditions.

We evaluatetheperformanceof our index structurewith respect
to query rate, slack and correlationin terms of communication
costs. Our experimentswereconductedfor the following values
of � : 0:001; 0:01; 0:1; 0:2; 0:5. Unlessmentionedotherwise,the
slack� is setto thelocally optimalvalue.Weexperimentwith both
MCsandHMMs built from real-lifeandsyntheticdata.For brevity,
we only reporttherepresentative results.

8.3 Scalability with Query Rate
The�rst experimentevaluatesthescalabilityof thedifferentsch-

emeswith queryrate.Figure6 comparesMIST'sschemeswith the
centralizedschemeson MCs built from syntheticdata. The total
communicationcost,which is thesumof updatecostsand(range)
querycostswasmeasuredfor varyingqueryrates.Thequeryrateis
thenumberof queriesposedto thenetwork betweentwo successive
modelconstructiontimeinstances.This time interval is 3 hoursfor
our datasets.The centralizedschemewith slackperformspoorly,
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Figure 6: Total communicationcostsof MIST and the compet-
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Figure 7: Total communicationcostsof MIST and the compet-
ing schemesfor varying query rates.

asit injectedmostof thequeriesinto thenetwork. We noticethat
therestof theschemesscalewell with queryrate.

Figure 7 magni�es Figure 6 to compareMIST's averageand
min-maxmodelswith the centralizedschemewithout slack. For
small query rates,MIST's slack-basedschemes,which maintain
a slack at every level, outperformthosewithout slack by almost
a factorof two. Up to queryratesof 5, we seethataveragemodel
with slackperformsthebestamongMIST schemes.At smallquery
rates,updatesbecomethedominatingfactorof thetotal costs,and
astheaveragemodelmaintainssmallernumberof parametersthan
themin-maxmodel,it outperformsthemin-maxscheme.

As thequeryrateincreasesto 25, themin-maxmodelsprovide
ef�cient querypruningandbetterquerycommunicationcosts,and
henceoutperformthe averagemodel. When the query rate in-
creasesfurtherup to 50, thecostof slack-basedindexing schemes
increasesrapidly. This is becausethosequerieswhich were not
prunedby theslack-basedindex modelsaredrilled down into the
network. At thesequeryrates,min-maxschemewith no-slackpro-
videsthelowestcosts.As thisschememaintainsup-to-dateindices,
it provides tight boundson the probability of query observation
from theunderlyingmodels,andhenceprunesmostof thequeries
at the highestlevels of the index structure.At higherqueryrates,
the centralizedschemewhich haszeroquerycostsbecomesa vi-
ablealternative andultimatelybecomesthemostef�cient scheme.

Figure8 depictsthecommunicationcostsof thevariousschemes
for MCs built from the laboratorydata. The overall trendof the
schemesis similar to thoseobserved in syntheticMCs (Figure7).
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Figure 9: Total communicationcostsof MIST and the compet-
ing schemesfor HMMs built on laboratory data.

However, we notethat the schemeswith no slackoutperformthe
slackbasedschemesat mediumqueryratesof 10. Although the
updatecostswere reduceddue to the high � value of 0:3, these
savingswereoffset by the large increasein querycommunication
costsbecauseof the reducedpruningpower. The pruningpower
was much lower than the syntheticdataset becauseof the high
valuesof � for thelaboratorydata.

Figure9 shows that for HMMs built from realdata,theaverage
slack schemeis the bestfor query ratesup to 9. After that, the
min-maxschemewith slackperformsthebest.Onfurtheranalysis,
we found that query pruning is very little on real-world HMMs,
and thereforefor low queryrates,the updatecostsbecomemore
signi�cant. This explainswhy the averagemodelswith their low
updatecostsperformthebest.

8.4 UpdateCosts
We next comparetheupdatecostsof thevariousschemes.Fig-

ure 10 shows the low updatecostsof MIST-basedschemeswith
increasingslack, for MCs built on laboratorydata. We observe
that theupdatecostsof slack-basedschemeswerealmosthalf the
costsof thecorrespondingschemeswithoutslack.Wealsoobserve
thatthecostsof slack-basedcentralizedschemesaretwice ashigh
asMIST's slack-basedindexing schemes.This is becauseMIST
maintainsslackat every level of thehierarchywhereasthecentral-
ized schememaintainsthe slack only for the basemodels. The
averagemodelstransmitasinglemodelandthreeindex parameters
comparedto min-max'stwo pseudo-modelsateverylevel of hierar-
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for varying slack.

chy; therefore,theupdatecostsof averagemodelswerebetterthan
thoseof min-maxmodels.

8.5 Query Costs
We �nally analyzethe costsfor answeringthe threedifferent

queriesin termsof thetotal messagesize.Thecentralizedscheme
with noslackalwayshasa costof 0 andis thereforenotshown.

Figure 11 depictsthe querycostsfor top-1 querieson HMMs
built on syntheticdata. Querycostswereplottedagainstvarying
slackparameters.The querycostof the slack-basedschemes,in-
cluding thecentralizedschemewerealmosttwice asexpensive as
the schemeswithout slack. As the slack is maintainedat every
level, theboundsonthequeryprobabilityat thetop levelsof MIST
hierarchyaretoowide for ef�cient querypruning.Hence,schemes
withoutslackperformedmuchbetter. Min-maxmodelsoutperform
the averagemodelssinceit maintainstwo pseudo-models,which
provide muchtighterboundsthanasingleaveragemodel.

Figure 12 depictsquery costsfor 1-NN querieson MCs built
from syntheticdata.Here,thecommunicationcostsaremeasured
againstdifferentvaluesof correlationparameter� . For low values
of � , the syntheticallygeneratedmodelsarehighly correlatedand
hencetheindex structureprovidesvery tight boundson theunder-
lying models. Hence,at thesevalues,the query communication
costsfor MIST's indexing schemeswithoutslackarevery low. It is
worth noting thatat suchlow values,even thecentralizedscheme
with slack,canprunequeriesmuchmoreef�ciently thantheslack-
basedschemes.When� increasedto 0:1, we observedthatmostof

 40000

 60000

 80000

 100000

 120000

 140000

 160000

 180000

 0.001  0.01  0.1

Q
ue

ry
 c

os
t i

n 
by

te
s

Correlation parameter e

Synthetic MCs: Model query cost

d=0.2e

Minmax slack
Minmax no slack

Average slack
Average no slack
Centralized slack

Figure 12: Model query costsfor MCs built on synthetic data
for varying correlation.

 0

 20000

 40000

 60000

 80000

 100000

 120000

 140000

 2  2.5  3  3.5  4  4.5  5  5.5  6

Q
ue

ry
 c

os
t i

n 
by

te
s

Query length k

Synthetic MCs: Range query cost

e=0.1, d=0.05Minmax slack
Minmax no slack

Average slack
Average no slack
Centralized slack

Figure 13: Rangequery costsfor MCs built on synthetic data
for varying query length.

queriescouldnot be prunedby the centralizedschemeandhence
wereinjectedinto thenetwork. With increasing� , theboundsfor
averagemodelsbecomeworse. This explainsthe increasingcosts
for the no-slackschemes.The boundsfrom the min-maxmodels
alsobecomelargerastheminimumandmaximumfor eachparam-
eterbecomemorevaried.

Figure13 illustratestheeffectsof differentlengthsof thequery
sequenceonthequerycostsfor therangequeries.Theexperiments
wereperformedonsyntheticMCs. Querylengthk wasvariedfrom
2 to 6 and the thresholdsetas � k , with � chosenuniformly be-
tween0 and1. With increasingquerylength,thenumberof bytes
neededto encodethe querystring goesup. However, the bounds
for theprobabilityof observationof thequerybecomestighterwith
increasinglength. Thus,thechancesof a querygetting�ltered in-
creases.This resultsin a small increaseof querycosts,andgood
scalabilityof MIST schemeswith querylength.

8.6 Optimal Slack
We next performedexperimentson realdatato evaluatetheef-

fect of the slackparameteron the total communicationcost. Fig-
ure14 shows thetotal costsfor themin-maxandtheaverageslack
schemeswith � varied from 0:1 to 0:9 when the query rate was
setto 5. For low valuesof � , the updatecostsarelarge; whereas
for high valuesof � , thereis almostno querypruningresultingin
prohibitively high querycosts.For � = 0:3, thetotal communica-
tion costwasfoundto beminimumfor boththeindexing schemes.
At this slackvalue,not many updateshappenedandmany of the
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Figure 15: Scalability of MIST and centralized schemeswith
network size.

queriescould be prunedat higher levels. Interestingly, the total
costsfor thecentralizedslackschemekeptdecreasingwith increas-
ing � . As thequeryratewaslow, updatecostsdominatedthequery
costs,andhencedecreasedthetotal costswith increasingslack.

8.7 Scalability with Network Size
Thecentralizedschemesscalelinearly with network size.In the

centralizedschemewithout slack,eachupdatemessagetravelsthe
entire path from the sensorto the BS whereasin the centralized
schemewith slack,aquerywhichcouldnotbeansweredatthebase
stationis sentto a sensorin orderto retrieve thecorrespondingre-
sults. Therefore,the total communicationcostsof the centralized
schemesincreaselinearly with increasingnetwork size.MIST ex-
ploits spatialcorrelationsamongthedifferentsensorsandboth its
updatesandqueriesareprunedusingatree-basedprotocol.Hence,
thescalabilityis better.

Figure15 depictsthe total communicationcostsof MIST sch-
emesandthecompetingcentralizedschemeswith varyingnetwork
size. TheexperimentsemployedMCs built on syntheticdatawith
� = 0:1 and � = 0:05 with (range)query rate15. The central-
izedschemewith slackhasbeenomittedfrom the�gure dueto its
high querycommunicationcosts.MIST schemeswithout slackof-
fer signi�cant savings comparedto the slack-basedschemes.As
the network size increases,the slack-basedschemesachieve low
updatecostsdueto pruning; however, thereis a hugeincreasein
querycommunicationcostsdueto two reasons:(i) thequeryprun-
ing decreasesconsiderablyat higher levels of the treedue to the
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Figure 16: Scalability of MIST and centralized schemeswith
number of states.
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Figure17: Update costsof MIST with number of states.

slack employed in the parameters,and (ii) the queriestraversea
longerdistanceto retrievetheresults.Thecentralizedschemewith-
outslackincurslargeupdatecostssinceit transmitseverymodelto
thebasestation.In MIST, modelsaresentuponly to thenext level
andindexed. Therefore,the updatecostsaresmall. In sum, this
�gure depictsthesuperiorscalabilityof MIST basedschemeswith
network sizeandshows thatMIST maintainstheperformancegain
over thecentralizedschemes.

8.8 Scalability with Number of Model States
In this section,we describehow MIST andthecentralizedsch-

emesscalewith numberof states.Figure16 depictsthetotal com-
municationcostswith varying numberof statesfor rangequeries.
The experimentswere donewith syntheticMCs with � = 0:1,
� = 0:05, and query rate 100. We notice an interestingtrend.
For small statesizes,theschemeswithout slackoutperformedthe
schemeswith slack,whereasat larger statesizesthe reversephe-
nomenonwasobserved. In orderto understandtheunderlyingrea-
sonsbehindsucha trend in total costs,we plottedthe individual
contributionsof theupdateandthequerycostsof eachschemein
Figures17and18respectively.

Figure17 illustratesthatMIST'sslack-basedschemesscalewell
with increasingstatesizebecauseof updatepruning.On theother
hand,theschemeswithoutslackincurlargertransmissioncostsdue
to the increasednumberof parametersand little updatepruning.
Thecentralizedschemewith noslackscalespoorly.

However, for the rangequery costsdepictedin Figure 18, it
is interestingto observe that the query costsof eachschemefor
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Figure18: Rangequery costsof MIST with number of states.

 0

 200000

 400000

 600000

 800000

 1e+06

 1.2e+06

 1.4e+06

 3  4  5  6  7  8  9  10  11

Q
ue

ry
 c

os
t i

n 
by

te
s

Number of states

Scalability for model queries

Minmax slack
Minmax no slack

Average slack
Average no slack

Figure 19: Curse of dimensionality: Model query costs of
MIST with number of states.

100 randomqueriesdecreasewith increasingstatesize. Thecen-
tralizedschemewithout slackhaszeroquerycostsand is, there-
fore, omitted.Theaveragetransitionprobabilitiesandtheaverage
startstateprobabilitiesareinverselyproportionalto thenumberof
states.Therefore,theprobabilityof observinga queryof lengthk
(which is aproductof k � 1 transitionprobabilitiesand1 startstate
probabilityfor anMC) decreaseswith increasingnumberof states.
Theboundsarealsoproductsof k probabilities.Thus,they become
smallerandtheir differenceshrinksresultingin fewer queriessur-
passingthe query threshold. The schemeswithout slack outper-
formedthosewith slackbecauseof thetighterprobabilitybounds.
Figure18 shows thequerycostsfor a very high queryrateof 100.
For lower queryrates,theupdatecostsdominated.At high query
ratesandlargestatesizes,thequerycostsbecamenegligible, and
thetrendin theupdatecostswasre�ected in thetotal communica-
tion costs.Thus,MIST doesnot suffer from the “curseof dimen-
sionality” from thenumberof statesfor rangeandtop-1queries.

However, theeffectof dimensionalityisnoticedfor modelqueries,
wherethesearchis carriedover them-dimensionalspaceof model
parameters.Figure 19 shows the degradationof performancein
MIST's modelswith increasingm. Eventhoughthereis aneffect
of dimensionality, thecommunicationcostsremainpracticalup to
largestatesizesof 11. MIST schemeswithout slackprovide better
bounds,andhence,leadto lower communicationcosts.

8.9 Fault­ToleranceExperiments
Figure20 depictsthescalabilityof variousschemeswith failure

probability. Every nodefails with a probabilityof f . Theexperi-
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Figure20: MIST' sperformanceunder nodefailur e.
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Figure21: MIST' sperformanceunder link failur e.

mentswereperformedon MCs with � = 0:1, � = 0:05 andquery
rate set to 10. At the time of nodefailures,MIST schemesin-
cur additionalcosts,asthe childrenof the failed nodediscover a
new parentandpropagateupdatesto thenew parentandits ances-
tors. Therefore,astheprobabilityof nodefailure increases,MIST
schemesshow a moderateincreasein total communicationcosts.

Figure 21 depictsthe communicationcostsof MIST schemes
with increasinglink failure probability. As the link failure proba-
bility increases,thepercentageof nodesthatswitchto anew parent
andfollow thesubsequentexpensiveupdateprotocolincreasespro-
portionally. Hence,thecostsof eachschemeincrease.

Summary: When the spatial data is highly correlated,for low
queryrates,the minmaxschemewith slack is the best. For high
queryrates(over 50), theminmaxschemeandthecentralizedsch-
emewithout slack are the best. When the correlationsare low,
MIST schemeswithout slackperformthe bestfor query ratesof
morethan10. For large network sizesof morethan100 sensors,
MIST schemeswithoutslackscalethebest.For statesizeslessthan
6, MIST schemeswithoutslackarerecommended.For higherstate
sizes,MIST schemeswith slackarepreferred.With increasinglink
andnodefailureprobability, theaverageschemewith slackscales
betterthanotherschemes.

9. CONCLUSION
In this paper, we developeda distributedandhierarchicalindex

structurefor sensornetworks,MIST, basedon Markov Chainsand
HiddenMarkov Models. Thesestatisticalmodelscapturethe se-
manticsof a sensorsystemby transformingraw signalsinto sym-
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bols,thuspermittingahigh-level understandingandanalysis.
In order to unearthglobal semanticpatterns,the modelsat the

individual sensorsneedto beaggregated.In thelight of communi-
cationconstraintsin asensornetwork, aggregationshouldbebased
on themodelparameters.We designedtwo novel distributedalgo-
rithmsfor modelaggregation.The�rst algorithmproducesa valid
statisticalmodel,theaverage model, thatcapturestheaveragebe-
havior of the constituentmodels. Spatialcorrelationparameters
andtwo otherindex parametersweremaintainedalongwith theav-
eragemodels. The secondalgorithmproducespseudo-modelsin
the form of min andmaxmodelswhich wereusedto capturethe
extremebehavior of theconstituentmodels.We alsocapturedthe
temporalshift of theparametersof a modelby consideringa slack
at eachlevel of theindex structure.

We proposedtwo probabilisticsequence-basedqueries,range
andtop-1queries,andonehigh-level model-basedsemanticquery,
1-NN query, thatareof interestin a distributedsensornetwork set-
ting. We designedalgorithmsto answerthesequeriesef�ciently .
We usedthe index parametersmaintainedat the root of a subtree
to boundthe probabilityof observation of a querysequencefrom
a sensorin the subtree.We alsoboundedthe distanceof a query
modelto asensormodelusingtheseparameters.

We designedalgorithmsto answerthemef�ciently by bounding
the probability of observation of a querysequencefrom a sensor
(aswell asthedistanceof a querymodelfrom a sensormodel)in
a subtreeusingjust theindex parametersandtheslackparameters
maintainedat therootof thesubtree.

Wecomparedourschemesagainsttwo othercentralizedschemes,
onewith slackandtheotherwithoutslack.Extensive experimental
evaluationon both real-world andsyntheticdatasetsshowed that
MIST's modelsoutperformthe competingcentralizedschemesin
termsof update,queryandtotal communicationcosts.Thescala-
bility experimentsshowedthatMIST scaleswell with network size
andnumberof modelstates.
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