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ABSTRACT
In an outsourced data framework, we introduce and demonstrate
mechanisms for securely storing a set of data items (documents)
on an un-trusted server, while allowing for subsequent conjunctive keyword searches for matching documents. The protocols provide full computational privacy, query correctness assurances and
no leaks: the server either correctly executes client queries or (if
it behaves maliciously) is immediately detected. The client is then
provided with strong assurances proving the authenticity and completeness of results. This is different from existing secure keyword
search research efforts where a cooperating, non-malicious server
behavior is assumed. Additionally, not only does the oblivious
search protocol conceal the outsourced data (from the un-trusted
server) but it also does not leak client access patterns, the queries
themselves, the association between different queries or between
newly added documents and their corresponding keywords (not
even in encrypted form). These assurances come at the expense
of additional computation costs which we analyze in the context of
today’s hardware.

Introduction
In an increasingly networked world, computing and storage services require security assurances against malicious attacks or faulty
behavior. Protecting the confidentiality and integrity of stored data
is paramount to ensure safe computing. In networked storage, data
could be geographically distributed, and thus might be stored on
potentially vulnerable remote servers or transferred across untrusted
networks; this adds security vulnerabilities compared to direct-access
storage. Networked storage architectures are becoming increasingly prevalent: e.g., networked file systems and online relational
databases in public and commercial infra-structures such as email
and storage portals, libraries, health and financial networks.
Today, sensitive data is being stored on remote servers maintained by third party storage vendors. This is because the total cost
of storage management is 5–10 times higher than the initial ac∗Radu Sion is partly supported through the NSF Cybertrust awards
CNS 0627544, 0708025 and 0716608.
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quisition costs [10]. Moreover, most third party storage vendors
do not provide strong assurances of data confidentiality and integrity. For example, personal emails and confidential files are being stored on third party servers such as Gmail [2], Yahoo Mail [4],
Xdrive [3], and Files Anywhere [1]. Privacy guarantees of such services are at best declarative and often subject customers to unreasonable fine-print clauses—e.g., allowing the server operator (and
thus malicious attackers gaining access to its systems) to use customer behavior and content for commercial, profiling, or governmental surveillance purposes [9]. To protect data stored in this
untrusted server model, security systems should offer users assurances of data confidentiality and access pattern privacy. However,
a large class of existing solutions delegate this by assuming the existence of co-operating, non-malicious servers.
Additionally, the ability to search easily and efficiently within remote data is a very important feature. Some efficient content-based
keyword search indexing schemes exist today. However, supporting content-based search with privacy in a secure remote storage
is hard, and often tends to compromise either security or performance significantly. For example, if data is stored encrypted on a
remote server, to perform content-based searches, one cannot afford to decrypt it at the server nor transfer the bulk of the encrypted
data to the client; the former compromises security as a potentially
untrusted server needs to know decryption keys, and the latter compromises performance because of huge data transfers.
In this paper we explore three important security dimensions
of networked storage with untrusted servers, in the context of advanced content-based search: (1) confidentiality, (2) access pattern
privacy, and (3) retrieval correctness (result completeness and data
integrity). We design efficient search algorithms so as to scale to
a large number of documents, keywords and queries. Our solution
provides content-based searches with the following security assurances:
Confidentiality. The data being stored on the server is not decipherable either during client-server transit, or at the server side,
even by a malicious server.
Privacy of Searches.
An intruder or a malicious server is not
able to perform statistical attacks by exploiting search patterns. For
example, it is not able to compromise confidentiality by correlating
known public information with frequently searched items.
Retrieval Correctness. Clients are be able to verify the integrity
and completeness of any results the server returns. For example,
when a client sends the server a keyword-based query, the client is
able to verify that the server returned all matching documents.
To ensure confidentiality, all data and associated meta-data are
encrypted at the client side using non-malleable encryption, before
being sent to the server. The data remains encrypted throughout its
lifetime at the server. In response to retrieval requests, the server
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sends encrypted documents which are decrypted by the client. To
enable content-based search on encrypted data, any stored documents are indexed securely in the process of storage, at the data
owner’s site. This results in the confidential storage of the index
structures at the server side, available for future secure client access. We ensure access pattern privacy by both cryptographic obfuscation of the index and the deployment of practical information retrieval schemes with privacy. Retrieval correctness can be
ensured partly by deploying a secure, incremental checksumming
technique allowing also for data updates.

Model
In the model considered, a server offers data hosting services; for
example it may store files, e-mails or relational data. Clients need
to perform queries on the stored data items (“documents”) while
revealing a minimal amount of information (preferably none) to
the server. In this paper we are dealing with applications where
documents are retrieved according to keywords. More precisely,
we assume that a number of keywords is associated with each outsourced document; later, a client must be able to retrieve all documents matching one or more keywords. In addition to document
retrieval queries, the clients must be able to add new documents
and remove or update arbitrary previously-stored ones.
In a malicious adversarial setting, correctness and completeness
of server replies — besides confidentiality and integrity of the documents — are of crucial importance. In this setting, query correctness assures that only documents are returned that match the query;
query completeness assures that all such documents are returned
by the server. Additionally, it is often essential to conceal client
access patterns from the server. Here we introduce query protocols
for secure indexed data storage that provide confidentiality, completeness, privacy of search patterns; and the immediate detection
of a dishonest server by the client.
Let D = (di )i=1,...,n be the outsourced documents. Let K =
(ki )i=1,...,k be the set of keywords associated with the documents
and k their total number. Both the stored documents in D as well
as the query keywords q = {ki1 , ki2 , . . . , kiq } will be encrypted
with a symmetric key under the client’s control.
For analysis, we represent both the server and the client as interactive polynomial-time Turing Machines; we write C LI for the
client and S ERV for the server machine. A client interacts with the
server and issues a sequence of update requests U1 , . . . , Ul ; here,
an update is either a document addition or removal request. We
call such a sequence of requests a trace T . In addition to update
queries the client can also issue document retrieval queries Q =
(k1 , . . . , ki ), indicating that the client wishes to obtain all documents that match (e.g., contain) all keywords k1 , . . . , ki . After executing a retrieval query the client Turing Machine either outputs ⊤
or ⊥, indicating whether the client accepts or rejects the server response (denoted as DT ,Q ) – in the first case the client believes that
the server replied honestly. We write C LI(T , Q, DT ,Q ) ∈ {⊤, ⊥}
to denote the output of the client as a result of the server execution
of trace T and query Q and the result DT ,Q . A server response
D is said to be consistent with both T and Q, if an honest server,
after starting at the empty database and executing trace T honestly,
would reply with D to the query Q. Two traces T and T ′ are
called similar with respect to Q, written as T ≈Q T ′ , if the query
Q yields the same answer when queried after a trace T or T ′ , i.e.,
DT ,Q = DT ′ ,Q .
D EFINITION 1. A query protocol is complete, if (except with
negligible probability [11]) for all traces T and T ′ with T ′ 6≈Q T ,
document retrieval queries Q and server responses DT ′ ,Q , we have

C LI(T , Q, DT ′ ,Q ) = ⊥.
Informally, a query mechanism is complete, if the server is bound
to the sequence of update requests performed by the client: either
the server responds correctly to a query or its malicious behavior is
immediately detected by the client.
Information Leaks. Even though all documents are stored in
encrypted form on the server, the queries performed by the client
(the client access patterns) leak (potentially essential) information
about the data. A curious server can, for example, perform statistics on the search queries and relate the queries to corresponding
documents. In the following we provide an informal classification
of such information leaks that are introduced either by the query
protocol itself or by the storage data structures on the server.
In order to perform a document retrieval request, the client will
need to submit a query, naturally composed of a set of information items (keyword tokens) that relate uniquely to the queried keywords. In a very simple query protocol, these tokens could be the
(encrypted) actual query keywords. Depending on the information
that is obtained by the server from the keyword tokens, we can distinguish several leak types:
A type 1 leak occurred if, after receiving and executing a query,
the server can systematically construct any association between the
already seen keyword tokens (including the ones for the current
query) and the query results (encrypted documents) returned so far.
A type 2 leak, which is arguably more undesirable, allows the
server to construct a mapping between each and every considered
keyword tokens and all stored documents.
A type 3 leak leak occurs in the process of adding new keywords
if as a result of a query the server knows that documents that were
previously stored do not contain the added new keywords.

Solution Outline
Our solution is composed of a set of layered mechanisms that operate together to provide security assurances. For confidentiality,
non-malleable, semantically secure, symmetric encryption is deployed. Correctness assurances are achieved by maintaining a minimal set of client-side checksums that can operate for dynamic access patterns (e.g., document removals). Client access privacy is
provided by a combination of custom private information retrieval
protocols, together with search index obfuscation mechanisms. In
the following we briefly outline these mechanisms. We will start
by discussing search query correctness assurances.
We will represent the server-side search index as a collection of
posting lists, or PL for short. For each search keyword ki we maintain PLki containing all document identifiers of documents associated with it. To avoid possible manipulations of the PLs by the
server, we keep a cryptographic checksum hash of each PL on the
client; for this purpose, we use a special purpose hash function
H(PLki ) that is able to hash sets. The server maintains the PL
elements encrypted: each PLki contains encrypted document identifiers of documents that match keyword ki . To prevent the server
from cross-correlating different PLs, we use a different encryption
key for each set Kki . We compute this key from a fixed master
secret key and the keyword name using a one-way random cryptographic hash function or a HMAC [14].
For correctness, upon issuing a search query, clients will be able
to check server replies by using these set hashes. In other words,
upon receipt of these sets, the client first checks whether the server
honestly returned the PLs, i.e., the client computes all hash values
H(PLk1 ), H(PLk2 ), . . ., H(PLkn ) and compares them with the
locally stored values. If at least one hash differs, the client outputs
⊥ and assumes that the server is malicious. Otherwise, the client
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computes the encryption keys for the PLs from its master key and
decrypts all elements in the received PLs. Finally, the client computes the intersection of the received PLs, requests the corresponding documents from the server and outputs ⊤.
Due to special properties of the set hashes, adding documents to
or removing documents from the server can be done in a straightforward manner, with minimal communication overheads. The client
hash values can be updated directly upon removal / addition of documents, without retrieving additional data from the server. Without
discussing further implementation details (the incremental hashing
paradigm of Bellare and Micciancio [8] is deployed to construct
this function), we point out that it can be shown that the above
query protocol provides query completeness if the hash function H
is collision - resistant, i.e., if it is computationally infeasible to find
two sets A and B with A 6= B and H(A) = H(B):
T HEOREM 1. The above query protocol provides completeness
if H is collision-resistant.
Even though the proposed protocol is provably complete, the solution does not achieve the desired privacy properties. In a static
setting (where no documents are added or removed) it exhibits a
type 1 leak, since the server can map the queried encrypted PLs to
the retrieved encrypted documents. In a dynamic setting, it even exhibits a type 2 leak: each time a document is added, for consistency,
the client needs to update the PLs corresponding to keywords contained in the document. The server can then map these PL updates
to the newly added documents. In the following we show how more
sophisticated access protocols and data structures for representing
the PLs can reduce information leaks.
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Figure 1: Adding a new document requires (1) creating a vector indicating the contained keywords, (2a) encrypting the vector with F , (2b)
permuting the column according to σ (not shown) and (3) sending the
result to the server.

The leak source of the above methods is the client signaling
the server the keywords contained in newly added document. To
avoid this leak, we will modify document addition such that the
server learns nothing of the new document through the addition.
We now represent the PLs in the form of a k × n binary matrix
C. The bit at row i and column j, denoted Cij , is set to one if
and only if keyword i is contained in document j. On the server
e computed by
we store an “obfuscated” version of the matrix, C,
applying F , a bit-wise pseudo-random function [11] and σ, a ranei,j is given by
dom permutation of 1, . . . , k. The matrix element C
e
Ci,j = lsb(F (kσ(i) k dj )) ⊕ Cσ(i)j , where ⊕ denotes the XOR
operation, and lsb denotes the least significant bit of a string. Now
e While the pseudokeyword ki corresponds to row σ(i) of C.
random function assures proper encryption of the matrix C, the

permutation assures that the server cannot infer information on the
keywords ki by looking at the order in which they are represented
e
in C.
To add a new document, the client will now construct a column
having ones (1s) only in positions corresponding to keywords contained in the document and encoding this column using the permutation σ and the function F . The resulting column, along with an
encrypted version of the document are then sent to the server, who
e and stores the document using
appends the column to his matrix C
its unique identifier.
In a conjunctive keyword search {ki1 , ki2 , . . ., kim }, the client
e from the
requests rows σ(i1 ), σ(i2 ), . . ., σ(im ) of the matrix C
server, which correspond to the PLs of the searched keywords; we
denote these rows by Cσ(i1 ) , . . ., Cσ(im ) .
The client reconstructs the rows Cij , 1 ≤ j ≤ m, by computbσ(i ) with a vector formed of
ing the XOR of the received row C
j
the values lsb(F (kij ) k dl )), for 1 ≤ l ≤ n. The reconstructed
rows Ci1 , . . . , Cim uniquely correspond to the PLs PLki1 , . . .,
PLkim : PLkij contains all document names dl with Cij ,l = 1.
Now, the protocol continues in a similar manner as before: the
client computes the H(PLkij ) checksum for each requested keyword and checks whether it matches the locally stored value. If
any one hash value differs, the client outputs ⊥. Similar to Theorem 1 the completeness of the query protocol can be established.
This solution exhibits a type 1 leak however, since the client reveals
row indexes corresponding to the searched keywords and also the
encrypted documents containing them.
In the following we propose a method that prevents even such
leaks (by deploying a variation of computational PIR) at the expense of additional computation costs. The only information leaked
to the server consists of the number of keywords contained in conjunctive queries, shared by sets of documents. To achieve this goal,
we deploy a modified version of the Computational PIR mechanisms of Kushilevitz and Ostrovsky [12]. Initially, the client randomly chooses two prime numbers p and q of equal bit length, computes their product, N = pq and sends it to the server.
To perform a conjunctive keyword search {ki1 , ki2 , . . . , kim },
ei
for each keyword kij a client deploys PIR to obtain the row C
j
without leaking to the server the row index ij , as follows. It creates k numbers (one for each stored keyword) s1 , s2 , . . . , sk , such
that the ij -th number sij , corresponding to the row ij of C, is a
quadratic non-residue (QNR) and the rest are quadratic residues
(QR) in Z∗N . The client sends s1 , s2 , . . . , sk to the server. For each
e the server computes exactly one value
column c inQ
the bit matrix C,
k
vc as vc = i=1 vic , where vic corresponds to the i-th row of coleic = 0 then
umn c and is computed in the following fashion. If C
vic = 1, otherwise, vic = si . The server sends the computed values (for all columns) v1 , v2 , . . . , vn to the client, who checks their
quadratic residuosity in Z∗N . Then, if vc is a quadratic residue,
ep c is known to be 0, otherwise it is 1. Since sp is a quadratic
C
i
i
ep c is 0 (see
non-residue, vpi c is a quadratic residue if and only if C
i
[12]). The remaining steps of this solution follow exactly the protocol presented above. Again, similar to Theorem 1 the completeness
of the query protocol can be established. Moreover:
T HEOREM 2. If the quadratic residuosity assumption holds then
the above protocol offers full computational access pattern privacy.
It only leaks the number of keywords in a conjunctive query.

Scaling Up. Multiple Clients. Dynamic Data.
The server side complexity of the oblivious keyword search protocol presented above grows linearly with the number of indexed key-
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Figure 2: Oblivious Keyword Search.
words and documents. To reduce this computation overhead, two
techniques can be used, either separately or in conjunction: (1) To
keep the number of indexed keywords small, an additional search
structure can be deployed, which allows searching for each keyword exactly once – not yet indexed keywords can be first searched
for in the additional data structure and then obliviously added to
the index. (2) The index can be accessed more efficiently in a partitioned fashion, at the expense of reduced privacy (Figure 3).
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of the recent past would have been orders of magnitude less timeefficient than trivially transferring the entire database. These results
are beyond existing knowledge of mere “impracticality” under unfavorable assumptions. They rather reflect an inherent limitation
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