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1 Intr oduction

Many databaseapplicationsimplement caching of data
from a back-enddatabasesener to avoid repeatedround
trips to the back-endand to improve responseimes for
end-userequestsFor example considermawebapplication
thatcacheslynamicwebcontentin themid-tier [3, 2]. The
contentof dynamicweb pagesis usuallyassembledrom
datastoredn theunderlyingdatabassystemandsubjecto
modificationwhenerer the datasourcesaremodified. The
workloadis ideal for cachingqueryresults: mostqueries
areread-only(browsingsessionsandonly a smallportion
of the queriesareactuallymodifying data. Cachingat the
mid-tier helpsoff-load the back-enddatabaseenersand
canincreasescalabilityof a distributedsystemdrastically

Figurel showvsatypical 3-tierarchitectureof awebser
vices provider including databaseseners, a farm of web
senerswhich generatehe dynamiccontent,and clients.
Senersof the mid-tier layermaintainindividual caches.

While cachingat the mid tier is very attractve from a
scalabilityperspectie,applicationsannotarbitrarily trade
cacheconsisteng for performance Dependingon the ap-
plication, stalecacheentriesmay causeuserfrustrationat
theleastandincorrectapplicationbehaior attheworst.

Periodicallypolling theback-endor changess in mary
casesnadequate—if notdonefrequentlyenoughthendata
in the cachebecomestale,but if donetoo frequentlythen
unnecessargrocessingverheads incurred.

Different commercial products have addressedthis
problemby making differenttrade-ofs, but typical solu-
tionstendto be targetedtowardsspecificapplicationsce-
nariosandthey cannoteasilybere-used At thesametime,
someof thetechniquegouldperformin amorerobustand
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efficientmannerif implementednsidethe databassener.
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Figure 1: 3-tier webapplicationarchitecturewith mid-tier
caching

In this demonstrationwe shov the DatabaseChange
Notificationmechanismasimplementedn Microsoft SQL
Sener 2005Beta 3. This databaseprimitive allows sub-
scription and changedetectionfor queryresults,andit is
integratedin the query processqgrwherewe leverageex-
isting infrastructureand techniquedor materializedview
maintenancdas suggestedn [1]). The demonstratioris



anexampleof anonline book storeandwe shov how var-
ious technologiedit together— DatabaseChangeNoatifi-
cationsfor subscriptiorandinvalidation;ServiceBrokeras
the transportlayer to reliably route notification messages
from the databasesener to the caches;and ASPNET to
cachewebpagesdn themid tier.

2 DatabaseChangeNotifications

A goalof ourwork is to factorout commonprimitivesthat
arerequiredby awide rangeof databasapplicationswvhich
canbenefitfrom mid-tier or client-sidecaching.Database
Chang Notifications(DCN) provide sener-sideprimitives
thatallow clientsor applicationsto subscribeto queryre-
sults andthe sener sendsotificationmessagefor cache
invalidationassoonastheseresultshave changed.

We seetwo main requirementgor DCN. First, under
invalidation is unacceptablei.e. if the result of the sub-
scribedqueryhaschangediueto datamodificationin the
sener, the systemmust guaranteghat invalidation takes
place. And, secondjatencymustbelow. Thisis notonly
a performanceequirementout it also affects consisteng
acrossaches.

The importantbuilding blocks of DCN arethe notions
of (1) asubscriptiorrequest(2) anactive subscriptionand
(3) achangenotificationmessage:

A subscriptionrequestis a regular (SQL) query with
a specialannotatiof which indicatesthe client’s intentto
cachethequeryresult.

The databasesystemprocesseshe query as usualand
returnsthe result. In addition, it registersthe requestto
notify the cacheof potentialqueryresultchangesWe refer
to the successfutegistrationsasactivesubscriptions

In caseary databaseoperation— ranging from DML
gueriesto maintenanceor DDL operations— causesa
changeto the query results, the databasesener sendsa
change notificationmessge to the subscriber

Figurel summarizesheseconceptsandrelateshemto
thedifferentcomponentén atypical webapplicationervi-
ronment.As thefigure shavs, webseners WS; and WS,
cachequeryresultsfor queries;, @2 and@+, @3, respec-
tively. Thesesubscriptionarereflectedn the setof active
subscriptionsat the databasesener. Let us now assume
thattableT; which underliesQ) is updatedandthe result
for Q1 haschanged. This fires notification message$or
both copiesof ), ’s resultstoredat W.S; and W.S,, which
needto beinvalidated.

3 Workflow

Databasehangenotificationsconsistof a numberof com-
ponentsinsidethe databaseystemwhich aretightly inte-
gratedwith existing queryprocessotechnology? Thekey

INo alterationof the SQL statemenis actuallynecessarythe annota-
tion is partof the protocolandcanbe controledthroughlanguagesxten-
sionsin databas@rogrammingervironmentsuchasADO .NET

2The centralcomponents the Query Notification Manager(QNM),
implementedas partof the queryoptimizer However, for clarity we de-
pict severalinternalcomponentsuchasthesubscriptiorstoreasseparate
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conceptis to leverageexisting materializedview mainte-
nancealgorithms.Explainingtheindividual partsandtheir
interactioncan be donebestby examining samplework-
flows.

We distinguishtwo majorscenarios(1) subscribingo a
queryresultand(2) processingf changeavhich triggera
changenotification. Additional scenarios comprehensie
implementatiomeeddo take into accountincluding DDL
or maintenanceperationgrediscusseth thenext section.

3.1 Subscribingto a Query Result

In Figure2illustratestheworkflow for subscribingo query
results.Integratedinto the queryoptimizer, the DCN com-
ponentsnteractasfollows (numbersn thetext referto la-
belsin thefigure):

e DCN analyzesthe incoming query annotatedwith a
subscriptiorreques(1, 2); requestgor querieswhich
are not notifiable (e.g. querieswhich referencenon-
deterministidunctions)arerejected(3).

e For notifiablequeries DCN setsup templatesandpa-
rametertablesasnecessary4). The templatesenes
asatransientmaterializedview which will triggerthe
changedetectionmechanismsf view maintenance;
the parametertable storesmetadataabout the sub-
scribing client incl. a delivery addresdor the notifi-
cationmessage.

e DCN re-writesthe querysothatat run time parame-
tersareinsertedinto the parametetable (5) andthe
rewritten queryis optimizedasusual(6).

e Duringqueryexecution,parameterareprocessednd
stored(7) andqueryresultsreturnedasusual(8).

Note that during optimization only the supportstruc-
turesaresetup, i.e. theresultingqueryplan canbe cached
andre-usedexactly the way corventionalquery plansare
cached.

3.2 ChangeDetectionand Natification

Figure3 outlinestheworkflow for DCN processingn case
of DML operationssuchas| NSERT, DELETE, UPDATE.
Again, numberdn thetext referto labelsin thefigure.

¢ DCN analyzegshe DML — submittedby clients—with
thematerializedview framework (1, 2).

e The QNM suppliesthe templates(correspondgo a
transienmaterializedsiew) (3, 4). Thetemplategon-
tain specialoperatorsvhich call the QNM atruntime
to fire notifications.

e Theoptimizercombines/gpandsheplanasusualfor
materializedview maintenancés).

elementsn thefigures.



Notification
Delivery
Mechanism

I

Query
Notification

Manager —|
Template |

L 6
Optimized planl Store Template

Result
8—

Query Plan

Q'ﬂ Query 2 >
Optimizer | :
%

Rewritten
| Query Plan

~

Query Subscription Subscription

Execution | Store

Parameters

Create
Parameter Table

Process Query

Figure2: Workflow for subscribingo aqueryresult

¢ The modified query plan computesdeltaseffectively
identifying parameterows which containthe meta-
dataneededor notificationdeliveryandmaintainghe
DCN metadatan the parametetable(6).

o DCN firesnatifications(7) andreturnsresults(8).

The fact that all elementsof the changedetectionare
part of the query plan ensureghat firing the notification
is partof thetransactiorof the DML statementMoreover,
likewith thesubscribingplan,thequeryplanfor processing
changeganbecached.

4 DatabaseChangeNotifications & The Real
World

DCN utilizesanumberof simpleprinciplesmary of which
have beenusedin anothercontext suchas changedetec-
tion for materializedviews. Implementinghefeaturein an
industrystrengthdatabaseystemposeda numberof addi-
tional challengesBesideghe two major scenarioswhich
we discussedn Section3, DCN hasto be integratedinto
amultitudeof databas@perationsin this section we will
discusswhatit meango implementa featurelike DCN in
acommerciadatabassystem.

Oneof themajordesignconsiderationsf DCN wasthat
it beasnon-intrusive aspossible For example,we decided
not to exposeDCN throughSQL syntaxto avoid that ex-
isting applicationshave to be rewritten. Rather the sub-
scription requestcan be passedas a protocol annotation.
Anotherdesideratunis thatthe behavior of anapplication
shouldnot be alteredif DCN is activated. This meanghat
DCN cannotnot simply raiseerrorsand abort processing
of aworkloadbut hasto fail gracefully At the sametime,
delivery guaranteehave to bemet.

Analogousto the two principal workflows, we distin-
guish two categyoriesof additionallogic that is required:
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Figure3: Workflow for changedetectionandnotification

(1) pertainingto subscriptionrequestsand (2) operations
thatmightinvalidatequeryresults.

4.1

Not all SQL statementgjualify asa subscriptionrequest.
For example, querieswhich referencenon-deterministic
functionssuchasthe randomnumbergenerator and( )
cannotbe verified by a changedetectionmechanismFur-
thermore the compleity of the query might be suchthat
changedetectionfor incrementalmaintenancés unableto
determinethe changes. In thesecases,DCN rejectsthe
subscriptionrequestat query time and, insteadof setting
up the templateand parametetables,sendsa notification
to the client right away, notifying the subscribemaboutthe
failed request. The setof querieswhich are supportecby
DCN is tightly coupledto the setof expressiongor which
materializedviews canbe generated.

Invalid Subscription Requests

4.2 Invalidation throughnon-DML Statements

While the dealingwith invalid subscriptiorrequestsould
leveragemuch of the existing technologyfor materialized
views, takinginto accountall componentsvhich might af-
fectqueryresultshasprovenmoredifficult.

Obviously, DCN needsto monitor DDL operationson
objectsfor which subscriptionsareregistered.Operations
suchasDROP TABLE musttriggerinvalidationof all sub-
scriptionsthatrely on this objectandsendappropriateno-
tifications.UserDDL operationssuchasdisablingor even
removing anaccountaremoresubtleexamples:sincethe
databassystemimpersonatethe subscribewhensending
the notification, sendingnotificationson behalf of a user
which hasbeenremoredfrom the systemmayposeasecu-
rity thread.Thecorrectactionis to destrg all pendingsub-
scriptionsaspartof theuserDDL. SinceDCN canconsume
significantsener resourcesuchasdisk spaceor memory
subscriptionsireonly valid for a givenperiodof time after
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Figure4: Screenshatvith SQL Senertoolsshaving DCN relateddata: (1) GraphicalShavplanof DML queryplan, (2)

profilertrace,(3) systemtablewith subscriptions

which they aregarbage-collectedSupportstructuressuch
astemplateor parametetablesaregarbage-collectedith
atime delayto avoid thrashingif the time-outnotification
triggeredtheclientto re-queryimmediatelyi.e. parameter
tablesare only destryed after having beenunusedfor a
graceperiodof 10 minutes. Finally, DCN needso be ac-
countedor whenit comego disastemanagementn case
theseneris broughtdown dueto a power shortageor hard-
warefailure,thevalidity of a subscriptiorcannolongerbe
guaranteegincethedatabaséiles have notbeenunderthe
sener’s controlduringthe down time. Therefore at sener
start-upall notificationshave to be purgedfrom thesystem
soclientswould re-queryoncetheseneris up andrunning
again.

5 SystemDemonstration

This demonstratiorexerciseshe complete3-tier architec-
ture built on Microsoft SQL Sener 2005asdatabaseys-
temandASPNET aswebapplicationsener andcachein-
frastructure.Using an online bookstoreasrunning exam-
ple, we shavcasetheimplementatiorof DCN andits inte-
grationwith the mid-tier layer We demonstratesubscrip-
tion processingincluding query and updateplan rewrit-
ing, cachingqueryresultsat the mid-tier, andinvalidating
cachedresultsthroughchangenotifications. Our applica-
tion illustrateshow the query workload on the database
seneris reducedsignificantlywhenenablingDCN ascom-
paredto deplgying the web servicewithout caching. An-
otherfocusof thedemonstratiomill bethetight coupling
with the Microsoft SQL Sener relationalengineandthe
integration of DCN with the standardtoolsetsof a com-
mercial databaseproduct: DCN can be monitiored and
tracked with Microsoft SQL Sener Profiler trace events
andDynamicManagemenViews, i.e. systemtablesin the
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databaseTools suchas GraphicalShowvplan let usersex-
plore andtroubleshoofiquerieswhich have beenrewritten
for changenotifications(cf. Figure4).

6 Summary

In this demonstrationwe shov DatabaseChangeNatifica-
tionsasacoredatabassener primitiveto supporigranular
consistentand efficient mid-tier caching. Integratingthis
functionalityin thedatabassenerprovidesrobustnessand
efficiengy that cannotbe achieved througha client-based
implementatioroutsidethe database.

Our demoapplicationalso shaws the effective use of
various Microsoft technologiesworking together: DCN
for subscriptionand notificationof changesServiceBro-
ker for reliable routing and delivery of messages;and
ASPNET for web pagecachingin the mid-tier.
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