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1 Intr oduction

Many databaseapplicationsimplement caching of data
from a back-enddatabaseserver to avoid repeatedround
trips to the back-endand to improve responsetimes for
end-userrequests.For example,considerawebapplication
thatcachesdynamicwebcontentin themid-tier [3, 2]. The
contentof dynamicweb pagesis usuallyassembledfrom
datastoredin theunderlyingdatabasesystemandsubjectto
modificationwhenever thedatasourcesaremodified. The
workload is ideal for cachingqueryresults: mostqueries
areread-only(browsingsessions)andonly a smallportion
of thequeriesareactuallymodifying data.Cachingat the
mid-tier helpsoff-load the back-enddatabaseserversand
canincreasescalabilityof adistributedsystemdrastically.

Figure1 showsatypical3-tierarchitectureof awebser-
vices provider including databaseservers, a farm of web
servers which generatethe dynamiccontent,and clients.
Serversof themid-tier layermaintainindividualcaches.

While cachingat the mid tier is very attractive from a
scalabilityperspective,applicationscannotarbitrarily trade
cacheconsistency for performance.Dependingon theap-
plication,stalecacheentriesmaycauseuserfrustrationat
theleastandincorrectapplicationbehavior at theworst.

Periodicallypolling theback-endfor changesis in many
casesinadequate—if notdonefrequentlyenoughthendata
in thecachebecomesstale,but if donetoo frequentlythen
unnecessaryprocessingoverheadis incurred.

Different commercial products have addressedthis
problemby making different trade-offs, but typical solu-
tions tendto be targetedtowardsspecificapplicationsce-
nariosandthey cannoteasilybere-used.At thesametime,
someof thetechniquescouldperformin amorerobustand
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efficientmannerif implementedinsidethedatabaseserver.

Figure1: 3-tier webapplicationarchitecturewith mid-tier
caching

In this demonstration,we show the DatabaseChange
Notificationmechanismasimplementedin MicrosoftSQL
Server 2005Beta3. This databaseprimitive allows sub-
scriptionandchangedetectionfor queryresults,and it is
integratedin the query processor, wherewe leverageex-
isting infrastructureand techniquesfor materializedview
maintenance(as suggestedin [1]). The demonstrationis
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anexampleof anonlinebookstoreandwe show how var-
ious technologiesfit together— DatabaseChangeNotifi-
cationsfor subscriptionandinvalidation;ServiceBrokeras
the transportlayer to reliably route notificationmessages
from the databaseserver to the caches;and ASP.NET to
cachewebpagesin themid tier.

2 DatabaseChangeNotifications
A goalof ourwork is to factorout commonprimitivesthat
arerequiredbyawiderangeof databaseapplicationswhich
canbenefitfrom mid-tier or client-sidecaching.Database
ChangeNotifications(DCN)provideserver-sideprimitives
thatallow clientsor applicationsto subscribeto queryre-
sults, andtheserver sendsnotificationmessagesfor cache
invalidationassoonastheseresultshavechanged.

We seetwo main requirementsfor DCN. First, under-
invalidation is unacceptable,i.e. if the result of the sub-
scribedqueryhaschangeddueto datamodificationin the
server, the systemmust guaranteethat invalidation takes
place.And, second,latencymustbe low. This is not only
a performancerequirementbut it alsoaffectsconsistency
acrosscaches.

The importantbuilding blocksof DCN arethe notions
of (1) asubscriptionrequest,(2) anactivesubscription,and
(3) achangenotificationmessage:

A subscriptionrequestis a regular (SQL) query with
a specialannotation1 which indicatesthe client’s intent to
cachethequeryresult.

The databasesystemprocessesthe queryasusualand
returnsthe result. In addition, it registersthe requestto
notify thecacheof potentialqueryresultchanges.Werefer
to thesuccessfulregistrationsasactivesubscriptions.

In caseany databaseoperation– ranging from DML
queries to maintenanceor DDL operations– causesa
changeto the query results, the databaseserver sendsa
changenotificationmessage to thesubscriber.

Figure1 summarizestheseconceptsandrelatesthemto
thedifferentcomponentsin a typicalwebapplicationenvi-
ronment.As thefigureshows,webservers ����� and ���	�
cachequeryresultsfor queries
�� , 
�
 and 
�� , 
�� , respec-
tively. Thesesubscriptionsarereflectedin thesetof active
subscriptionsat the databaseserver. Let us now assume
that table ��� which underlies
�� is updatedandtheresult
for 
 � haschanged.This fires notification messagesfor
bothcopiesof 
 � ’s resultstoredat ��� � and ��� � which
needto beinvalidated.

3 Workflow
Databasechangenotificationsconsistof a numberof com-
ponentsinsidethe databasesystemwhich aretightly inte-
gratedwith existing queryprocessortechnology.2 Thekey

1No alterationof theSQL statementis actuallynecessary;theannota-
tion is partof theprotocolandcanbecontroledthroughlanguageexten-
sionsin databaseprogrammingenvironmentsuchasADO .NET

2The centralcomponentis the QueryNotification Manager(QNM),
implementedaspartof thequeryoptimizer. However, for clarity we de-
pict severalinternalcomponentssuchasthesubscriptionstoreasseparate

conceptis to leverageexisting materializedview mainte-
nancealgorithms.Explainingtheindividualpartsandtheir
interactioncan be donebestby examiningsamplework-
flows.

Wedistinguishtwo majorscenarios:(1) subscribingto a
queryresultand(2) processingof changeswhich triggera
changenotification.Additional scenariosa comprehensive
implementationneedsto take into accountincludingDDL
or maintenanceoperationsarediscussedin thenext section.

3.1 Subscribing to a Query Result

In Figure2 illustratestheworkflow for subscribingto query
results.Integratedinto thequeryoptimizer, theDCN com-
ponentsinteractasfollows(numbersin thetext referto la-
belsin thefigure):

� DCN analyzesthe incoming queryannotatedwith a
subscriptionrequest(1, 2); requestsfor querieswhich
are not notifiable (e.g. querieswhich referencenon-
deterministicfunctions)arerejected(3).

� For notifiablequeries,DCN setsup templatesandpa-
rametertablesasnecessary(4). The templateserves
asa transientmaterializedview which will triggerthe
changedetectionmechanismsof view maintenance;
the parametertable storesmetadataabout the sub-
scribingclient incl. a delivery addressfor the notifi-
cationmessage.

� DCN re-writesthe queryso that at run time parame-
tersare insertedinto the parametertable (5) and the
rewrittenqueryis optimizedasusual(6).

� Duringqueryexecution,parametersareprocessedand
stored(7) andqueryresultsreturnedasusual(8).

Note that during optimization only the supportstruc-
turesaresetup, i.e. theresultingqueryplancanbecached
andre-usedexactly the way conventionalqueryplansare
cached.

3.2 ChangeDetectionand Notification

Figure3 outlinestheworkflow for DCN processingin case
of DML operationssuchasINSERT, DELETE, UPDATE.
Again,numbersin thetext referto labelsin thefigure.

� DCN analyzestheDML – submittedby clients– with
thematerializedview framework (1, 2).

� The QNM suppliesthe templates(correspondsto a
transientmaterializedview) (3,4). Thetemplatescon-
tainspecialoperatorswhich call theQNM at run time
to fire notifications.

� Theoptimizercombines/expandstheplanasusualfor
materializedview maintenance(5).

elementsin thefigures.
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Figure2: Workflow for subscribingto aqueryresult

� The modifiedqueryplan computesdeltaseffectively
identifying parameterrows which containthe meta-
dataneededfor notificationdeliveryandmaintainsthe
DCN metadatain theparametertable(6).

� DCN firesnotifications(7) andreturnsresults(8).

The fact that all elementsof the changedetectionare
part of the query plan ensuresthat firing the notification
is partof thetransactionof theDML statement.Moreover,
likewith thesubscribingplan,thequeryplanfor processing
changescanbecached.

4 DatabaseChangeNotifications & The Real
World

DCN utilizesanumberof simpleprinciplesmany of which
have beenusedin anothercontext suchaschangedetec-
tion for materializedviews. Implementingthefeaturein an
industrystrengthdatabasesystemposeda numberof addi-
tional challenges:Besidesthe two majorscenarios,which
we discussedin Section3, DCN hasto be integratedinto
a multitudeof databaseoperations.In this section,we will
discusswhat it meansto implementa featurelike DCN in
a commercialdatabasesystem.

Oneof themajordesignconsiderationsof DCN wasthat
it beasnon-intrusiveaspossible.For example,wedecided
not to exposeDCN throughSQL syntaxto avoid that ex-
isting applicationshave to be rewritten. Rather, the sub-
scription requestcan be passedas a protocol annotation.
Anotherdesideratumis that thebehavior of anapplication
shouldnot bealteredif DCN is activated.This meansthat
DCN cannotnot simply raiseerrorsandabortprocessing
of a workloadbut hasto fail gracefully. At thesametime,
deliveryguaranteeshave to bemet.

Analogousto the two principal workflows, we distin-
guish two categoriesof additional logic that is required:

Figure3: Workflow for changedetectionandnotification

(1) pertainingto subscriptionrequestsand (2) operations
thatmight invalidatequeryresults.

4.1 Invalid Subscription Requests

Not all SQL statementsqualify asa subscriptionrequest.
For example, querieswhich referencenon-deterministic
functionssuchasthe randomnumbergeneratorrand()
cannotbeverifiedby a changedetectionmechanism.Fur-
thermore,the complexity of the querymight be suchthat
changedetectionfor incrementalmaintenanceis unableto
determinethe changes. In thesecases,DCN rejectsthe
subscriptionrequestat query time and, insteadof setting
up the templateandparametertables,sendsa notification
to theclient right away, notifying thesubscriberaboutthe
failed request.The setof querieswhich aresupportedby
DCN is tightly coupledto thesetof expressionsfor which
materializedviewscanbegenerated.

4.2 Invalidation thr oughnon-DML Statements

While thedealingwith invalid subscriptionrequestscould
leveragemuchof the existing technologyfor materialized
views, takinginto accountall componentswhich might af-
fectqueryresultshasprovenmoredifficult.

Obviously, DCN needsto monitor DDL operationson
objectsfor which subscriptionsareregistered.Operations
suchasDROP TABLE musttrigger invalidationof all sub-
scriptionsthatrely on this objectandsendappropriateno-
tifications.UserDDL operations,suchasdisablingor even
removing anaccount,aremoresubtleexamples:sincethe
databasesystemimpersonatesthesubscriberwhensending
the notification, sendingnotificationson behalf of a user
whichhasbeenremovedfrom thesystemmayposeasecu-
rity thread.Thecorrectactionis to destroy all pendingsub-
scriptionsaspartof theuserDDL. SinceDCNcanconsume
significantserver resourcessuchasdisk spaceor memory,
subscriptionsareonly valid for a givenperiodof timeafter
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Figure4: Screenshotwith SQL Server toolsshowing DCN relateddata:(1) GraphicalShowplanof DML queryplan,(2)
profiler trace,(3) systemtablewith subscriptions

which they aregarbage-collected.Supportstructuressuch
astemplatesor parametertablesaregarbage-collectedwith
a time delayto avoid thrashingif the time-outnotification
triggeredtheclient to re-queryimmediately, i.e. parameter
tablesare only destroyed after having beenunusedfor a
graceperiodof 10 minutes.Finally, DCN needsto be ac-
countedfor whenit comesto disastermanagement:In case
theserveris broughtdown dueto apowershortageor hard-
warefailure,thevalidity of asubscriptioncanno longerbe
guaranteedsincethedatabasefileshavenotbeenunderthe
server’s controlduringthedown time. Therefore,at server
start-upall notificationshave to bepurgedfrom thesystem
soclientswouldre-queryoncetheserver is upandrunning
again.

5 SystemDemonstration

This demonstrationexercisesthe complete3-tier architec-
ture built on Microsoft SQL Server 2005asdatabasesys-
temandASP.NET aswebapplicationserver andcachein-
frastructure.Using an online bookstoreasrunningexam-
ple,we showcasetheimplementationof DCN andits inte-
grationwith the mid-tier layer. We demonstratesubscrip-
tion processingincluding query and updateplan rewrit-
ing, cachingqueryresultsat themid-tier, andinvalidating
cachedresultsthroughchangenotifications. Our applica-
tion illustrateshow the query workload on the database
serveris reducedsignificantlywhenenablingDCN ascom-
paredto deploying the web servicewithout caching. An-
otherfocusof thedemonstrationwill bethetight coupling
with the Microsoft SQL Server relationalengineand the
integration of DCN with the standardtoolsetsof a com-
mercial databaseproduct: DCN can be monitiored and
tracked with Microsoft SQL Server Profiler traceevents
andDynamicManagementViews, i.e. systemtablesin the

database.Tools suchasGraphicalShowplan let usersex-
plore andtroubleshootquerieswhich have beenrewritten
for changenotifications(cf. Figure4).

6 Summary
In this demonstrationwe show DatabaseChangeNotifica-
tionsasacoredatabaseserverprimitiveto supportgranular,
consistent,andefficient mid-tier caching. Integratingthis
functionalityin thedatabaseserverprovidesrobustnessand
efficiency that cannotbe achieved througha client-based
implementationoutsidethedatabase.

Our demoapplicationalso shows the effective useof
various Microsoft technologiesworking together: DCN
for subscriptionandnotificationof changes;ServiceBro-
ker for reliable routing and delivery of messages;and
ASP.NET for webpagecachingin themid-tier.
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