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Abstract

The clustering problem is a dicult problem

for the data stream domain. This is because
the large volumesof data arriving in a stream
renders most traditional algorithms too inef-

cient. In recen years, a few one-passclus-
tering algorithms have beendewveloped for the

data stream problem. Although suc methods
addressthe scalability issuesof the clustering

problem, they are generally blind to the evo-

lution of the data and do not addressthe fol-

lowing issues:(1) The quality of the clustersis

poor when the data ewolvesconsiderably over
time. (2) A data stream clustering algorithm

requires much greater functionality in discov-

ering and exploring clustersover di erent por-

tions of the stream.

The widely used practice of viewing data
stream clustering algorithms asa classof one-
pass clustering algorithms is not very use-
ful from an application point of view. For
example, a simple one-passclustering algo-
rithm over an entire data stream of a few
years is dominated by the outdated history
of the stream. The exploration of the stream
over dierent time windows can provide the
userswith a much deeper understanding of the
ewlving behavior of the clusters. At the same
time, it is not possibleto simultaneously per-
form dynamic clustering over all possibletime
horizonsfor a data stream of even moderately
large volume.

This paper discussesa fundamertally dif-
ferert philosophy for data stream clustering
which is guided by application-certered re-
qguirements. The idea is divide the clustering
processinto an online componert which pe-
riodically stores detailed summary statistics
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and an o ine componert which usesonly this
summary statistics. The oine componert is
utilized by the analyst who can usea wide va-
riety of inputs (such astime horizon or num-
ber of clusters) in order to provide a quick un-
derstanding of the broad clusters in the data
stream. The problems of e cien t choice, stor-
age, and use of this statistical data for a fast
data stream turns out to be quite tricky. For
this purpose,we usethe conceptsof a pyrami-
dal time frame in conjunction with a micro-
clustering approach.  Our performance ex-
periments over a number of real and synthetic
data setsillustrate the e ectiv enessg ciency ,
and insights provided by our approac.

1 Intro duction

In recert years,advancesin hardware technology have
allowed us to automatically record transactions of ev-
eryday life at a rapid rate. Sud processesead to
large amourts of data which grow at an unlimited
rate. These data processesare referred to as data
streams. The data stream problem has been exten-
sively researded in recert years becauseof the large
number of relevant applications [1, 3, 6, 8, 13].

In this paper, we will study the clustering problem
for data stream applications. The clustering problem
is de ned asfollows: for a given set of data points, we
wish to partition them into one or more groups of sim-
ilar objects. The similarity of the objects with one an-
other is typically de ned with the useof somedistance
measureor objective function. The clustering problem
hasbeenwidely researted in the database,data min-
ing and statistics communities [4, 9, 12, 10, 11, 14]
becauseof its usein a wide range of applications. Re-
certly, the clustering problem hasalsobeenstudied in
the context of the data stream environment [8, 13].

Previous algorithms on clustering data streamssud
asthose discussedin [13] assumethat the clustersare
to be computed over the ertire data stream. Sudc
methods simply view the data stream clustering prob-
lem as a variant of one-passclustering algorithms.
While suc a task may be usefulin many applications,
a clustering problem needsto be de ned carefully in
the context of a data stream. This is becausea data
stream should be viewed asan in nite processconsist-
ing of data which continuously ewlveswith time. As
a result, the underlying clusters may also change con-



siderably with time. The nature of the clusters may
vary with both the momert at which they are com-
puted as well asthe time horizon over which they are
measured. For example, a user may wish to exam-
ine clusters occurring in the last month, last year, or
last decade. Sudch clusters may be considerably dif-
ferert. Therefore, a data stream clustering algorithm
must provide the exibilit y to compute clusters over
user-de ned time periods in an interactive fashion.

We note that since stream data naturally imposes
a one-passconstraint on the designof the algorithms,
it becomesmore di cult to provide sudch a exibilit y
in computing clustersover di erent kinds of time hori-
zonsusing corvertional algorithms. For example,a di-
rect extension of the stream-basedk-meansalgorithm
in [13] to such a casewould require a simultaneous
maintenance of the intermediate results of clustering
algorithms over all possibletime horizons. Such a com-
putational burden increaseswith progression of the
data stream and can rapidly becomea bottleneck for
online implementation. Furthermore, in many cases,
an analyst may wish to determinethe clustersat a pre-
vious momert in time, and comparethem to the cur-
rent clusters. This requires even greater book-keeping
and canrapidly becomeunwieldy for fast data streams.

Since a data stream cannot be revisited over the
course of the computation, the clustering algorithm
needsto maintain a substartial amourt of informa-
tion so that important details are not lost. For ex-
ample, the algorithm in [13] is implemented as a con-
tinuous version of k-meansalgorithm which cortinues
to maintain a number of cluster certers which change
or mergeas necessarythroughout the execution of the
algorithm. Sud an approad is especially risky when
the characteristics of the stream ewolve over time. This
is becausethe k-meansapproad is highly sensitive to
the order of arrival of the data points. For example,
oncetwo cluster certers are merged,there is ho way to
informativ ely split the clusters when required by the
ewlution of the stream at a later stage.

Therefore a natural design to stream clustering
would separate out the processinto an online micro-
clustering componert and an oine macro-clustering
componert. The online micro-clustering componert
requiresavery e cien t processfor storageof appropri-
ate summary statistics in a fast data stream. The of-
ine componert usesthese summary statistics in con-
junction with other userinput in order to provide the
userwith a quick understanding of the clusters when-
ewver required. Since the oine componert requires
only the summary statistics as input, it turns out to
bevery e cien t in practice. This two-phasedapproac
also provides the user with the exibilit y to explore
the nature of the ewolution of the clusters over di er-
ert time periods. This provides considerableinsights
to usersin real applications.

This paper is organizedas follows. In section 2, we
will discussthe basic conceptsunderlying the stream
clustering framework. In section 3, we will discuss
how the micro-clusters are maintained throughout the
stream generation process. In section 4, we discuss

how the micro-clusters may be used by an oine

macro-clustering componert to create clusters of dif-
ferert spatial and temporal granularity. Sincethe algo-
rithm is usedfor clustering of ewlving data streams,
it can also be usedto determine the nature of clus-
ter ewlution. This processis described in section 5.
Section 6 reports our performance study on real and
synthetic data sets. Section7 discusseghe implication
of the method and concludesour study.

2 The Stream Clustering Framew ork

In this section, we will discussthe framework of our
stream clustering approad. We will refer to it asthe
CluStream framework. The separation of the stream
clustering approach into online and o ine  componerts
raisesseweral important guestions:

What is the nature of the summary information
which can be stored e cien tly in a continuous data
stream? The summary statistics should provide su -
cient temporal and spatial information for a horizon-
speci c oine clustering process,while being prone to
an e cien t (online) update process.

At what momerts in time should the summary
information be stored away on disk? How can an ef-
fective trade-o be achieved between the storage re-
quiremerts of such a periodic processand the ability
to cluster for a speci ¢ time horizon to within a desired
level of approximation?

How can the periodic summary statistics be used
to provide clustering and ewolution insights over user-
speci ed time horizons?

In order to addresstheseissues,we utilize two con-
cepts which are useful for e cien t data collection in a
fast stream:

Micro-clusters: ~ We maintain statistical infor-
mation about the data locality in terms of micro-
clusters. These micro-clusters are de ned as a tem-
poral extension of the cluster feature vector [14]. The
additivit y property of the micro-clusters makesthem
a natural choice for the data stream problem.

Pyramidal Time Frame: The micro-clusters
are stored at snapshotsin time which follow a pyrami-
dal pattern. This pattern provides an e ectiv e trade-
0 betweenthe storagerequiremerts and the ability to
recall summary statistics from di erent time horizons.

This summary information in the micro-clusters is
usedby an o ine componert which is dependert upon
a wide variety of userinputs sud asthe time horizon
or the granularity of clustering. We will now discussa
number of notations and de nitions in order to intro-
duce the above concepts.

It is assumedthat the data stream consists of a
set of multi-dimensional records X ::: X ::: arriv-
ing at time stamps Ty ::: Ty :::. Each X; is a multi-
dimensional record cortaining d dimensionswhich are
denotedby X; = (xi:::x9).

Wewill rst beginby de ning the conceptof micro-
clusters and pyramidal time frame more precisely

1 A micro-cluster for a set of d-
with time stamps

De nition
dimensional points X, :::Xj,



Ti,:::Tj, is dened as the (2 d + 3) tuple
(CF2X;CF1X;CF2';CF1';n), wherin CF2* and
CF 1¥ each correspnd to a vector of d entries. The
de nition of each of theseentries is as follows:

For each dimension, the sum of the squaes of
the data valuesis maintained in CF2X, Thus, CF 2¥
gontains d values. The p-th entry of CF 2% is equal to

T (xP)2.
J=1 M

For each dimension, the sum of the data valuesis
maintained in CF 1*. Thus, CF 1* gontains d values.
The p-th entry of CF 1¥ is equal to J-”:l xi"j .

The sum of the squaes of the time stamps
Ti, :::T;, is maintained in CF2'.

The sum of the time stampsT;, :::T;,
tained in CF 1.

The number of data points is maintained in n.

is main-

We note that the above de nition of micro-clustersis
a temporal extension of the cluster feature vector in
[14]. We will refer to the micro-cluster for a set of
points Cby CFT(C). As in [14], this summary infor-
mation can be expressedin an additive way over the
di erent data points. This makesit a natural choice
for usein data stream algorithms. At a given momert
in time, the statistical information about the dominant
micro-clustersin the data stream is maintained by the
algorithm. As we shall seeat a later stage, the nature
of the maintenance processensuresthat a very large
number of micro-clusters can be e cien tly maintained
ascomparedto the method discussedn [13]. The high
granularity of the online updating processensuresthat
it is able to provide clusters of much better quality in
an ewlving data stream.

The micro-clusters are also stored at particular mo-
ments in the streamwhich arereferredto assnapshots
The oine macro-clustering algorithm discussedat a
later stagein this paper will usethese ner level micro-
clusters in order to create higher level clusters over
speci ¢ time horizons. Consider the case when the
current clock time is t; and the user wishesto nd
clustersin the stream basedon a history of length h.
The macro-clustering algorithm discussedin this pa-
per will usesomeof the subtractive properties® of the
micro-clusters stored at snapshotst; and (tc h) in or-
derto nd the higher level clustersin a history or time
horizon of length h. The subtractive property is a very
important characteristic of the micro-clustering repre-
sentation which makes it feasibleto generate higher
level clusters over di erent time horizons. Of course,
sinceit is not possibleto store the snapshotsat eath
and every momert in time, it is important to choose
particular instants of time at which the micro-clusters
are stored. The aim of choosing these particular in-
stants is to ensurethat clustersin any user-speci ed
time horizon (tc  h;t.) can be approximated.

In order to achieve this, we will introduce the con-
cept of a pyramidal time frame. In this technique, the
shapshotsare stored at di ering levels of granularity

1This property will be discussedin greater detail in a later
section.

depending upon the recency Snhapshotsare classi ed
into di erent orders which can vary from 1 to log(T),
where T is the clock time elapsedsincethe beginning
of the stream. The order of a particular classof snap-
shots de nes the level of granularity in time at which
the snapshotsare maintained. The snapshotsof dif-
ferent ordering are maintained as follows:

‘Snapshotsof the i-th order occur at time intervals
of ', where is an integer and 1. Specically,
ead snapshotof the i-th order is taken at a momert
in time when the clock value? from the beginning of
the stream is exactly divisible by '.

At any given momert in time, only the last + 1
shapshotsof order i are stored.

We note that the above de nition allows for con-
siderableredundancy in storage of snapshots. For ex-
ample, the clock time of 8 is divisible by 2°, 2%, 22,
and 23 (where = 2). Therefore, the state of the
micro-clusters at a clock time of 8 simultaneously cor-
respondsto order O, order 1, order 2 and order 3 snap-
shots. From an implementation point of view, a snap-
shot needsto be maintained only once. We make the
following obsenations:

For a data stream, the maximum order of any
shapshotstored at T time units sincethe beginning of
the stream mining processis log (T).

For a data stream the maximum number of snap-
shots maintained at T time units sincethe beginning
of the stream mining processis ( + 1) log (T).

For any user-speci ed time window of h, at least
one stored snapshotcan be found within 2 h units of
the current time.

While the rst two results are quite easyto verify,
the last one needsto be proven formally.

Lemma 1 Leth beauser-speci e d time window, t. be
the current time, and ts be the time of the last stored

shapshotof any order just before the time t; h. Then
tc ts 2 h.
Pro of: Letr bethe smallestintegersuchthat " h.

Therefore, we know that " ' < h. Since we know
that there are + 1 snapshotsof order (r 1), at least
one snapshot of order r 1 must always exist before

tc h. Let tg be the snapshotof order r 1 which
occursjust beforet; h. Then (tc h) tg r1
Therefore, we havet, ts h+ " 1< 2 h. ]

Thus, in this case,it is possibleto nd a snapshot
within a factor of 2 of any user-sgecied time win-

dow. Furthermore, the total number of snapshots
which needto be maintained is relatively modest. For
example,for a data stream running? for 100yearswith

a clock time granularity of 1 second,the total nhumber
of snapshotswhich needto be maintained is given by

2Without loss of generality, we can assumethat one unit of
clock time is the smallest level of granularity. Thus, the 0-th
order snapshots measure the time intervals at the smallest level
of granularit y.

3The purp oseof this rather extreme example is only to illus-
trate the e ciency of the pyramidal storage processin the most
demanding case. In most real applications, the data stream is
likely to be much shorter.



Order of || Clock Times (Last 5 Snapshots)

Snapshots

0 5554535251

1 545250 48 46

2 5248444036

3 1840822416

4 488216

5 32
Table 1: An example of snapshotsstored for = 2
and| =2

(2+ 1) log,(100 365 24 60 60)
a modest storage requiremert.

It is possibleto improve the accuracy of time hori-
zon approximation at a modest additional cost. In
order to achieve this, we save the ' + 1 snapshotsof
orderr for I > 1. In this case,the storage require-
mert of the technique correspondsto ( '+ 1) log (T)
snhapshots. On the other hand, the accuracy of time
horizon approximation alsoincreasessubstartially. In
this case,any time horizon can be approximated to a
factor of (1 + 1= ' 1). We summarize this result as
follows:

95. This is quite

Lemma 2 Leth bea user-sgeci e d time horizon, t; be
the current time, and ts be the time of the last stored

shapshotof any order just before the time t; h. Then
te ts (L+1="'1) h.
Pro of: Similar to previous case. |

For larger valuesof |, the time horizon can be approx-
imated as closely as desired. Consider the example
(discussedabove) of a data stream running for 100
years. By choosingl = 10, = 2, it is possibleto ap-
proximate any time horizon within 0:2%, while a total
of only (21°+ 1) log,(100 365 24 60 60) 32343
shapshots are required for 100 years. Since histori-
cal snapshotscan be stored on disk and only the cur-
rent snapshot needsto be maintained in main mem-
ory, this requiremert is quite feasiblefrom a practical
point of view. It is alsopossibleto specify the pyrami-
dal time window in accordancewith user preferences
corresponding to particular momerts in time sudc as
beginning of calendaryears, months, and days. While
the storagerequiremerts and horizon estimation possi-
bilities of sudh a schemeare di erent, all the algorith-
mic descriptions of this paper are directly applicable.

In order to clarify the way in which snapshotsare
stored, let us considerthe casewhen the stream has
beenrunning starting at a clock-time of 1, and a use
of = 2and| = 2. Therefore 22 + 1 = 5 snapshots
of eacth order are stored. Then, at a clock time of 55,
snapshotsat the clock times illustrated in Table 1 are
stored.

We note that a large number of snapshotsare com-
mon amongdi erent orders. From an implementation
point of view, the states of the micro-clusters at times
of 16, 24, 32, 36, 40, 44, 46, 48, 50, 51, 52, 53, 54, and
55 are stored. It is easyto seethat for more recen

clock times, there is lessdistance between successie
shapshots(better granularity). We also note that the
storage requiremerts estimated in this section do not
take this redundancy into account. Therefore, the re-
quirements which have beenpresened sofar are actu-
ally worst-caserequiremerts.

An important questionisto nd a systematic rule
which will eliminate the redundancy in the snapshots
at dierent times. We note that in the exampleillus-
trated in Table 1, all the snapshotsof order 0 occur-
ring at odd momerts (nondivisible by 2) needto be
retained, since these are non-redundart. Once these
shapshotshave beenretained and others discarded, all
the snapshotsof order 1 which occur at times that are
not divisible by 4 are non-redundart. In general, all
the snapshotsof order | which are not divisible by 2'*1
are non-redundart. A redundarnt (hencenot be gener-
ated) snapshotis marked by a crossbaron the number,
sudh as b4, in Table 1. This snapshotgeneration rule
also applies to the general case,when is dierent
from 2. We also note that whenewer a new snapshot
of a particular order is stored, the oldest snapshot of
that order needsto be deleted.

3 Online Micro-cluster Main tenance

The micro-clustering phase is the online statistical
data collection portion of the algorithm. This pro-
cessis not dependert on any user input such as the
time horizon or the required granularity of the clus-
tering process. The aim is to maintain statistics at a
su cien tly high level of (temporal and spatial) gran-
ularity sothat it can be e ectiv ely usedby the o ine

componerts sud as horizon-speci ¢ macro-clustering
aswell as ewolution analysis.

It is assumedthat a total of g micro-clusters are
maintained at any momert by the algorithm. We will
denotethesemicro-clustersby M 1:::M 4. Asscciated
with ead micro-cluster i, we create a unique id when-
ewverit is rst created. If two micro-clustersare merged
(as will becomeevidert from the details of our main-
tenancealgorithm), a list of ids is createdin order to
identify the constituent micro-clusters. The value of g
is determined by the amourt of main memory available
in order to store the micro-clusters. Therefore, typi-
cal valuesof g are signi cantly larger than the natural
number of clustersin the data but are alsosigni cantly
smaller than the number of data points arriving in a
long period of time for a massiwe data stream. These
micro-clusters represen the current snapshotof clus-
ters which change over the course of the stream as
new points arrive. Their status is stored away on disk
wheneer the clock time is divisible by ' for any in-
tegeri. At the sametime any micro-clusters of order
r which were stored at a time in the past more remote
than '*" units are deleted by the algorithm.

We rst needto create the initial g micro-clusters.
This is done using an o ine processat the very be-
ginning of the data stream computation process. At
the very beginning of the data stream, we store the
rst InitN umber points on disk and use a standard



k-meansclustering algorithm in order to create the g
initial micro-clusters. The valueof | nitN umber is cho-
sento be aslarge as permitted by the computational
complexity of a k-meansalgorithm creating g clusters.

Once these initial micro-clusters have been estab-
lished, the online process of updating the micro-
clustersis initiated. Whenewer a new data point X,
arrives, the micro-clusters are updated in order to re-
ect the changes. Each data point either needsto be
absorbed by a micro-cluster, or it needsto be put in
a cluster of its own. The rst preferenceis to absorb
the data point into a currently existing micro-cluster.
We rst nd the distance of eath data point to the
micro-cluster certroids M 1 :::M . Let us denotethis
distance value of the data point X;, to the certroid
of the micro-cluster M j by dist(M j; Xj, ). Sincethe
certroid of the micro-cluster is available in the cluster
feature vector, this value can be computed relatively
easily.

We nd the closestcluster M , to the data point
Xi,. We note that in many cases the point X;, does
not naturally belongto the cluster M ,. These cases
are as follows:

The data point X;, correspondsto an outlier.

The data point X;, corresponds to the begin-
ning of a new cluster becauseof ewlution of the data
stream.

While the two casesabove cannot be distinguished
until more data points arrive, the data point X;, needs
to be assigneda (new) micro-cluster of its own with
a unique id. How do we decide whether a completely
new cluster should be created? In order to make this
decision, we use the cluster feature vector of M , to
decide if this data point falls within the maximum
boundary of the micro-cluster M . If so,then the data
point X;, is addedto the micro-cluster M ,, using the
CF additivit y property. The maximum boundary of
the micro-cluster M ,, is de ned as a factor of t of the
RMS deviation of the data points in M ,, from the cen-
troid. We de ne this asthe maximal boundary factor.
We note that the RMS deviation can only be de ned
for a cluster with more than 1 point. For a cluster
with only 1 previous point, the maximum boundary is
de ned in a heuristic way. Speci cally, we chooseit to
be the distance to the closestcluster.

If the data point does not lie within the maxi-
mum boundary of the nearest micro-cluster, then a
new micro-cluster must be created corntaining the data
point X;, . This newly createdmicro-cluster is assigned
a new id which can identify it uniquely at any future
stage of the data steam process. Howewer, in order
to create this new micro-cluster, the number of other
clusters must be reduced by one in order to create
memory space. This canbe achieved by either deleting
an old cluster or joining two of the old clusters. Our
maintenance algorithm rst determinesif it is safeto
delete any of the current micro-clusters as outliers. If
not, then a merge of two micro-clustersis initiated.

The rst step is to identify if any of the old
micro-clustersare possibly outliers which can be safely

deleted by the algorithm. While it might be tempting

to simply pick the micro-cluster with the fewest num-

ber of points as the micro-cluster to be deleted, this

may often lead to misleading results. In many cases,
a given micro-cluster might correspond to a point of
considerablecluster presencen the past history of the

stream, but may no longer be an active cluster in the

recert stream activity. Sudh a micro-cluster can be
consideredan outlier from the current point of view.

An ideal goal would be to estimate the averagetime-

stamp of the last m arrivals in ead micro-cluster 4,

and deletethe micro-cluster with the leastrecert time-

stamp. While the above estimation can be achieved by
simply storing the last m points in ead micro-cluster,

this increasesthe memory requiremerts of a micro-

cluster by a factor of m. Sud a requiremert reduces
the number of micro-clustersthat canbe stored by the

available memory and therefore reducesthe e ectiv e-
nessof the algorithm.

Wewill nd away to approximate the averagetime-
stamp of the last m data points of the cluster M . This
will be achieved by using the data about the time-
stamps stored in the micro-cluster M . We note that
the time-stamp data allows us to calculate the mean
and standard deviation® of the arrival times of points
in a given micro-cluster M . Let these values be de-
noted by M and M respectively. Then, we nd
the time of arrival of the m=(2 n)-th percertile of
the points in M assumingthat the time-stamps are
normally distributed. This time-stamp is used as the
approximate value of the recency We shall call this
value asthe relevane stamp of cluster M . When the
least relevance stamp of any micro-cluster is below a
user-de ned threshold , it can be eliminated and a
new micro-cluster can be createdwith a unique id cor-
responding to the newly arrived data point X;, .

In some cases,none of the micro-clusters can be
readily eliminated. This happens when all relevance
stamps are su cien tly recent and lie above the user-
de ned threshold . In sud a case,two of the micro-
clusters needto be merged. We mergethe two micro-
clusters which are closestto one another. The new
micro-cluster no longer correspondsto oneid. Instead,
anidlist is createdwhich is a union of the idsin the in-
dividual micro-clusters. Thus, any micro-cluster which
is the result of one or more merging operations can
be identi ed in terms of the individual micro-clusters
mergedinto it.

While the above processof updating is executedat
the arrival of eath data point, an additional process
is executedat ead clock time which is divisible by '
for any integeri. At ead sud time, we store away
the current set of micro-clusters (possibly on disk) to-
gether with their id list, and indexed by their time of
storage. We alsodeletethe leastrecert snapshotof or-
deri, if '+ 1snapshotsof sud order had already been

41f the micro-cluster contains fewer than 2 m points, then we
simply nd the average time-stamp of all points in the cluster.
5The mean is equal to CF1'=n. The standard deviation is

equalto CF2t=n (CF1t=n)2.




stored on disk, and if the clock time for this snapshot
is not divisible by '*1.

4 Macro-Cluster Creation

This section discussesone of the oine componerts,
in which a user has the exibilit y to explore stream
clusters over dierent horizons. The micro-clusters
generated by the algorithm serwe as an intermediate
statistical represertation which can be maintained in
an e cien t way evenfor a data stream of large volume.
On the other hand, the macro-clustering processdoes
not usethe (voluminous) data stream, but the com-
pactly stored summary statistics of the micro-clusters.
Therefore, it is not constrained by one-passrequire-
merts.

It is assumed,that as input to the algorithm, the
user supplies the time-horizon h, and the number of
higher level clusters k which he wishesto determine.
We note that the choice of the time horizon h deter-
mines the amount of history which is usedin order to
create higher level clusters. The choice of the number
of clustersk determineswhether more detailed clusters
are found, or whether more rough clusters are mined.

We note that the set of micro-clusters at ead stage
of the algorithm is basedon the ertire history of stream
processingsincethe very beginning of the stream gen-
eration process. When the user speci es a particular
time horizon of length h over which he would like to
nd the clusters, then we needto nd micro-clusters
which are specic to that time-horizon. How do we
adhieve this goal? For this purpose,we nd the addi-
tive property of the cluster feature vector very useful.
This additiv e property is as follows:

Prop erty 1 Let G and G be two setsof points. Then
the cluster feature vector CFT(CG [ G) is givenby the
sumof CFT(G) and CFT(G)

Note that this property for the temporal version of
the cluster feature vector directly extends from that
discussedin [14]. The following subtractive property
is alsotrue for exactly the samereason.

Prop erty 2 Let G and G be two sets of points
such that G G. Then, the cluster feature vector

CFT(G. G)is givenby CFT(C) CFT(G)

The subtractive property helps considerablyin de-
termination of the micro-clusters over a pre-speci ed
time horizon. This is becauseby using two snapshots
at pre-de ned intervals, it is possible to determine
the approximate micro-clustersfor a pre-speci ed time
horizon. Note that the micro-cluster maintenance al-
gorithm always creates a unique id whenewer a new
micro-cluster is created. When two micro-clusters are
merged, then the micro-clustering algorithm creates
an idlist which is a list of all the original ids in that
micro-cluster.

Consider the situation at a clock time of t., when
the userwishesto nd clusters over a past time hori-
zon of h. In this case,we nd the stored snapshot

which occurs just beforethe time tc h. (The use of
a pyramidal time frame ensuresthat it is always pos-
sibleto nd asnapshotat tc h°®wherehis within a
pre-speci ed tolerance of the user-speci ed time hori-

zonh.) Let us denotethe set of micro-clustersat time

tc h by S(tc h9 and the set of micro-clusters at

time t; by S(tc). For each micro-cluster in the current

set S(tc), we nd the list of ids in ead micro-cluster.

For eadh of the list of ids, we nd the corresponding
micro-clustersin S(t  h9, and subtract the CF vec-
tors for the corresponding micro-clustersin S(t;  h9).

This ensuresthat the micro-clusters createdbeforethe

user-speci ed time horizon do not dominate the results
of the clustering process.We will denotethis nal set
of micro-clusters created from the subtraction process
by N (t¢; h9. These micro-clusters are then subjected
to the higher level clustering procesdo createa smaller
number of micro-clusterswhich can be more easily un-

derstood by the user.

The clustersare determined by usinga modi cation
of a k-meansalgorithm. In this technique, the micro-
clustersin N (t¢; h9 aretreated as pseudo-pints which
arere-clusteredin order to determine higher level clus-
ters. The k-meansalgorithm [10] picks k points asran-
dom seedsand then iterativ ely assignsdatabasepoints
to ead of these seedsin order to create the new par-
titioning of clusters. In ead iteration, the old set of
seedsare replaced by the certroid of ead partition.
When the micro-clusters are used as pseudo-mints,
the k-meansalgorithm needsto be modied in a few
ways:

At the initialization stage,the seedsare no longer
picked randomly, but are sampled with probability
proportional to the number of points in a given micro-
cluster. The corresponding seedis the certroid of that
micro-cluster.

At the partitioning stage, the distance of a seed
from a given pseudo-mint (or micro-cluster) is equal
to the distance of the seedfrom the certroid of the
corresponding micro-cluster.

At the seedadjustment stage,the new seedfor a
given partition is de ned as the weighted certroid of
the micro-clustersin that partition.

It isimportant to note that a given execution of the
macro-clustering processonly needsto usetwo (care-
fully chosen)snapshotsfrom the pyramidal time win-
dow of the micro-clustering process.The compactness
of this input thus allows the user considerable exibil-
ities for querying the stored micro-clusterswith di er-
ert levels of granularity and time horizons.

5 Evolution Analysis of Clusters

Many interesting changescan be recorded by an an-
alyst in an ewlving data stream for e ective use in
a number of businessapplications [1]. In the context
of the clustering problem, such ewolution analysisalso
has signi cant importance. For example, an analyst
may wish to know how the clusters have changedover
the last quarter, the last year, the last decadeand so
on. For this purpose,the user needsto input a few



parametersto the algorithm:

The two clock times t; and t, over which the clus-
ters needto be compared. It is assumedthat t, > t;.
In many practical scenarios,t, is the current clock
time.

The time horizon h over which the clusters are
computed. This meansthat the clusters created by
the data arriving between(t, h;t,) are comparedto
those created by the data arriving between(t; h;ty).

Another important issueis that of deciding how to
present the changesin the clustersto a user, so asto
make the results appealing from an intuitiv e point of
view. We presern the changesoccurring in the clusters
in terms of the following broad objectives:

Are there new clustersin the data at time t, which
were not present at time t;?

Have some of the original clusters beenlost be-
causeof changesin the behavior of the stream?

Have some of the original clusters at time t;
shifted in position and nature becauseof changesin
the data?

We note that the micro-cluster maintenance algo-
rithm maintains the idlists which are useful for track-
ing cluster information. The rst step is to com-
pute N (t;;h) and N (t;h) as discussedin the pre-
vious section. Therefore, we divide the micro-clusters
in N (tg;h) [ N (t2; h) into three categories:

Micro-clusters in N (to; h) for which none of the
ids on the corresponding idlist are presert in N (t1; h).
These are new micro-clusters which were created at
sometime in the interval (t;;t,). We will denote this
set of micro-clusters by M 2dded (¢, -t,).

Micro-clusters in N (t1;h) for which none of the
corresponding ids are presert in N (tz;h). Thus,
these micro-clusters were deleted in the interval
(t1;t2). We will denote this set of micro-clusters by
M deleted (t1;t2)-

Micro-clusters in N (t2; h) for which someor all
of the ids on the corresponding idlist are presen
in the idlists corresponding to the micro-clusters in
N (t1;h). Sud micro-clusters were at least partially
created before time tq, but have been modi ed since
then. We will denote this set of micro-clusters by
M T etained (t1§t2)-

The macro-cluster creation algorithm is then
separately applied to ead of this set of micro-
clusters to create a new set of higher level clusters.
The macro-clusters created from M 2dded(t,:t,) and
M deleted (¢, - t,) have clear signi cance in terms of clus-
ters addedto or removed from the data stream. The
micro-clustersin M "et@ned (t,-t,) correspond to those
portions of the stream which have not changed very
signi cantly in this period. When a very large frac-
tion of the data belongsto M "e®@ined (t,-t,)  this is
a sign that the stream is quite stable over that time
period.

6 Empirical Results

A thorough experimental study has been conducted
for the evaluation of the CluStream algorithm on

its accuracy reliability, e ciency, scalability, and ap-
plicability. The performance results are preserned
in this section. The study validates the following
claims: (1) CluStream derives higher quality clusters
than traditional stream clustering algorithms, espe-
cially when the cluster distribution contains dramatic
changes.It can answer many kinds of queriesthrough
its micro-cluster maintenance, macro-cluster creation,
and changeanalysisover ewolved data streams;(2) The
pyramidal time frame and micro-clustering concepts
adopted here assuresthat CluStream has much better
clustering accuracy while maintaining high e ciency;
and (3) CluStream has very good scalability in terms
of stream size,dimensionality, and the number of clus-
ters.

6.1 Test Environmen t and Data Sets

All of our experiments are conducted on a PC with
Intel Pertium Il processorand 512 MB memory,
which runs Windows XP professional operating sys-
tem. For testing the accuracy and e ciency of the
CluStream algorithm, we compareCluStream with the
STREAM algorithm [8, 13], the best algorithm re-
ported so far for clustering data streams. CluStream
is implemented according to the description in this
paper, and the STREAM K-means is done strictly
according to [13], which shaws better accuracy than
BIRCH [14]. To make the comparisonfair, both CluS-
tream and STREAM K-means use the sameamount
of memory. Speci cally, they usethe samestream in-
coming speed, the sameamount of memory to store
intermediate clusters (called Micro-clusters in CluS-
tream), and the sameamount of memory to store the
nal clusters (called Macro-clustersin CluStream).

Becausethe synthetic datasetscan be generatedby
controlling the number of data points, the dimension-
ality, and the number of clusters, with dierent dis-
tribution or ewlution characteristics, they are used
to evaluate the scalability in our experiments. How-
ever, sincesynthetic datasetsare usually rather di er-
ert from real ones,we will mainly usereal datasetsto
test accuracy cluster evolution, and outlier detection.
Real datasets. First, we needto nd some real
datasetsthat ewlve signi cantly over time in order to
test the e ectiv enessof CluStream. A good candidate
for such testing is the KDD-CUP'99 Network Intru-
sion Detection stream data set which has been used
earlier [13] to evaluate STREAM accuracy with re-
spect to BIRCH. This data set correspondsto the im-
portant problem of automatic and real-time detection
of cyber attacks. This is also a challenging problem
for dynamic stream clustering in its own right. The
oine clustering algorithms cannot detect such intru-
sionsin real time. Even the recertly proposedstream
clustering algorithms such as BIRCH and STREAM
cannot be very e ectiv e becausethe clusters reported
by these algorithms are all generatedfrom the ertire
history of data stream, whereasthe current casesmay
have ewolved signi cantly.

The Network Intrusion Detection dataset consists



of a seriesof TCP connectionrecordsfrom two weeks
of LAN network trac managedby MIT Lincoln Labs.
Each n record can either correspond to a normal con-
nection, or an intrusion or attack. The attacks fall

into four main categories:DOS (i.e., denial-of-service),
R2L (i.e., unauthorized accessfrom a remote ma-
chine), U2R (i.e., unauthorized accessto local supe-
ruser privileges), and PROBING (i.e., surveillanceand
other probing). As aresult, the data contains a total

of v e clustersincluding the classfor \ normal connec-
tions". The attack-typesare further classi ed into one
of 24types,such asbu er-o ver ow, guess-passwdnep-
tune, portsweep, rootkit, smurf, warezcliert, spy, and
soon. It is evidert that eadt specic attack type can
be treated asa sub-cluster. Most of the connectionsin

this dataset are normal, but occasionally there could
be a burst of attacks at certain times. Also, eat con-
nection record in this dataset cortains 42 attributes,

such asduration of the connection,the number of data
bytes transmitted from sourceto destination (and vice
versa), percertile of connectionsthat have \SYN" er-
rors, the number of \ro ot" accessesetc. As in [13],
all 34 continuous attributes will be usedfor clustering
and one outlier point has beenremoved.

Second,besidestesting on the rapidly ewlving net-
work intrusion data stream, we also test our method
over relatively stable streams. Since previously re-
ported stream clustering algorithms work on the ertire
history of stream data, we believe that they should
perform e ectiv ely for somedatasetswith a relatively
stable distribution over time. An example of such a
data setis the KDD-CUP'98 Charitable Donation data
set. We will show that ewven for such datasets, the
CluStream can consisterily outperform the STREAM
algorithm.

The KDD-CUP'98 Charitable Donation data set

hasalsobeenusedin evaluating seweral one-scanclus-
tering algorithms, such as [7]. This dataset cortains
95412 records of information about people who have
made charitable donations in responseto direct mail-
ing requests, and clustering can be used to group
donors shawing similar donation behavior. As in [7],
we will only use56 elds which can be extracted from
the total 481 elds of ead record. This data set is
converted into a data stream by taking the data in-
put order asthe order of streaming and assumingthat
they ow-in with a uniform speed.
Synthetic datasets. To test the scalability of CluS-
tream, we generatesomesynthetic datasetsby varying
basesize from 100K to 1000K points, the nhumber of
clusters from 4 to 64, and the dimensionality in the
range of 10 to 100. Becausewe know the true clus-
ter distribution a priori, we can comparethe clusters
found with the true clusters. The data points of eath
synthetic datasetwill follow a seriesof Gaussiandistri-
butions. In order to re ect the ewlution of the stream
data over time, we change the mean and variance of
the current Gaussiandistribution ewvery 10K points in
the synthetic data generation.

The quality of clustering on the real data setswas
measuredusing the sum of squaredistance (SSQ), de-
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Figure 1: Quality comparison (Network Intrusion
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Figure 2: Quality comparison (Network Intrusion
dataset, horizon=256, stream_speed=200)

ned as follows. Assumethat there are a total of nh
points in the past horizon at current time T.. For eath
point p; in this horizon, we nd the certroid C,, of its
closestmacro-cluster, and compute d(p; ; Cp, ), the dis-
tance between p; and C, . Then the SSQ at time
T, with horizon H (denoted as SSQ(T; H)) is equal
to the sum of d?(p;; Cp,) for all the nh points within
the previous horizon H. Unlessotherwise mentioned,
the algorithm parametersweresetat = 2,1 = 10,
[ nitN umber = 2000, = 512,andt = 2.

6.2 Clustering Evaluation

One novel feature of CluStream is that it can createa
set of macro-clustersfor any user-speci ed horizon at
any time upon demand. Furthermore, we expect CluS-
tream to be more e ectiv e than current algorithms at
clustering rapidly ewolving data streams. We will rst
show the e ectiv enessand high quality of CluStream
in detecting network intrusions.

We compare the clustering quality of CluStream
with that of STREAM for dierent horizons at dif-
ferert times using the Network Intrusion dataset. For



6000 T T T T T
5500

O CluStream B STREAM CluStream—+—

STREAM —x-— -

3.00E+07 -
5000

4500
4000
3500
3000 )
2500 '

2000 {

1500 1 1 1 1 1 1 1 1 1
10 15 20 25 30 35 40 45 50 55 60

Elapsed time (in seconds)

2.50E+07 A
2.00E+07 A

1.50E+07
1.00E+07
5.00E+06 -
0.00E+00 - T T T T
150 250 350 450

50
Stream (in time units)

Average SSQ

Number of points processed per second

Figure 6: Stream ProcessingRate (Network Intrusion

Figure 3: Quality comparison (Charitable Donation dataset, stream_speed=2000)

dataset, horizon=4, stream_speed=200)

ECluStream WSTREAM | igg T ' ' " Bdooc2o |
8.00E+07 - B0
7.00E+07 - 7 :zg

o 6.00E+07 | g 200
?  5.00E+07 A
% 4.00E+07 - g 200
% 3.00E+07 - £
I 2.00E+07 - 2 150
1.00E+07 1 100
0.00E+00 - : : : : or
50 150 250 350 450 0
Stream (in time units) Number of dimensions

Figure 4: Quality comparison (Charitable Donation Figure 7: Scalability with Data Dimensionality
dataset, horizon=16, stream_speed=200) (stream_speed=2000)

e}
& 2000 T T T T T T T 500 ' I I I B4OI0D4O ;07
8 CluStream—— 450 B200D20 ---%---
7] STREAM ---x---
> a00 L B100D10 - |
g 1800 @
3 2 350}
2 3
g 1600 $ S00r
= c
& £ 250}
@ . £ 200
£ 1400 =
g S5 150
3 1200 100~
E 50 -
3 ]
1000 1 1 1 1 1 1 1 o

10 15 20 25 30 35 40 45 50
Elapsed time (in seconds) Number of clusters
Figure 5: Stream ProcessingRate (Charitable Dona-

tion dataset, stream speed=2000) Figure 8: Scalability with Number of Clusters

(stream_speed=2000)



ead algorithm, we determine 5 clusters. All experi-
mernts for this dataset have shavn that CluStream has
substartially higher quality than STREAM. Figures 1
and 2 showv some of our results, where stream_speed
= 2000 meansthat the stream in- o w speedis 2000
points per time unit. We note that the Y -axis is drawn
on alogarithmic scale,and thereforethe improvemerts
correspond to orders of magnitude. We run eadt algo-
rithm 5 times and compute their averageSSQs. From
Figure 1 we know that CluStream is almost always
better than STREAM by seweral orders of magnitude.
For example, at time 160, the average SSQ of CluS-
tream is almost 5 orders of magnitude smaller than
that of STREAM. At a larger horizon like 256, Fig-
ure 2 shaws that CluStream can also get much higher
clustering quality than STREAM. The average SSQ
valuesat di erent times consisterily cortinueto be or-
der(s) of magnitude smaller than those of STREAM.

For example, at time 1250, CluStream's average SSQ
is more than 5 orders of magnitude smaller than that

of STREAM.

The surprisingly high clustering quality of CluS-
tream bene ts from its good design. On the one hand,
the pyramidal time frame enablesCluStream to ap-
proximate any time horizon as closely as desired. On
the other hand, the STREAM clustering algorithm can
only be basedon the ertire history of the data stream.
Furthermore, the large number of micro-clusters main-
tain a sucient amount of summary information in
order to cortribute to the high accuracy In addition,
our experiments demonstrated CluStream is more re-
liable than STREAM algorithm. In most cases,no
matter how many times we run CluStream, it always
returns the same (or very similar) results. More in-
terestingly, the ne granularity of the micro-cluster
maintenance algorithm helps CluStream in detecting
the real attacks. For example, at time 320, all the
connectionsbelongto the neptune attack type for any
horizon lessthan 16. The micro-cluster maintenance
algorithm always absorbsall data points in the same
micro-cluster. As a result, CluStream will successfully
cluster all these points into one macro-cluster. This
meansthat it can detect a distinct cluster correspond-
ing to the network attack correctly. On the other hand,
the STREAM algorithm always mixes up these nep-
tune attack connectionswith the normal connections
or someother attacks. Similarly, CluStream can nd
one cluster (neptune attack type in underlying data
set) at time 640, two clusters (neptune and smurf) at
time 650, and one cluster (smurf attack type) at time
1280. These clusters correspond to true occurrences
of important changesin the stream behavior, and are
therefore intuitiv ely appealing from the point of view
of a user.

Now we examine the performance of stream clus-
tering with the Charitable Donation dataset. Since
the Charitable Donation dataset doesnot evolve much
overtime, STREAM shouldbeableto cluster this data
set fairly well. Figures 3 and 4 show the comparison
results betweenCluStream and STREAM. The results
show that CluStream outperforms STREAM ewen in

this case,which indicates that CluStream is e ective
for both ewlving and stable streams.

6.3 Scalabilit y Results

The key to the succesf the clustering framework is
high scalability of the micro-clustering algorithm. This
is becausethis processis exposedto a potentially large
volume of incoming data and needsto be implemented
in an e cien t and online fashion. On the other hand,
the (oine) macro-clustering part of the processre-
quired only a (relatively) negligible amount of time.
This is becauseof its useof the compact micro-cluster
represenation asinput.

The most time-consuming and frequert operation
during micro-cluster maintenance is that of nding
the closestmicro-cluster for ead newly arrived data
point. It is clearthat the complexity of this operation
increaseslinearly with the number of micro-clusters.
It is also evident that the number of micro-clusters
maintained should be su cien tly larger than the num-
ber of input clustersin the data in order to obtain a
high quality clustering. While the number of input
clusters cannot be known a priori, it is instructiv e to
examine the scalability behavior when the number of
micro-clusters was xed at a constart large factor of
the number of input clusters. Therefore, for all the
experimerts in this section, we will x the number of
micro-clustersto 10times the number of input clusters.
We tested the e ciency of CluStream micro-cluster
maintenance algorithm with respect to STREAM on
the real data sets.

Figures 5 and 6 show the stream processingrate
(the number of points processedper second)with pro-
gressionof the data stream. Since CluStream requires
sometime to compute the initial set of micro-clusters,
its precessingrate is lower than STREAM at the very
beginning. Howewer, once steady state is reaced,
CluStream becomesfaster than STREAM in spite of
the fact that it needsto store the snapshotsto disk
periodically. This is becauseSTREAM takesa few it-
erationsto make k-meansclustering corverge,whereas
CluStream just needsto judge whether a set of points
will be absorbed by the existing micro-clusters and
insert into them appropriately. We make the obsena-
tion that while CluStream maintains 10 times higher
granularity of the clustering information comparedto
STREAM, the processingrate is also much higher.

Wewill presert the scalability behavior of the CluS-
tream algorithm with data dimensionality, and the
number of natural clusters. The scalability results re-
port the total processingtime of the micro-clustering
processover the entire data stream. The rst series
of data setswere generatedby varying the dimension-
ality from 10 to 80, while xing the number of points
and input clusters. The rst data set seriesB100C5
indicates that it contains 100K points and 5 clusters.
The samenotational corvertion is usedfor the second
data set seriesB200C10and the third one B400C20.
Figure 7 shows the experimental results, from which
one can seethat CluStream haslinear scalability with
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the micro-ratio increases,the average SSQ reduces.
The average SSQ for ead real dataset becomessta-
ble when the micro-ratio is about 10. This indicates
that to achieve high-quality clustering, the micro-ratio
doesnot needto be too large as comparedto the nat-
ural clustersin the data. Sincethe number of micro-
clustersis limited by the available memory, this result
brings good news: for most real applications, the use
of a very modest amount of memory is su cien t for
the micro-clustering process.

[ Factort [ 1 | 2 ] 4 [ 6 [ 8 ]
Net. Int. | 14.85] 1.62| 0.176 | 0.0144| 0.0085
Cha. Don. | 11.18| 0.12 | 0.0074| 0.0021| 0.0021

Micro-ratio(number of micro-clusters/number of macro-clusters)

Figure 9: Accuracy Impact of Micro-clusters

data dimensionality. For example, for dataset series
B400C20, when the dimensionality increasesfrom 10
to 80, the running time increasedessthan 8 times from
55 secondsto 396 seconds.

Another three seriesof datasets were generatedto
test the scalability against the number of clusters by
varying the number of input clusters from 5 to 40,
while xing the stream size and dimensionality. For
example,the rst data setseriesB100D10indicates it
cortains 100K points and 10 dimensions. The same
convertion is used for the other data sets. Figure
8 demonstratesthat CluStream has linear scalability
with the number of input clusters.

6.4 Sensitivit y Analysis

In section 3, we indicated that the number of micro-
clusters should be larger than the number of natural
clustersin order to obtain a clustering of good quality.
However, a very large number of micro-clustersis inef-
cient in terms of running time and storage. We de ne
micro-ratio asthe number of micro-clustersdivided by
the number of natural clusters. It is desirablethat a
high quality clustering can be reached by a reason-
ably small micro-ratio. We will determine the typical
micro-ratios usedby the CluStream algorithm in this
section.

We x the stream_speed at 200 points (per time
unit), and horizon at 16 time units. We use the two
real datasetsto test the clustering quality by varying
the number of micro-clusters. For eat dataset, we
determine the macro-clusters over the corresponding
time horizon, and measurethe clustering quality using
the sum of squaredistance (SSQ).

Figure 9 shaws our experimental results related to
the accuracyimpact of micro-ratio, wherewe x T at
200 for Charitable Donation dataset and at 1000 for
Network Intrusion dataset. We can seethat if we use
the samenumber of micro-clustersasthe natural clus-
ters, the clustering quality is quite poor. This is be-
causethe useof a very small number of micro-clusters
defeatsthe purp oseof a micro-cluster approach. When

Table 2: Exception percert vs. Max. Boundary Factor
t

Another important parameter which may signi -
cartly impact the clustering quality is the maximal
boundary of a micro-cluster. As discussedearlier, this
was de ned as a factor t of the RMS deviation of the
data points from the corresponding cluster certroid.
The value of t should be chosensmall enough,sothat it
can successfullydetect most of the points represeting
new clusters or outliers. At the sametime, it should
not generatetoo many unpromising new micro-clusters
or outliers. By varying the factor t from 1 to 8, weran
the CluStream algorithm for both the real datasetsand
recordedall the exception points which fall outside of
the maximal boundary of its closestmicro-cluster. Ta-
ble 2 shaws the percertage of the total nhumber of data
points in ead real dataset that are judged belonging
to exception points at di erent values of the factor t.
Table 2 shows that if factor t is lessthan 1, there will
be too many exception points. Typically, a choice of
t = 2resultedin an exception percertile which did not
reducevery much on increasingt further. We alsonote
that if the distancesof the data points to the certroid
had followed a Gaussiandistribution, the valuet = 2
results in more than 95% of the data points within the
corresponding cluster boundary. Therefore, the value
of the factor t was set at 2 for all experiments in this
paper.

6.5 Evolution Analysis

Our experimernts also show that CluStream facilitates
cluster ewolution analysis. Taking the Network Intru-
sion dataset asan example,we showv how such an anal-
ysisis performed. In our experiments, we assumethat
the network connection speedis 200 connections per
time unit.

First, by comparing the data distribution for t; =
29;t, = 30;h = 1 CluStream found 3 micro-clusters
(8 points) in M 2dded (¢, -t,) 1 micro-cluster (1 point)
in M defeted (¢, -t,) and 22 micro-clusters (192 points)
in M rewned (t,-t,). This shows that only 0.5% of
all the connectionsin (28;29) disappeared and only
4% were added in (29;30). By cheding the origi-
nal dataset, we nd that all points in M 34ded(t,:t,)



and M dled ¢, -t,) are normal connections, but are
outliers becauseof some particular feature such as
the number of bytes of data transmitted. The fact
that almost all the points in this case belong to
M retained (t,-t,) indicates that the data distributions
in these two windows are very similar. This happens
becausethere are no attacks in this time period.
More interestinglc}/, the data points falling into
M 2added (¢, -t,) or M deleted (t,-t,) are those which have
ewlved signi cantly. These usually correspond to
newly arrived or faded attacks respectively. Here
are two examples: (1) During the period (34; 35), all
data points correspond to normal connections,whereas
during (39;40) all data points belong to smurf at-
tacks. By applying our change analysis procedure
for t1 = 35t, = 40h = 1, it showns that 99%
of the smurf connections (i.e., 198 connections) fall
into two M 2dded (t,-t,) micro-clusters, and 99% of
the normal connections fall into 21 M deleted (¢, :t,)
micro-clusters. This means these normal connec-
tions are non-existert during (39;40); (2) By apply-
ing the change analysis procedure for t; = 640, t, =
1280 h = 16, we found that all the data points dur-
ing (1264 1280) belong to one M added (¢, t,) micro-
cluster, and all the data points in (624; 640) belong
to one M deleted (¢, -t,) micro-cluster. By cheding the
original labeled data set, we found that all the connec-
tions during (1264 1280) are smurf attacks and all the
connectionsduring (624; 640) are neptune attacks.

7 Discussion and Conclusions

In this paper, we have deweloped an e ectiv e and ef-
cient method, called CluStream, for clustering large
ewlving data streams. The method has clear advan-
tages over recert techniques which try to cluster the
whole stream at one time rather than viewing the
stream as a changing processover time. The CluS-
tream model provides a wide variety of functionality in
characterizing data stream clusters over di erent time
horizonsin an ewlving environment. This is achieved
through a careful division of labor betweenthe online
statistical data collection componert andanoine an-
alytical componert. Thus, the processprovides con-
siderable exibilit y to an analyst in a real-time and
changing environment. These goalswere achieved by
a careful designof the statistical storageprocess.The
useof a pyramidal time window assureghat the essen-
tial statistics of evolving data streamscan be captured
without sacricing the underlying space- and time-
e ciency of the stream clustering process. Further,
the exploitation of microclustering ensuresthat CluS-
tream can achieve higher accuracy than STREAM due
to its registering of more detailed information than the
k points used by the k-meansapproach. The use of
micro-clustering ensuresscalabledata collection, while
retaining the su ciency of data required for e ective
clustering.

A wide spectrum of clustering methods have been
deweloped in data mining, statistics, machine learn-
ing with many applications. Although very few have

beenexaminedin the context of stream data cluster-
ing, we believe that the framework deweloped in this
study for separating out periodic statistical data col-
lection through a pyramidal time window provides a
unique ervironment for re-examiningthesetechniques.
As future work, we are going to examine the applica-
tion of the CluStream methodology developed here to
other clustering paradigms for data streams.
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